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EXAMENSARBETE 

 i 

Design och utvärdering av en ESP32-baserad 
mikrodisplay för observabilitet: en jämförelse 
mellan direkt åtkomst till Prometheus och en 

gateway-baserad arkitektur 

Sammanfattning 
Övervakningssystem tillhandahåller omfattande driftsinformation, men informationen 
granskas vanligtvis genom instrumentpaneler på större skärmar. Tekniska användare kan i 
det dagliga arbetet även behöva snabb lokal överblick över ett mindre antal systemtillstånd 
utan att hålla en fullständig instrumentpanel öppen. I detta examensarbete designades, 
implementerades och utvärderades en ESP32-baserad mikroobservabilitetsdisplay för 
utvalda indikatorer på värdnivå och information om displayens tillstånd i en lokal miljö med 
Prometheus och Node Exporter. Studien undersökte hur placeringen av ansvaret för 
kommunikationen mot övervakningssystemets backend påverkade lösningen genom två 
implementationer: Design A, där ESP32-enheten hämtade data direkt från Prometheus, och 
Design B, där den begärde en kompakt sammanfattning från en gateway som 
kommunicerade med Prometheus. Utvärderingen omfattade 40 godkända 
valideringskörningar för normal drift, Wi-Fi-avbrott, långsam backendrespons och 
backendavbrott. Utvärderingen omfattade även mätningar av ESP32-sidig trafik, 
säkerhetskontroller och en användarstudie av tillståndsbegreppen LIVE, STALE och FAIL. 
Båda designerna bibehöll LIVE under normal drift. Design A använde färre driftsatta 
komponenter men placerade Prometheus-specifik kommunikation och svarsbearbetning på 
ESP32-enheten. Design B lade till en gateway men gav enheten ett enklare gränssnitt, 
genererade 48,9 procent lägre ESP32-sidig trafik och registrerade färre FAIL-tillstånd under 
störningsscenarierna. Vid långsam backendrespons och backendavbrott bevarade Design B 
huvudsakligen tidigare giltig information som STALE. Gatewaylösningen skapade även en 
snävare åtkomstgräns på ESP32-sidan genom att placera kommunikationen med 
Prometheus bakom gatewayen. Resultaten är begränsade till den testade proof-of-concept-
miljön. Under dessa förhållanden gav Design B den starkare avvägningen när minskat ansvar 
på slutenheten, meningsfull tillståndsinformation vid störningar, lägre ESP32-sidig trafik och 
separation enligt principen om minsta privilegium prioriterades. Design A förblev ett giltigt 
alternativ när direkt åtkomst till Prometheus var acceptabel och färre driftsatta komponenter 
prioriterades.
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Abstract 
Monitoring dashboards provide extensive operational information, but technical users may 
also need quick local awareness of selected system conditions without keeping a full dash-
board open. This thesis designed, implemented, and evaluated an ESP32-based micro-ob-
servability display in a local Prometheus and Node Exporter environment. It examined how 
the placement of backend-facing monitoring responsibility affected the display through two 
implementations: Design A, in which the ESP32 queried Prometheus directly, and Design 
B, in which it requested a compact summary from a gateway. The evaluation included 40 
accepted validation runs covering normal operation, Wi-Fi loss, slow backend response, and 
backend downtime. It also included ESP32-facing traffic measurements, security checks, and 
a user study of the LIVE, STALE, and FAIL state concept. Both designs maintained LIVE 
output during normal operation. Design A used fewer deployed components but placed Pro-
metheus-specific communication and response processing on the ESP32. Design B added a 
gateway but exposed a simpler interface, produced 48.9% lower ESP32-facing traffic, and 
recorded fewer FAIL labels during degraded operation. During slow backend response and 
backend downtime, it mainly preserved previously valid information as STALE. Gateway 
mediation also created a narrower ESP32-facing access boundary by placing Prometheus 
communication behind the gateway. The findings are limited to the tested proof-of-concept 
environment. Under these conditions, Design B provided the stronger balance when reduced 
endpoint responsibility, clear state information during disruptions, lower ESP32-facing traf-
fic, and the application of least privilege were prioritized. Design A remained a valid alterna-
tive when direct Prometheus access was acceptable and minimizing deployed components 
was more important. 
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Nomenclature 
API – Application Programming Interface 

Backend downtime – Scenario where Prometheus was made unavailable and later restored 
during validation. 

CPU – Central Processing Unit 

ESP32 – Microcontroller platform used as the display endpoint in this study. 

ESP32-facing traffic – Network traffic measured on the communication path visible to the 
ESP32. In this thesis, this refers to ESP32-to-Prometheus traffic for Design A and ESP32-
to-gateway traffic for Design B. 

FAIL – Display state used when the update path could not provide usable current or stale 
display information. 

Gateway – Intermediate service between the ESP32 and Prometheus in Design B. The gate-
way queries Prometheus and provides a compact summary endpoint to the ESP32. 

Grafana – Dashboard and visualization platform discussed as part of the monitoring con-
text. Grafana was not part of the implemented data path in this thesis. 

HTTP – Hypertext Transfer Protocol 

IoT – Internet of Things 

Least privilege – Security principle where a component is only given the access needed to 
perform its intended task. 

LIVE – Display state used when current monitoring data was available through a successful 
recent update. 

Node Exporter – Service that exposes host-level metrics, such as CPU, memory, disk, and 
network data, to Prometheus. 

Prometheus – Time-series monitoring system used as the metric source in the implemented 
evaluation. 

RQ – Research Question 

SCADA – Supervisory Control and Data Acquisition 

STALE – Display state used when older or cached information was shown because fresh 
data was temporarily unavailable. 

TShark – Command-line packet-capture tool used to support the ESP32-facing traffic meas-
urement. 

Validation run – One accepted execution of a validation scenario for one design. 

Wi-Fi – Wireless network connection used by the ESP32 during validation. 

WSL2 – Windows Subsystem for Linux 2, used as part of the local development and valida-
tion environment.
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1 Introduction 
This chapter introduces the problem area, the motivation for the study, and the research 
gap addressed by the thesis. The study focuses on an ESP32-based micro-observability 
display that presents selected host-level indicators and display-state information from a 
Prometheus-based monitoring environment. The chapter also presents the purpose of 
the study, the research questions, the scope and limitations, the main contributions, and 
the structure of the thesis. 

1.1 Background and Motivation 
Modern IT environments depend on monitoring and observability tools to understand 
whether hosts, services, and infrastructure components are operating as expected. 
Runtime signals such as metrics, logs, and state information make system behavior 
more visible and support operational decisions [1]. This information is commonly pre-
sented through dashboards, charts, and alerts, which can combine many signals and 
support detailed inspection of system conditions [10], [11]. 

Detailed dashboards are useful when a user needs to investigate a problem, compare 
several metrics, or inspect historical behavior. However, some technical users also need 
quicker local awareness during daily work. System administrators, operators, develop-
ers, lab engineers, and students maintaining local services may only need to see whether 
a few selected conditions are normal, delayed, or unavailable. Opening and interpreting 
a full dashboard each time may be unnecessary for this limited purpose. 

Ambient and glanceable displays provide selected information in a form that can be 
noticed quickly with limited interaction [2], [4], [20]. Applied to system monitoring, a 
compact display can keep a small number of important indicators visible near a desk, 
lab bench, rack, or server-room environment. Such a display is intended to complement 
existing monitoring tools rather than replace the detailed information available in a full 
dashboard. This motivates the development of an ESP32-based micro-observability 
display and raises a technical question about how monitoring-data retrieval and pro-
cessing responsibilities should be placed when the display endpoint has limited re-
sources. 

1.2 Research Gap 

Previous research covers several areas relevant to this thesis. Studies of monitoring vis-

ualization and analytical dashboards examine how information presentation can sup-

port interpretation and situation awareness [10], [11]. Research on ambient and glance-

able displays investigates how selected information can be presented clearly on small 

displays [2], [4], [20]. Other work addresses monitoring infrastructures, embedded and 

low-cost monitoring systems, gateway architectures, resilient edge and IoT systems, and 

least-privilege access control [6], [12]–[19], [22]–[25], [33]. 

These research areas provide useful knowledge about individual parts of the problem. 

However, they provide limited empirical evidence about how the placement of moni-

toring-data retrieval, response processing, degraded-state handling, and backend-facing 
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access affects a resource-constrained embedded monitoring display. In particular, it re-

mains unclear how different placements of these responsibilities influence endpoint 

communication cost, behavior during disruptions, system complexity, and access 

boundaries when evaluated within the same monitoring environment. 

This thesis addresses this gap by implementing and evaluating two different placements 

of backend-facing responsibility in a common Prometheus/Node Exporter environ-

ment. The comparison is used to investigate the trade-off between system simplicity 

and endpoint simplicity. The selection and implementation of the alternatives are de-

scribed in Chapter 4. 

1.3 Problem Statement 
A compact monitoring display must retrieve, process, and present current system in-
formation while remaining understandable during normal and degraded operation. This 
is challenging on an ESP32 because it has limited memory and CPU capacity, as well as 
constrained network-handling resources [3]. These limits affect how much communi-
cation, response processing, state handling, and error handling can be placed on the 
device. 

Prometheus provides a general HTTP API for querying monitoring data [31]. When an 
ESP32 uses this interface, it may need to perform several HTTP requests, process Pro-
metheus responses, allocate memory for received data, and handle timeouts and failures 
locally. Placing these responsibilities on the ESP32 keeps the system path short but 
increases the work performed by the endpoint. Moving selected responsibilities to an 
intermediate component can reduce the work on the ESP32 and provide a response 
designed for the display, but it also adds another component and dependency. 

The central problem is therefore how backend-facing monitoring responsibilities 
should be distributed when the display endpoint has limited resources. The study does 
not seek one architecture that is best in all situations. Instead, it examines the trade-offs 
created by two responsibility placements in the tested proof-of-concept environment. 

1.4 Purpose and Key Concepts 
The purpose of this thesis is to design and evaluate an ESP32-based micro-observability 
display and to investigate how the placement of backend-facing monitoring responsi-
bilities affects update reliability, ESP32-facing communication cost, degraded-state be-
havior, the usefulness of displayed state information, and the application of least privi-
lege in deployment. 

Backend-facing monitoring responsibilities are the tasks needed to retrieve monitoring 
data, process backend responses, prepare information for the display, handle delayed 
or unavailable data, and control access to monitoring interfaces. The two implementa-
tions described in Chapter 4 represent different placements of these responsibilities. 

In this thesis, a micro-observability display is a compact embedded display that presents 
a limited set of monitoring indicators for quick local awareness. It shows selected host-
level values and state information rather than supporting detailed investigation or full 
dashboard interaction. 
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Here, usefulness refers only to whether the displayed information remains understand-
able and informative during normal and degraded operation. A useful state representa-
tion should help the user distinguish current data as LIVE, retained older data as 
STALE, and the absence of usable information as FAIL. It should also make the return 
to LIVE visible after a disruption ends. 

Degraded-state behavior describes how the display represents information when the 
normal update path is disrupted. The evaluation examines whether retained information 
can remain visible as STALE or whether the display shows FAIL. 

1.5 Research Questions 
The thesis is guided by three research questions about the effects of placing backend-
facing monitoring responsibilities in an ESP32-based micro-observability system. 

RQ1. How does the placement of backend-facing monitoring responsibilities affect up-
date reliability and ESP32-facing communication cost in an ESP32-based micro-ob-
servability display? 

RQ2. How does the placement of backend-facing monitoring responsibilities affect 
degraded-state behavior and the usefulness of displayed state information during Wi-Fi 
loss, slow backend response, and backend downtime? 

RQ3. How does the placement of backend-facing monitoring access affect the appli-
cation of least privilege and the exposure of monitoring interfaces? 

The research questions are investigated using two implementations of the same display 
artifact in the same local monitoring environment. RQ1 is examined through controlled 
validation and an ESP32-facing traffic measurement. RQ2 is examined through de-
graded-state validation and a user study of display-state interpretation. RQ3 is examined 
through an architectural comparison and security checks. Chapter 3 explains how each 
source of evidence is collected and analyzed. 

1.6 Scope and Limitations 
The study is limited to one ESP32-based proof-of-concept in a local Prometheus and 
Node Exporter monitoring environment. The display presents selected host-level indi-
cators together with LIVE, STALE, or FAIL state information. Grafana is part of the 
broader monitoring context but is not included in the implemented data path. 

The architectural scope is limited to the two implemented responsibility placements. 
Other possible solutions, including thin proxies, push-based messaging, broker-based 
communication, deeper Grafana integration, and edge-relay designs, are outside the im-
plementation scope. 

The evaluation covers normal operation, Wi-Fi loss, slow backend response, and 
backend downtime. The main validation evidence consists of ESP32 serial logs, pro-
cessed validation summaries, and structured observations. These scenarios support a 
controlled comparison but do not represent every possible network, backend configu-
ration, monitoring system, or deployment environment. 

Communication cost is evaluated through ESP32-facing traffic in the tested setup. This 
is not a complete network-performance benchmark. Full ESP32-side update timing, 
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SRAM use, heap fragmentation, parsing latency, and power consumption are not meas-
ured. 

The security evaluation is limited to architectural analysis based on least privilege and 
practical security checks. It does not include penetration testing, vulnerability scanning, 
or a complete production security audit. 

The usefulness evaluation uses degraded-state behavior, recovery observations, and a 
user study with 22 respondents, most of whom have technical backgrounds. The user 
study supports the interpretation of whether the display states are understandable, but 
it is not a full usability study and does not represent professional operators in produc-
tion environments. 

1.7 Contributions 
This thesis makes three contributions within the scope of the implemented proof-of-
concept. 

First, it presents a controlled comparison of two placements of backend-facing moni-
toring responsibility for the same resource-constrained display. The same ESP32 hard-
ware, display purpose, metric source, selected indicators, and local monitoring environ-
ment are used for both implementations. The placement of backend queries, response 
processing, retained-state handling, and monitoring-interface access differs between 
them. This makes responsibility placement the main factor in the comparison. 

Second, the thesis contributes empirical evidence about the effects of responsibility 
placement. The evidence consists of 40 accepted validation runs, ten accepted ESP32-
facing traffic captures, seven security checks, and 22 usable responses from the user 
study. Together, these sources connect the architectural comparison to normal-opera-
tion reliability, degraded-state representation, ESP32-facing communication cost, dis-
play-state interpretation, and access boundaries related to least privilege. 

Third, the thesis makes the working ESP32-based display, both firmware implementa-
tions, the gateway implementation, analysis scripts, processed validation summaries, 
and selected supporting evidence available through the public project repository. These 
materials support transparency, inspection, and reproducibility. 

The thesis does not claim that direct access, gateway mediation, or the research method 
itself is new. Its contribution is the controlled combination of these elements and the 
practical evidence produced about the trade-off between system simplicity and end-
point simplicity. The findings remain limited to the selected hardware, implementations, 
monitoring environment, and evaluation conditions. 

1.8 Thesis Outline 

Chapter 2 presents the technical background and related work. It covers observability 

and monitoring dashboards, glanceable displays, Prometheus and Node Exporter, re-

source-constrained embedded systems, gateway architectures, degraded-state handling, 

and least privilege. 

Chapter 3 describes the research methodology and explains the choice of design science 

and controlled comparison. It also presents the evaluation design, validation, traffic 
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measurement, security checks, user study, data analysis, ethical considerations, and 

threats to validity. 

Chapter 4 presents the system design and implementation. It describes the prototype, 

the two responsibility placements, the monitoring environment, communication paths, 

interfaces, display-state model, gateway behavior, and implementation tools. 

Chapter 5 presents the results from the validation, traffic measurement, security checks, 

and user study. It reports normal-operation behavior, degraded-state behavior, ESP32-

facing traffic, security-check outcomes, and the user-study findings. 

Chapter 6 analyzes and discusses the findings in relation to the research questions and 

previous work. It examines system simplicity, endpoint responsibility, degraded-state 

usefulness, communication cost, least privilege, validity, limitations, and economic, so-

cial, and ecological sustainability. 

Chapter 7 answers the research questions, presents the overall conclusions, and identi-

fies directions for future work. 
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2 Background and Related Work 

This chapter presents the technical and research background needed to understand the 

problem. It first discusses observability, monitoring dashboards, and glanceable dis-

plays. It then introduces Prometheus and Node Exporter and describes the constraints 

of ESP32-based display systems. The remaining sections discuss direct and gateway-

mediated architectures, degraded-state information, least privilege, and how this study 

relates to previous work. 

The chapter focuses on concepts and previous research. The selection and implemen-

tation of the two responsibility placements are presented in Chapter 4. 

2.1 Observability, Dashboards, and Glanceable Displays 

Observability concerns the use of information produced during system operation to 

understand internal behavior and current conditions. Runtime signals can support fault 

investigation, operational decision-making, and analysis of how software and infrastruc-

ture behave over time [1]. In monitoring and network-management environments, vis-

ualization is important because technical users must interpret multiple operational sig-

nals and identify conditions that require attention [10]. 

Dashboards are commonly used to organize metrics, charts, alerts, and historical infor-

mation. They support detailed investigation by allowing users to compare several indi-

cators and examine changes over time. However, the value of a dashboard does not 

depend only on how much information or how many interactive features it provides. 

Nadj et al. found that interactive dashboard features can improve task performance 

while also reducing situation awareness under some conditions [11]. This shows that 

information quantity and interaction must be balanced against the user’s need to under-

stand the current state. 

The presentation requirements change when information is shown on a small embed-

ded display. Limited screen space restricts the number of indicators that can be shown 

clearly at the same time. Research on glanceable visualization indicates that display size 

and information arrangement affect how quickly users can notice and compare values 

[20]. A compact display therefore requires careful selection and prioritization rather 

than a reduced copy of a larger dashboard. 

Studies of ambient and glanceable displays show that selected information can support 

awareness when it is visible, concise, and understandable with little interaction [2], [4], 

[5], [20]. This work supports the use of a small number of indicators and clear freshness 

or failure information. However, it mainly concerns information presentation rather 

than where monitoring data should be retrieved and processed. The architecture of a 

resource-constrained monitoring display therefore remains a separate question. 
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2.2 Prometheus, Node Exporter, and Monitoring Context 

Prometheus is a monitoring and time-series system that collects metric data and pro-

vides an HTTP API for executing queries and retrieving results [31]. Its query interface 

allows clients to request current or historical metric values. Because the interface is 

general-purpose, a client must identify the required queries and process the response 

structure returned by Prometheus. 

Node Exporter exposes host-level Linux metrics that can be collected by Prometheus 

[32]. These metrics include information related to processor activity, memory, filesys-

tems, and network interfaces. Prometheus and Node Exporter therefore provide a suit-

able technical foundation for studying how selected host-level indicators can be deliv-

ered to an embedded display. 

Grafana provides the broader dashboard and alerting context for Prometheus-based 

monitoring [7], [8]. Grafana’s 2025 observability survey provides industry context for 

how observability tools are used in practice [9]. In this thesis, Grafana is discussed as 

the full-dashboard context but is not part of the implemented data path. Prometheus 

and Node Exporter provide the monitoring-data path used in the study. 

2.3 ESP32 and Resource-Constrained Display Systems 

The ESP32 is a low-cost microcontroller platform with integrated wireless communi-

cation and processing capabilities suitable for many embedded and Internet of Things 

applications [3]. Compared with desktop and server systems, however, it operates with 

more limited memory, processor capacity, and network-handling resources. A display 

based on such a platform also has considerably less screen space than a conventional 

monitoring dashboard. 

These constraints influence both information presentation and communication design. 

Only a limited number of indicators can be presented clearly on a small display. Re-

trieving monitoring information may also require HTTP communication, temporary 

storage, response parsing, state management, and error handling. Larger or more com-

plex responses may require more communication, temporary memory, and parsing on 

the endpoint. These possible hardware effects are not treated as measured results in this 

study on where data-retrieval and processing responsibilities are placed; they are not 

assumed here to constitute measured hardware-performance effects. 

Previous work demonstrates that ESP32 and other low-cost IoT platforms can support 

monitoring-related applications. Aghenta and Iqbal present a low-cost, open-source 

IoT-based supervisory control and data acquisition system using ESP32 hardware [22]. 

El-Khozondar et al. describe an ESP32-based smart energy-monitoring system [23]. 

Awad et al. present a low-cost sensor dashboard for monitoring the condition of mobile 

harbour cranes [33]. These studies show that inexpensive embedded platforms can col-

lect, communicate, or present monitoring information in practical application domains. 



Design and Evaluation of an ESP32-Based Micro-Observability Display: Comparing Direct Pro-
metheus Access and a Gateway-Based Architecture 

 8 

The earlier systems differ in purpose, monitored environment, and architecture. They 

show that low-cost embedded devices can take part in monitoring systems, but they do 

not answer how a small display should connect to an existing general-purpose monitor-

ing backend. They also do not examine how responsibility placement affects commu-

nication, degraded-state handling, and access boundaries. 

These constraints make responsibility placement an architecture question, not only a 

question of whether the device can display monitoring data. Section 2.4 reviews direct 

and gateway-mediated patterns. 

2.4 Direct and Gateway-Mediated Architectures 

A monitoring display can retrieve data through different architectures. Two relevant 

patterns are direct backend access and gateway-mediated access. They differ mainly in 

where backend knowledge, communication, response processing, and access control 

are placed. 

In a direct-access architecture, the embedded endpoint communicates with the moni-

toring backend itself. This creates a shorter component path and avoids the need to 

deploy and maintain an intermediate service. The endpoint must, however, understand 

the backend interface, construct the required requests, process the returned data, and 

handle communication errors locally. When the backend exposes a general-purpose in-

terface, the endpoint may also receive more information than is needed for the display. 

Larger or more complex responses may increase communication, allocation, and pars-

ing demands on a resource-constrained device. 

Research on gateways and edge computing describes filtering, aggregation, protocol 

translation, access mediation, and local processing as common gateway functions [12]–

[16]. By moving selected responsibilities away from the embedded endpoint, a gateway 

can provide a smaller and more purpose-specific interface. This can reduce the backend 

knowledge and response processing required on the endpoint. 

The additional component also creates costs and risks. A gateway must be deployed, 

configured, protected, monitored, and maintained. It increases the number of opera-

tional components and may become a dependency or single point of failure if the end-

point cannot obtain updates without it. Its presence therefore does not automatically 

improve the system as a whole. 

The resulting trade-off can be described as a distinction between system simplicity and 

endpoint simplicity. Direct access can provide greater system simplicity because fewer 

components are required, while gateway mediation can provide greater endpoint sim-

plicity by moving selected responsibilities to a more capable intermediate component. 

The preferred balance depends on endpoint constraints, backend-interface complexity, 

security requirements, expected failure behavior, and deployment conditions. 
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2.5 Resilience and Degraded-State Information 

Monitoring information is most useful when users can understand both the reported 

value and its current validity. Communication paths may be affected by temporary net-

work loss, delayed responses, service interruption, or backend unavailability. A display 

that continues to show an earlier value without indicating its age or validity can create 

an incorrect impression that the information is current. 

Research on resilient edge and IoT systems emphasizes the need to consider degraded 

operation, recovery, and continued service under partial failure conditions [17], [18]. 

For a compact monitoring display, resilience does not necessarily mean that fresh data 

remains available during every disruption. It can also mean that the system clearly dis-

tinguishes current information from older or unavailable information and recovers pre-

dictably when communication is restored. 

Users should be able to distinguish current information, retained information whose 

freshness cannot be confirmed, and the absence of a usable value. Making these condi-

tions visible reduces the risk that an older value will be interpreted as current. 

Responsibility placement affects where this distinction is created. With direct access, 

the endpoint must detect delays and failures and decide what information should remain 

visible. With an intermediary, caching, freshness checks, and state handling can occur 

before the data reaches the endpoint. This may allow retained information to remain 

visible, but only while the intermediary is available and the meaning of the state labels 

is clear. 

Resilience should therefore be judged from actual behavior during disruption and re-

covery rather than inferred from the presence of a gateway or any other architectural 

component. 

2.6 Least Privilege and Security Boundaries 

The principle of least privilege states that a component should receive only the permis-

sions and access required to perform its intended task [6], [24], [25]. In a monitoring 

system, this concerns not only user accounts but also communication paths, exposed 

interfaces, permitted queries, credentials, and the amount of backend functionality 

reachable from each component. 

Architecture influences where these security boundaries can be placed. If an embedded 

endpoint communicates directly with a monitoring backend, it may require network 

reachability to that backend and knowledge of its general query interface. Any creden-

tials, tokens, or query permissions needed for that access may also need to be handled 

by the endpoint. This places more backend-facing responsibility on a resource-con-

strained device. 
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An intermediate gateway can create a narrower boundary by exposing only the infor-

mation required by the display while keeping the broader backend interface behind an-

other component. The gateway may restrict permitted operations, transform responses, 

and separate endpoint access from backend access. Research on access control and IoT 

security supports limiting exposed capabilities and reducing unnecessary privileges 

across distributed components [19], [24], [25]. 

Gateway mediation does not remove security responsibility. The gateway becomes part 

of the security boundary because it communicates with both the endpoint and the mon-

itoring backend. It must be protected against unauthorized access, broad backend per-

missions, unsafe request handling, and service disruption. Centralizing access can make 

policy enforcement easier, but it can also concentrate risk if the gateway is incorrectly 

configured or compromised. 

Applying least privilege therefore concerns how trust and access are distributed, not 

simply how many components the system contains. A shorter path may be easier to 

operate, while a mediated path may allow a narrower interface for the endpoint. The 

value of either approach depends on network restrictions, interface exposure, authen-

tication, and permitted operations. 

2.7 Synthesis and Study Positioning 

The reviewed literature addresses several parts of the research problem, but the studies 

differ in their artifacts, technical environments, and evaluation goals. Table 2.1 summa-

rizes what the main research areas establish and what remains unresolved for this study. 

Table 2.1. Synthesis of related work and the remaining study need 

Research 

area 

What previous work estab-

lishes 

What remains unresolved for 

this study 

Monitoring 

dashboards 

and glancea-

ble displays 

Dashboards support detailed in-

vestigation, while ambient and 

glanceable displays can present 

selected information for quick 

awareness. Information quan-

tity, interaction, display size, and 

visual arrangement affect inter-

pretation and situation aware-

ness [2], [4], [10], [11], [20]. 

This research mainly concerns 

information presentation. It 

does not determine where 

monitoring-data retrieval, re-

sponse processing, or de-

graded-state logic should be 

placed when the display end-

point is resource-constrained. 

Embedded 

and light-

Low-cost embedded devices can 

participate in monitoring, sens-

ing, and supervisory systems 

[22], [23], [33]. Lightweight 

These studies demonstrate 

technical feasibility in different 

application domains, but they 
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weight mon-

itoring sys-

tems 

monitoring stacks can also sup-

port edge-oriented environ-

ments [21]. 

do not directly compare re-

sponsibility placements for the 

same ESP32-based display and 

monitoring backend. 

Gateway and 

edge archi-

tectures 

Gateways can perform filtering, 

aggregation, protocol mediation, 

local processing, and access me-

diation between constrained de-

vices and backend systems [12]–

[16]. 

The reviewed gateway research 

does not directly show how 

moving these responsibilities 

affects ESP32-facing traffic, 

displayed failure states, and the 

backend knowledge required by 

the endpoint when the same 

Prometheus-based display is 

compared. 

Resilience 

and de-

graded oper-

ation 

Resilient edge and IoT systems 

should consider partial failure, 

continued operation, and recov-

ery rather than only healthy-

state behavior [17], [18]. 

This research does not specify 

how a compact monitoring dis-

play should distinguish current, 

retained, and unavailable infor-

mation, or how responsibility 

placement affects the occur-

rence of STALE and FAIL 

states. 

Least privi-

lege and ac-

cess bound-

aries 

Least-privilege research empha-

sizes limiting interfaces, capabili-

ties, permissions, and access to 

what each component requires 

[6], [19], [24], [25]. 

These principles do not by 

themselves show how direct 

and gateway-mediated monitor-

ing access differ when imple-

mented and examined within 

the same embedded display sys-

tem. 

The reviewed studies provide the main technical and research foundations for the the-

sis. However, no single research area examines the combined problem of a resource-

constrained monitoring display, Prometheus-based data retrieval, degraded-state repre-

sentation, ESP32-facing communication cost, and access boundaries related to least 

privilege. 

This study addresses the combined gap by evaluating two placements of backend-facing 

monitoring responsibility using the same display artifact and monitoring environment. 

This makes it possible to examine endpoint communication, degraded-state represen-

tation, and access boundaries together. The architecture selection and implementation 

are explained in Chapter 4. 
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3 Methodology 

This chapter explains the research design and the methods used to answer the research 

questions. The study follows a design science process because it combines the develop-

ment of a technical artifact with a controlled evaluation of its behavior. 

The evaluation uses repeated validation, an ESP32-facing traffic measurement, a least-

privilege evaluation with security checks, and a user study. These methods provide dif-

ferent forms of evidence for the three research questions. 

The chapter presents the method choice, design science process, evaluation design, data 

collection, data analysis, ethical considerations, and threats to validity. The system ar-

chitecture, implementation, communication interfaces, and display-state model are de-

scribed separately in Chapter 4. 

3.1 Research Design and Method Choice 
The study uses design science research combined with a controlled comparative evalu-
ation. Design science is suitable because the research requires both the development of 
a working technical artifact and the evaluation of that artifact in relation to the research 
questions [26]–[28]. 

Several methodological options are considered. An experiment-only approach could 
support a controlled comparison between implementations, but it would not fully rep-
resent the iterative development of the display artifact. A case-study approach could 
provide a detailed examination of one deployment context, but it would offer less con-
trol over the comparison of different responsibility placements. A survey-only approach 
could examine user opinions, but it could not evaluate communication paths, degraded-
state behavior, recovery, or access boundaries. 

Design science combined with controlled comparative evaluation is therefore selected 
because it supports both artifact development and systematic evaluation. The artifact is 
an ESP32-based monitoring display, while the comparison examines two placements 
of backend-facing monitoring responsibility. The two implementations represent the 
two responsibility placements in the comparison; they are not treated as assumptions 
in the research questions. Their selection and technical implementation are described 
in Chapter 4. 

The evaluation uses several evidence sources because the research questions address 
different aspects of the system. Repeated validation is used to examine update and de-
graded-state behavior. Traffic measurement is used to examine ESP32-facing commu-
nication cost. A structured architectural assessment and security checks are used to ex-
amine access boundaries relevant to least privilege. A user study is used to support the 
interpretation of whether the display-state concept is understandable and perceived as 
useful. 
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3.2 Design Science Process 
Peffers et al. describe a design science research process containing six activities: prob-
lem identification and motivation, definition of solution objectives, design and devel-
opment, demonstration, evaluation, and communication [26]. The focus on creating 
and evaluating an artifact is also consistent with the design science principles discussed 
by March and Smith [27] and Hevner et al. [28]. 

Table 3.1 shows how these activities guide the study. 

Table 3.1. Planned application of the design science research process 

Design science 

activity 

Planned application in this study 

Problem identi-

fication and 

motivation 

Identify the need for quick local awareness of selected monitor-

ing conditions and define the problem of placing backend-fac-

ing responsibilities when the display endpoint is resource-con-

strained. 

Definition of 

solution objec-

tives 

Define objectives for presenting selected host-level indicators, 

distinguishing LIVE, STALE, and FAIL, recovering after dis-

ruptions, limiting ESP32-facing communication, and examining 

access boundaries. 

Design and de-

velopment 

Develop one ESP32-based display artifact and implement two 

contrasting placements of backend-facing monitoring responsi-

bility. The architecture-selection reasoning and implementation 

details are presented in Chapter 4. 

Demonstration Operate both implementations in the same local Prometheus 

and Node Exporter environment and verify their main commu-

nication paths, display output, and state handling before the fi-

nal evaluation. 

Evaluation Evaluate the artifact through repeated validation, ESP32-facing 

traffic measurement, least-privilege evaluation, security checks, 

and a user study. 

Communica-

tion 

Document the research method, system design, results, analy-

sis, limitations, and conclusions. Implementation code, analysis 

scripts, and selected evidence are organized in the project re-

pository. 

The process allows iteration between design, demonstration, and evaluation. Prelimi-
nary runs may be used to identify implementation or procedure problems and to refine 
the evaluation setup. These preliminary runs are excluded from the final dataset. The 
final evaluation follows the procedures, acceptance criteria, and analysis methods de-
fined in the following sections. 
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3.3 Evaluation Design and Evidence Sources 
The evaluation is designed to compare two placements of backend-facing monitoring 
responsibility under the same main operating conditions. The two implementations de-
scribed in Chapter 4 represent the two responsibility placements being compared. In 
the direct-access placement, the ESP32 communicates directly with Prometheus and 
processes the returned monitoring data. In the gateway-mediated placement, a gateway 
handles the Prometheus-facing communication and provides a display-oriented re-
sponse to the ESP32. 

The evaluation uses two factors. The first factor is the placement of backend-facing 
monitoring responsibility. The second factor is the operating scenario. The operating 
scenario has four levels: normal operation, Wi-Fi loss, slow backend response, and 
backend downtime. Combining the two responsibility placements with the four scenar-
ios creates eight design-and-scenario combinations. 

The observations are selected according to the research questions. RQ1 uses normal-
operation state behavior and ESP32-facing traffic. RQ2 uses LIVE, STALE, and FAIL 
labels, recovery after disruption, and responses from the user study. RQ3 uses obser-
vations of backend reachability, exposed interfaces, permitted query behavior, place-
ment of backend access, and separation between endpoint-facing and backend-facing 
communication. 

The selected observations follow the principle that evaluation measures should match 
the application context and the specific aspects being investigated [30]. Table 3.2 con-
nects each research question to its evidence sources and evaluation criteria. 

Table 3.2. Research questions, evidence sources, and evaluation criteria 

Research question Main evidence 

sources 
Evaluation criteria 

RQ1: Effect of re-

sponsibility placement 

on update reliability 

and ESP32-facing 

communication cost 

Normal-operation 

validation and 

ESP32-facing traffic 

measurement 

Ability to maintain LIVE output 

during normal operation; occur-

rence of failed updates; ESP32-fac-

ing bytes per minute; variation 

across repeated traffic captures 

RQ2: Effect of re-

sponsibility placement 

on degraded-state be-

havior and usefulness 

of displayed state in-

formation 

Validation during 

Wi-Fi loss, slow 

backend response, 

and backend down-

time; user study 

Occurrence and distribution of 

LIVE, STALE, and FAIL labels; 

availability of retained state infor-

mation; recovery after restoration; 

respondent interpretation of clarity 

and usefulness 

RQ3: Effect of re-

sponsibility placement 

on the application of 

least privilege and the 

Structured architec-

tural comparison 

and security checks 

ESP32 reachability to monitoring 

interfaces; scope of exposed end-

points; permitted query behavior; 

placement of backend access; han-
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exposure of monitor-

ing interfaces 

dling of credentials or tokens; sep-

aration between endpoint-facing 

and backend-facing access 

Several elements are kept constant to support the comparison. Both implementations 
use the same ESP32 hardware, display purpose, selected host-level indicators, Prome-
theus and Node Exporter environment, and main scenario procedures. They also use 
the same LIVE, STALE, and FAIL state vocabulary. Evidence is recorded and pro-
cessed using the same main procedure for both implementations. 

Some differences cannot be kept constant because they are direct consequences of the 
responsibility placement. These include the endpoint contacted by the ESP32, the re-
sponse format, the use of a gateway, and the component responsible for backend que-
rying and retained-state handling. These differences form part of the comparison rather 
than uncontrolled variation. 

The study uses comparative expectations instead of formal statistical hypotheses. Direct 
access is expected to require fewer deployed components but place more communica-
tion, response-processing, and backend-access responsibility on the ESP32. Gateway 
mediation is expected to provide a narrower ESP32-facing interface and more central-
ized handling of retained information, while introducing an additional component and 
dependency. These expectations guide the selection of evidence, but the conclusions 
are based on the observed results. 

No inferential statistical testing is planned. The repetitions and controlled local envi-
ronment support descriptive comparison and consistency checking. Numerical evi-
dence is therefore summarized using counts, percentages, recovery outcomes, individ-
ual traffic values, arithmetic means, sample standard deviations, and observed ranges 
where appropriate. 

3.4 Validation and Data Collection 
The validation is designed to compare the runtime behavior of the two implementations 
under normal and degraded conditions. It is carried out after preliminary functional 
checks confirm that both implementations can communicate with their intended end-
point, retrieve the selected metrics, and update the display. 

The validation includes four scenarios: normal operation, Wi-Fi loss, slow backend re-
sponse, and backend downtime. Normal operation provides a healthy baseline. The 
other three scenarios represent different disruptions in the update path. Wi-Fi loss in-
terrupts communication between the ESP32 and its first endpoint. Slow backend re-
sponse represents a reachable but delayed metric source. Backend downtime represents 
complete unavailability of Prometheus. These scenarios are selected because they affect 
different parts of the system and can be applied to both implementations in a controlled 
way. 

Table 3.3 summarizes the scenarios and their purpose. 

Table 3.3. Validation scenarios 

Scenario Condition applied Purpose 
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Normal  

operation 

The network, Prometheus, 

Node Exporter, and the gateway 

required by the gateway-medi-

ated placement are available. 

Establish a healthy baseline for 

update reliability. 

Wi-Fi loss 
The ESP32 wireless connection 

is interrupted and later restored. 

Examine behavior and recovery 

when the endpoint loses network 

access. 

Slow 

backend re-

sponse 

A local delay proxy adds a 2000 

ms delay to Prometheus re-

sponses and is later removed. 

Examine behavior when the met-

ric source remains reachable but 

responds slowly. 

Backend 

downtime 

Prometheus is stopped and later 

restarted. 

Examine behavior and recovery 

when the primary metric source 

is unavailable. 

Each scenario is evaluated for both implementations. The design uses five repetitions 
for every implementation-and-scenario combination. This creates eight comparison 
groups and 40 validation runs in the study design. 

The repetition count is not based on a statistical power calculation. Five repetitions are 
used to reduce reliance on a single execution and to check whether the main behavior 
occurs consistently across separate runs. Five repetitions also provide a practical balance 
because each run requires controlled disruption, serial recording, event documentation, 
evidence checking, and data processing. The repetitions support descriptive compari-
son in the tested environment but do not support statistical generalization. 

A run is included in the final dataset when the intended scenario condition is applied 
correctly, the ESP32 serial output is recorded, the required run note and operator-event 
record are available, and the run can be linked to its processed summary. Preliminary 
runs used to develop the procedure, identify implementation problems, or verify cor-
rections are excluded. Incomplete runs and runs where the intended condition is not 
applied correctly are also excluded. 

A normal-operation run contains a healthy observation period without an introduced 
disruption. Each degraded scenario contains four stages: an initial healthy period, intro-
duction of the disruption, restoration of the affected connection or service, and a re-
covery-observation period. The same main event sequence is used for both implemen-
tations within each scenario. Event times are recorded so that the serial output can be 
interpreted in relation to when the disruption begins and ends. 

During Wi-Fi loss, only the ESP32 wireless connection is interrupted. Prometheus, 
Node Exporter, and the gateway used by the gateway-mediated placement remain avail-
able. This separates endpoint connectivity loss from backend unavailability. 

During slow backend response, Prometheus remains available while a local delay proxy 
introduces a 2000 ms response delay. The delay is later removed to allow recovery under 
normal response timing. Both implementations keep their normal timeout and commu-
nication settings during the comparison. 
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During backend downtime, Prometheus is stopped and later restarted. Node Exporter 
and the gateway remain running where applicable. This makes it possible to examine 
how each implementation represents unavailable backend information and whether 
normal updates resume after Prometheus is restored. 

The main data source is the ESP32 serial output. Each run produces a serial log, a run 
note, and an operator-event record. Gateway and backend logs may be consulted to 
confirm that the intended backend condition occurred. Display photographs are used 
only to illustrate the interface and are not treated as the main measurement source. 

The serial records are used to identify LIVE, STALE, and FAIL labels, Wi-Fi state 
where relevant, sample counts, run duration, and recovery to LIVE after restoration. 
Section 3.8 explains how these records are processed and analyzed. 

3.5 ESP32-Facing Traffic Measurement 
A separate traffic measurement is used to support the communication-cost part of RQ1. 
The validation described in Section 3.4 examines state behavior and recovery, but it 
does not measure the amount of network traffic handled on the ESP32-facing path. 
The traffic measurement therefore compares the communication visible to the ESP32 
during normal operation. 

The traffic measurement is kept separate from the 40 validation runs. Wi-Fi loss, 
backend delay, and backend downtime are not introduced during the captures. This 
keeps the measurement focused on normal request-and-response communication. 

For the direct-access placement, the measured path is between the ESP32 and Prome-
theus on port 9090. For the gateway-mediated placement, the measured path is between 
the ESP32 and the gateway on port 8080. Communication between the gateway and 
Prometheus is excluded because the measured quantity is ESP32-facing traffic rather 
than total traffic across the complete architecture. 

Five captures are collected for each implementation, giving ten captures in the study 
design. Repeated captures are used to reduce dependence on one measurement and to 
examine variation between separate observations. The number of captures is chosen as 
a practical basis for descriptive comparison and is not based on a statistical power cal-
culation. 

Each included capture lasts at least 120 seconds and is recorded during normal opera-
tion. The same local monitoring environment, metric set, and main display behavior are 
used for both implementations. A capture is included when the intended communica-
tion path is active, the required duration is reached, and the packet-capture file can be 
processed using the defined filter. Captures that are incomplete or do not meet these 
conditions are excluded. 

TShark is used to record and filter packets belonging to the relevant ESP32-facing path. 
For each capture, the frame lengths of the matching packets are added together and 
normalized by the capture duration. ESP32-facing traffic is calculated as: 

𝐸𝑆𝑃32 − 𝑓𝑎𝑐𝑖𝑛𝑔 𝑏𝑦𝑡𝑒𝑠 𝑝𝑒𝑟 𝑚𝑖𝑛𝑢𝑡𝑒 =
 𝑡𝑜𝑡𝑎𝑙 𝑐𝑎𝑝𝑡𝑢𝑟𝑒𝑑 𝑓𝑟𝑎𝑚𝑒 𝑏𝑦𝑡𝑒𝑠

𝑐𝑎𝑝𝑡𝑢𝑟𝑒 𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛 𝑖𝑛 𝑚𝑖𝑛𝑢𝑡𝑒𝑠
 

The same byte source, filtering method, and normalization procedure are used for both 
implementations. The five capture values for each implementation are kept as separate 
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observations and summarized using the arithmetic mean, sample standard deviation, 
and observed minimum–maximum range. These descriptive measures show both the 
average traffic level and the variation between captures. 

The measurement covers normal-operation traffic between the ESP32 and its immedi-
ate endpoint. Communication between the gateway and Prometheus is outside the 
measurement boundary. Further measurement limitations are discussed in Section 3.10. 

3.6 Least-Privilege Evaluation and Security Checks 
RQ3 is evaluated through a structured comparison of the access boundaries created by 
the two responsibility placements and a set of practical security checks. This method is 
selected because least privilege concerns which components can reach monitoring in-
terfaces, which operations they can perform, and where backend access is placed. These 
properties cannot be evaluated through the state-label counts used for RQ1 and RQ2. 

The comparison follows the principle that a component should receive only the access 
and capabilities required for its task [6], [19], [24], [25]. Both implementations are ex-
amined using the same criteria: ESP32 reachability to Prometheus, the scope of the 
interface exposed to the ESP32, permitted query behavior, placement of backend com-
munication, handling of credentials or tokens, and separation between endpoint-facing 
and backend-facing access. 

Credential and token handling is considered as a deployment property. The proof-of-
concept does not include a complete authentication or identity-management system. 
The evaluation therefore examines where credentials or tokens would need to be stored 
if authentication were enabled, rather than testing a complete credential-management 
solution. 

A seven-item checklist is used to connect the architectural comparison to implementa-
tion evidence. The checklist examines whether committed or shareable secrets are ab-
sent from the public repository, whether private environment or configuration files are 
excluded from the published material, and whether the gateway-mediated firmware uses 
the intended gateway endpoint. It also examines whether the gateway exposes a fixed 
summary endpoint without allowing arbitrary Prometheus queries from the ESP32. Fi-
nally, it verifies whether the direct-access firmware requires knowledge of the Prome-
theus endpoint and whether Prometheus-facing access is placed in the gateway in the 
mediated placement. 

The checks are performed through inspection of the repository, firmware, gateway con-
figuration, and implemented communication paths. A criterion is marked CON-
FIRMED when the available evidence matches the stated architectural property and 
NOT CONFIRMED when it does not. Notes are kept to link each outcome to its 
supporting evidence. 

The security checks verify whether the implemented access paths and interface bound-
aries match the system design. They do not include penetration testing and are not a 
complete security assessment. The gateway is treated as a trusted component whose 
access, configuration, permissions, and availability must also be controlled. Chapter 6 
discusses the deployment implications. 
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3.7 User Study 
A user study is used to support the usefulness part of RQ2. Its purpose is limited to 
examining whether the LIVE, STALE, and FAIL state concept is understandable and 
whether respondents perceive it as useful for quick local awareness. 

Different forms of user evaluation are possible. A task-based usability test would allow 
participants to operate the prototype and measure task performance, but it would ex-
amine a broader usability question than the one addressed in this study. Interviews 
could provide more detailed explanations, but they would require a more extensive 
qualitative study and analysis. A short anonymous questionnaire is therefore selected 
because the aim is to collect limited descriptive evidence about interpretation and per-
ceived usefulness. 

Participants are recruited through convenience sampling, mainly among people with 
technical or computing-related backgrounds. Before answering, respondents receive a 
short explanation of the display purpose and definitions of the three states: 

• LIVE means that current monitoring data is available. 

• STALE means that an older valid value is shown because fresh data is tempo-
rarily unavailable. 

• FAIL means that the update path cannot provide usable current or retained 
information. 

Respondents are also informed that the display is intended to complement rather than 
replace a full monitoring dashboard. They do not operate the prototype or complete 
monitoring tasks. 

The questionnaire contains nine items. Q1, Q2, Q3, Q5, Q6, and Q7 use a five-point 
agreement scale from 1, Strongly disagree, to 5, Strongly agree. Responses of 4 or 5 are 
classified as positive. Q4 uses a binary response format with the options Strongly disa-
gree and Strongly agree and is therefore analyzed separately. Q8 records the respond-
ent’s technical background, and Q9 is an optional open-ended question about possible 
improvements. 

Responses are analyzed descriptively at item level using counts and percentages. The 
open-ended responses are reviewed to identify recurring suggestions. No combined us-
ability score is calculated. 

The user study provides supporting evidence about interpretation and perceived use-
fulness. Its limitations are discussed in Section 3.10. 

3.8 Data Analysis 
The collected evidence is analyzed separately according to its source and the research 
question it supports. 

For the validation, each accepted serial log is linked to its run note, operator-event rec-
ord, responsibility placement, and scenario. The recorded event times are used to relate 
the ESP32 output to the introduction and removal of each disruption. 

The serial logs are processed to identify LIVE, STALE, and FAIL labels. Wi-Fi state is 
also recorded when it is relevant to the Wi-Fi-loss scenario. Run duration, sample count, 
and recovery to LIVE after restoration are recorded for each accepted run. 
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The five repetitions for each combination of responsibility placement and scenario are 
first kept as separate observations. They are then grouped to compare state behavior 
and recovery across the scenarios. Recovery is recorded according to whether LIVE 
output resumes after the affected connection or service is restored. 

The two implementations may produce different numbers of serial observations. Ab-
solute state-label counts are therefore retained for traceability but are not treated as 
equal-duration measurements. For the comparison of degraded-state behavior, STALE 
and FAIL are also calculated as shares of all degraded-state labels within each respon-
sibility placement and scenario. 

The degraded-state total is defined as: 

𝐷𝑒𝑔𝑟𝑎𝑑𝑒 𝑠𝑡𝑎𝑡𝑒 𝑡𝑜𝑡𝑎𝑙 =  𝑆𝑇𝐴𝐿𝐸 𝑙𝑎𝑏𝑒𝑙𝑠 +  𝐹𝐴𝐼𝐿 𝑙𝑎𝑏𝑒𝑙𝑠 

The normalized shares are calculated as follows: 

𝑆𝑇𝐴𝐿𝐸 𝑠ℎ𝑎𝑟𝑒 =  
𝑆𝑇𝐴𝐿𝐸 𝑙𝑎𝑏𝑒𝑙𝑠

(𝑆𝑇𝐴𝐿𝐸 𝑙𝑎𝑏𝑒𝑙𝑠 +  𝐹𝐴𝐼𝐿 𝑙𝑎𝑏𝑒𝑙𝑠)  ×  100
 

𝐹𝐴𝐼𝐿 𝑠ℎ𝑎𝑟𝑒 =  
𝐹𝐴𝐼𝐿 𝑙𝑎𝑏𝑒𝑙𝑠

(𝑆𝑇𝐴𝐿𝐸 𝑙𝑎𝑏𝑒𝑙𝑠 +  𝐹𝐴𝐼𝐿 𝑙𝑎𝑏𝑒𝑙𝑠)  ×  100
 

These percentages show the distribution between STALE and FAIL among the rec-
orded degraded-state labels. They do not show the percentage of the complete run du-
ration spent in each state. 

Traffic captures are processed using the filtering and normalization method described 
in Section 3.5. For each accepted capture, the frame lengths of packets belonging to the 
selected ESP32-facing path are added together and converted to bytes per minute. The 
capture values are summarized using the arithmetic mean, sample standard deviation, 
and observed minimum–maximum range. 

The security checks are analyzed using the seven-item checklist defined in Section 3.6. 
Each criterion is classified as CONFIRMED when the implementation evidence 
matches the stated architectural property and as NOT CONFIRMED when it does 
not. Notes are retained to connect each outcome to its supporting evidence. 

Questionnaire responses are analyzed at item level. For Q1, Q2, Q3, Q5, Q6, and Q7, 
response values of 4 and 5 are grouped as positive responses. Q4 is processed separately 
because it uses a binary response format. Q8 is summarized using category counts and 
percentages. The open-ended responses from Q9 are reviewed and grouped into recur-
ring suggestions. 

Analysis scripts, processed summaries, checklist outputs, and selected supporting evi-
dence are organized in the project repository. This provides traceability between the 
collected evidence, the analysis steps, and the results reported in Chapter 5. 

3.9 Ethical Considerations and Data Handling 

The technical validation, traffic measurement, and security checks are conducted in a 

local environment controlled by the project team. Introduced network and backend 

disruptions affect only the study environment. No external or unauthorized systems are 

tested. 
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Participation in the user study is voluntary and anonymous. Respondents are informed 

about the purpose of the questionnaire, the meaning of the display states, and how the 

summarized responses will be used in the thesis. 

The questionnaire does not collect names, email addresses, or other direct personal 

identifiers. It collects only the responses needed to examine interpretation and per-

ceived usefulness, together with a broad technical-background category. Results are re-

ported using aggregated counts and percentages so that individual respondents cannot 

be identified. 

Participant-level questionnaire responses are not published in the public repository. 

Only summarized findings are included in the thesis. 

The public repository is checked for sensitive technical information before publication. 

Wi-Fi credentials, passwords, tokens, private environment files, and local configuration 

values are excluded. The repository contains only the implementation files, analysis ma-

terial, and selected technical evidence needed to support transparency and reproduci-

bility. 

3.10 Method Limitations and Threats to Validity 

The study is designed as a controlled proof-of-concept comparison. Several measures 

are used to improve consistency between the two responsibility placements. These in-

clude the same ESP32 hardware, selected indicators, monitoring environment, scenario 

procedures, acceptance criteria, event records, and data-analysis methods. However, the 

method still has limitations that affect how the results can be interpreted. 

The threats to validity are discussed using the categories of construct validity, internal 

validity, conclusion validity, and external validity commonly used in software engineer-

ing research [29]. 

Construct validity concerns whether the selected observations represent the concepts 

in the research questions. Update reliability and degraded-state behavior are examined 

mainly through serial logs, LIVE, STALE, and FAIL labels, and recovery to LIVE. 

These observations describe the state produced by the display system, but they do not 

measure packet delivery, full end-to-end latency, display-rendering time, or user task 

performance. ESP32-facing bytes per minute represent communication cost only on 

the path between the ESP32 and its immediate endpoint. Least privilege is examined 

through architectural criteria and security checks, while usefulness is examined through 

a limited questionnaire. The selected observations therefore represent specific parts of 

each concept rather than complete measurements of every possible aspect. 

Internal validity concerns whether differences can reasonably be connected to respon-

sibility placement and the introduced scenarios. Both implementations use the same 

hardware, metric set, backend environment, and main validation procedure. The dis-
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ruptions are introduced deliberately, and event times are recorded. Preliminary and in-

complete runs are excluded according to the acceptance rules in Section 3.4. However, 

manual fault injection, asynchronous communication, operating-system scheduling, and 

normal local-network variation may still affect individual runs. 

Conclusion validity is limited by the descriptive design. Five repetitions are used for 

each combination of responsibility placement and scenario to check whether the main 

behavior occurs repeatedly, but the repetition count is not based on a statistical power 

calculation. The traffic measurement also uses five captures per responsibility place-

ment. The results therefore support comparison within the tested environment, but 

they cannot establish statistical significance or population-level effects. 

External validity concerns whether the findings can be applied outside the tested setup. 

The study uses one ESP32 platform, one display configuration, one Prometheus and 

Node Exporter environment, one gateway implementation, and a fixed set of host-level 

indicators. Different hardware, monitoring backends, authentication methods, network 

conditions, metric sets, or production deployments may produce different results. 

The local network is relatively controlled and does not represent environments with 

high jitter, packet loss, unstable Wi-Fi coverage, competing traffic, long operating peri-

ods, or many simultaneous clients. Increasing the number of metrics may also affect 

the two responsibility placements differently. 

The traffic measurement covers only communication visible to the ESP32 during nor-

mal operation. It does not include communication between the gateway and Prome-

theus or measure total architecture traffic, memory use, parsing time, processor load, 

rendering time, power consumption, or complete update latency. 

The security checks verify implementation properties and access boundaries but do not 

provide penetration testing, vulnerability scanning, or a complete production security 

assessment. The user study examines interpretation and perceived usefulness among a 

convenience sample with mainly technical backgrounds. It does not establish long-term 

usability, accessibility, task performance, or acceptance among professional operators. 

These limitations do not prevent comparison of the two responsibility placements in 

the tested environment, but they restrict the scope of the conclusions. Broader claims 

would require evaluation with additional hardware, networks, monitoring systems, user 

groups, metric scales, and longer operating periods. 
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4 System Design and Implementation 

This chapter presents the implemented system and explains how the two placements 

of backend-facing monitoring responsibility were selected and developed. It describes 

the design objectives, shared system setup, communication paths, interfaces, display-

state model, and implementation environment. Chapter 3 presents the evaluation 

method, while Chapter 5 reports the results. 

4.1 Design Objectives and Architectural Selection 

The system design was guided by the constraints of a resource-constrained display end-

point. The prototype needed to present selected host-level indicators, distinguish cur-

rent, retained, and unavailable information, and recover after temporary communica-

tion or backend disruptions. Both implementations also needed to preserve the same 

display purpose, hardware platform, metric source, and monitoring backend so that 

differences in communication, response processing, state handling, and access bound-

aries could be compared. 

Several architectural patterns were considered during the design process. These in-

cluded direct backend access, a thin proxy that only forwarded or reshaped responses, 

a gateway with data reduction and retained-state handling, Grafana-mediated integra-

tion, push- or broker-based communication, and edge-relay variants. These patterns 

were considered to identify alternatives that could provide a clear comparison within 

the project scope. 

Two alternatives were selected because they provided a clear and practically relevant 

comparison while retaining the same metric source, display hardware, and monitoring 

purpose. Alternatives based on push messaging, brokers, or deeper Grafana integration 

would have introduced different communication models and additional infrastructure. 

A thin proxy would have added an intermediate component but moved fewer state-

management responsibilities away from the ESP32. Implementing many alternatives 

would also have reduced the depth of the controlled comparison. 

The first selected alternative was named Design A. It represents direct backend access. 

The ESP32 communicates with the Prometheus HTTP API and handles the requests 

and response processing needed to obtain the selected values. No intermediate appli-

cation component is placed between the ESP32 and Prometheus. 

The second alternative was named Design B. It represents gateway-mediated access. 

The ESP32 communicates with a fixed gateway summary endpoint, while the gateway 

handles the Prometheus-facing queries, reduces the returned data, and provides state 

and freshness information in a display-oriented response. 

Table 4.1 summarizes the responsibility placement in the two implemented alternatives. 
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Table 4.1. Implemented architectural alternatives 

Alterna-

tive 

ESP32-facing 

path 

Main responsibility 

placement 

Main architectural 

consequence 

Design A: 

direct ac-

cess 

ESP32 to Pro-

metheus 

The ESP32 constructs Pro-

metheus requests, processes 

the returned JSON data, 

and handles backend 

timeouts and failures. 

Fewer deployed com-

ponents, but more 

backend-facing re-

sponsibility on the 

ESP32. 

Design B: 

gateway-

mediated 

access 

ESP32 to 

gateway 

The gateway performs Pro-

metheus queries, reduces 

the data, and handles fresh-

ness and retained-state 

logic. The ESP32 processes 

a compact summary. 

Less backend-facing 

work on the ESP32, 

but an additional 

component and de-

pendency. 

The two alternatives represent contrasting responsibility placements within a broader 

design space. They do not cover every possible architecture or establish one solution as 

best in all situations. 

4.2 System Context and Prototype Overview 

The prototype used a Waveshare ESP32-C6-Touch-LCD-1.47 development board with 

a 1.47-inch, 172 × 320-pixel touch display. The local monitoring environment also con-

tained Prometheus and Node Exporter. Design B additionally included a gateway ser-

vice. The ESP32 acted as a display client that requested selected monitoring information 

and presented the resulting values and state labels. 

Node Exporter exposed host-level information from the local Linux environment, and 

Prometheus collected the exported metrics [31], [32]. Prometheus and Node Exporter 

formed the common backend for both implementations. The difference concerned 

whether the ESP32 accessed Prometheus directly or received prepared information 

through the gateway. 

The display presented CPU, memory, and disk usage together with connectivity state 

and network activity. Network activity was represented through receive and transmit 

rates. The selected indicators provided a compact overview of host resource use and 

communication status within the available screen space. 

Both implementations used the same general display layout and the same state vocabu-

lary. Values were accompanied by LIVE, STALE, or FAIL information to communi-

cate whether the presented information was current, retained from an earlier successful 

update, or unavailable. Section 4.6 describes the complete state model and its visual 

presentation. 
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Grafana was available as part of the broader monitoring context but was not included 

in either implemented data path. The implementation-specific communication paths 

are presented in Sections 4.3 and 4.4. 

4.3 Direct-Access Implementation 

Design A implemented the direct-access responsibility placement. The ESP32 request 

path was: 

ESP32 → Prometheus 

Node Exporter supplied host metrics to Prometheus through a separate collection path: 

Node Exporter → Prometheus 

The ESP32 communicated directly with the Prometheus HTTP API using instant que-

ries [31]. Separate PromQL expressions were used to obtain CPU usage, memory usage, 

disk usage, connectivity state, network receive rate, and network transmit rate. The 

firmware therefore processed six Prometheus query-response paths rather than receiv-

ing one combined display-specific response. 

For every query, the ESP32 constructed an HTTP request containing the relevant 

PromQL expression and sent it to the Prometheus query endpoint. Prometheus evalu-

ated the expression using the metrics collected from Node Exporter and returned its 

standard JSON response structure. The firmware checked the response and extracted 

the required scalar value from the relevant result field. 

Because no intermediate application component was present, the ESP32 firmware han-

dled the backend-facing tasks required by the display. It stored the Prometheus end-

point and the required query expressions, issued the HTTP requests, received and 

parsed the returned JSON responses, and converted the extracted values into the dis-

play format. The firmware also handled timeouts and unsuccessful responses. When a 

previously valid value was available, the ESP32 could retain it and mark it as STALE. 

When neither a current nor retained value was available, it showed FAIL. The firmware 

then updated the relevant display pages. 

Figure 4.1 shows the implemented data path and the main responsibilities placed on the 

ESP32 in Design A. 
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Figure 4.1. Design A direct Prometheus access data path. 

Figure 4.1 highlights that the ESP32 served as both the display client and the Prome-

theus client, with no intermediate application service. 

4.4 Gateway-Mediated Implementation 

Design B implemented the gateway-mediated responsibility placement. The ESP32 re-

quest path was: 

ESP32 → Gateway → Prometheus 

As in Design A, Node Exporter supplied host metrics to Prometheus through the sep-

arate collection path: 

Node Exporter → Prometheus 

Instead of storing several Prometheus query URLs, the ESP32 firmware stored one 

gateway summary URL. During each gateway fetch, the device sent an HTTP request 

to the fixed summary endpoint and parsed the compact response returned by the gate-

way. 

The gateway handled the Prometheus-facing part of the update path. It issued the re-

quired PromQL queries, extracted the selected scalar values, grouped them into one 

response, and added state and freshness information. The PromQL definitions and 

monitored host remained the same as in Design A so that the gateway did not change 

the intended metric scope. 

The gateway also implemented a small in-memory cache. After a successful Prometheus 

retrieval, it stored the most recent valid values and returned a response marked as live. 

If a later Prometheus retrieval failed while an earlier valid response was available, the 
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gateway reused the stored values, updated their freshness information, and returned 

them as stale. If no earlier valid data existed, the gateway could not construct a usable 

summary and returned an HTTP 503 response. The ESP32 represented an unusable 

gateway response as FAIL. 

If the ESP32 could not reach the gateway, it handled the connection failure locally. 

When previously valid values were available on the device, they could remain visible as 

STALE. If no usable retained values were available, the display showed FAIL. 

The gateway stored the Prometheus endpoint and query expressions, executed the re-

quired queries, and parsed the upstream responses. It then reduced the returned infor-

mation to the fields needed by the display, maintained the most recent valid summary, 

calculated freshness and state information, and exposed the result through one fixed 

ESP32-facing summary endpoint. 

The ESP32 remained responsible for Wi-Fi communication, requesting the summary, 

extracting the compact metric fields, mapping the returned state to the display repre-

sentation, and rendering the values. It did not need to construct arbitrary Prometheus 

queries or process the complete Prometheus response structures. 

Figure 4.2 shows the implemented gateway-mediated data path and the distribution of 

responsibilities between the ESP32 and the gateway. 

 

Figure 4.2. Design B gateway-mediated data path. 

Figure 4.2 highlights the gateway as the boundary between the ESP32-facing and Pro-

metheus-facing paths. This reduced the backend-specific logic required in the firmware 

but added an operational dependency: gateway unavailability interrupted ESP32 up-

dates even if Prometheus remained available. 
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4.5 Communication Interfaces and Response Format 

The implementations exposed different interfaces to the ESP32. Design A used the 

general Prometheus instant-query endpoint, while Design B used a fixed endpoint cre-

ated specifically for the display. 

The Design A request format was: 

GET /api/v1/query?query=<PromQL expression> 

The PromQL expression identified the metric calculation required for the selected dis-
play item. The ESP32 received a standard Prometheus response and extracted the scalar 
value from: 

data.result[0].value[1] 

The value was returned within a larger Prometheus response structure containing status, 
result type, metric information, timestamps, and result values. The firmware therefore 
had to locate and convert the required value for each separate query. 

Design B exposed the following fixed endpoint: 

GET /api/v1/summary 

The endpoint did not accept an arbitrary PromQL expression from the ESP32. The 
queries were defined inside the gateway implementation, and the endpoint returned 
only the fields selected for the prototype. 

The following block shows a simplified structure of the gateway response. The place-
holders describe field types rather than an actual captured response. 

{ 

  "host": <string>, 

  "state": "live|stale", 

  "generated_at_ts": <number>, 

  "source_last_successful_update_ts": <number>, 

  "freshness_seconds": <number>, 

  "metrics": { 

    "cpu_percent": <number>, 

    "memory_percent": <number>, 

    "disk_percent": <number>, 

    "connectivity_up": <0|1>, 

    "network_rx_bps": <number>, 

    "network_tx_bps": <number> 

  } 

} 

The response carried gateway-generated state and freshness information. Successful 
summaries were returned as `live`, while an upstream failure after an earlier valid re-
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trieval produced a `stale` summary using retained values. If no usable retained infor-
mation existed, the gateway returned HTTP 503 and the ESP32 presented FAIL. Sec-
tion 4.6 defines the complete user-facing state vocabulary. 

Both implementations used the same main metric definitions. In the local environment, 
the disk calculation used the /etc/hosts mount point, and the network-rate calcula-
tions used the eth0 interface. These were environment-specific configuration choices 
and should not be interpreted as default choices for other monitoring environments. 

4.6 Display-State Model and User Interface 

The prototype used three display states to communicate whether the presented moni-

toring information could be treated as current: LIVE, STALE, and FAIL. The state 

model was intended to make data freshness and update problems visible without re-

quiring the user to inspect backend logs or communication details. 

LIVE indicated that a recent update had completed successfully and that the displayed 

value represented the latest information available through the active communication 

path. A LIVE label therefore communicated both the value and the successful status 

of the most recent update. 

STALE indicated that a previously valid value remained available, but that its freshness 

could no longer be confirmed. The retained value could still provide limited infor-

mation, but it was not presented as a current measurement. This distinction was im-

portant because continuing to show an older value without a freshness warning could 

cause the user to interpret it as live data. 

FAIL indicated that the update path could not provide a valid current value or a usable 

retained value for the affected item. In this state, the display communicated the absence 

of reliable metric information rather than continuing to show a value without a warning. 

The three state labels had the same meaning in both implementations, but the state 

decision was produced differently. In Design A, the ESP32 processed Prometheus re-

sponses, retained earlier valid values where available, and selected LIVE, STALE, or 

FAIL. In Design B, the gateway provided LIVE or STALE information when it re-

turned a usable summary. The ESP32 also handled failures in its connection to the 

gateway and used retained local values when available. The user-facing meaning of the 

three states remained the same in both implementations. 

The interface combined the textual state labels with color-coded status areas. LIVE was 

presented using green, STALE using yellow, and FAIL using red. The metric panels 

also showed the available value or indicated that no usable value was available. Using 

both text and color reduced reliance on color alone and made the state meaning visible 

within the limited display area. 

Figure 4.3 shows illustrative examples of the three display states from the Design B 

prototype. 
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Figure 4.3. Illustrative examples of LIVE, STALE, and FAIL display states 
from the Design B prototype. 

Figure 4.3 illustrates how the three states appeared on the display. The images show the 

same hardware in different states. The validation results were based mainly on ESP32 

serial logs and processed summaries rather than visual inspection of the photographs. 

4.7 Implementation Environment, Tools, and Repository 

The ESP32 firmware was developed and uploaded using Arduino IDE on Windows. 

The board was configured as an ESP32C6 Dev Module and communicated with the 

development computer through USB-Serial/JTAG. Separate firmware sketches were 

maintained for Design A and Design B. They shared the main display and navigation 

structure but used different data-retrieval logic. 

The firmware included Wi-Fi connectivity, HTTP communication, JSON processing, 

serial output, touch-based navigation, metric-state management, and display rendering. 

The interface contained an overview page and detail pages for the selected metric cate-

gories. 

The backend environment was operated through WSL2 Ubuntu. Docker and Docker 

Compose were used to run Prometheus and Node Exporter. Prometheus was available 

on port 9090, while Node Exporter was available on port 9100 [31], [32]. 

The Design B gateway was implemented in Python using FastAPI, Uvicorn, and the 

requests library. It ran as a local service in the WSL2 environment and was exposed to 

the ESP32 on port 8080. The gateway was operated separately from the Docker Com-

pose services. 
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Git was used for version control and project organization. The public GitHub reposi-

tory contains both firmware variants, the gateway implementation, backend configura-

tion examples, analysis scripts, processed validation summaries, measurement material, 

security-check outputs, and selected documentation. The repository supports inspec-

tion and traceability but does not replace the system and method descriptions in the 

thesis. Appendix A provides the repository address and further information about the 

available artifacts. 
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5 Results 

This chapter presents the results from the evaluation of Design A and Design B. It 

reports the validation results, ESP32-facing traffic measurements, security checks, and 

user-study findings. The chapter focuses on the observed results. Chapter 6 interprets 

the findings in relation to the research questions and previous work. 

5.1 Overview of Result Evidence 

The final dataset included 40 accepted validation runs across the four scenarios defined 

in Section 3.4. Five accepted runs were included for each combination of design and 

scenario. 

The evaluation also included ten accepted ESP32-facing traffic captures, seven security 

checks, and 22 usable user-study responses. Chapter 3 describes how the evidence was 

collected and analyzed, while Chapter 4 describes the two implementations. 

5.2 Normal-Operation Results 

Normal operation provided the healthy baseline for the comparison. All required com-

ponents were available, and no network or backend disruption was introduced. 

Table 5.1 presents the results from the five accepted runs for each implementation. The 

LIVE, STALE, and FAIL columns show how many accepted runs contained each state 

category; later degraded-scenario tables instead report total processed state-label counts. 

Table 5.1. Normal-operation validation results 

Design Ac-

cepted 

runs 

Mean 

dura-

tion (s) 

Mean 

samples 

Runs con-

taining 

LIVE 

Runs 

contain-

ing 

STALE 

Runs con-

taining 

FAIL 

Design 

A 

5 180.6 180.0 5 0 0 

Design 

B 

5 180.2 180.6 5 0 0 

Both implementations maintained LIVE output in all accepted normal-operation runs. 

No accepted run contained a STALE or FAIL state. Both implementations therefore 

produced only LIVE output during normal operation. 

5.3 ESP32-Facing Traffic Results 

Five accepted normal-operation traffic captures were collected for each implementa-

tion. For Design A, the measured path was between the ESP32 and Prometheus. For 
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Design B, the measured path was between the ESP32 and the gateway. Table 5.2 pre-

sents the mean, sample standard deviation, and observed range of ESP32-facing traffic. 

Table 5.2. ESP32-facing traffic results 

Design Accepted 

captures 

Mean traffic 

(bytes/min) 

Sample SD 

(bytes/min) 

Observed 

range 

(bytes/min) 

Relative to 

Design A 

Design 

A 

5 97,338.8 386.8 96,889.7–

97,674.2 

100.0% 

Design 

B 

5 49,755.9 3,616.5 47,476.6–

56,069.3 

51.1% 

Design A showed little variation across its five accepted captures. Design B showed 

greater variation, but its highest observed traffic value remained below the lowest ob-

served value for Design A. The difference between the implementations was therefore 

present across all accepted captures. The mean ESP32-facing traffic for Design B was 

48.9% lower than for Design A within the selected measurement boundary.  

5.4 Wi-Fi-Loss Results 

Table 5.3 reports the state-label counts recorded during the Wi-Fi interruption and the 

subsequent recovery period. 

Table 5.3. Wi-Fi-loss validation results 

Design Ac-

cepted 

runs 

STALE 

labels 

FAIL 

labels 

STALE 

share 

FAIL 

share 

Recovered to LIVE 

Design 

A 

5 556 1,467 27.5% 72.5% Yes 

Design 

B 

5 2,020 16 99.2% 0.8% Yes 

During Wi-Fi loss, FAIL represented 72.5% of the degraded-state labels for Design A. 

In Design B, 99.2% of the degraded-state labels were STALE and 0.8% were FAIL. 

Both implementations returned to LIVE after connectivity was restored. 

5.5 Slow-Backend Results 

Table 5.4 reports the state-label counts while Prometheus remained reachable but re-

sponded with the delay described in Chapter 3. 
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Table 5.4. Slow-backend validation results 

Design Accepted 

runs 

STAL

E la-

bels 

FAIL 

labels 

STAL

E 

share 

FAIL 

share 

Recovered to LIVE 

Design 

A 

5 494 1,262 28.1% 71.9% Yes 

Design 

B 

5 1,720 0 100.0% 0.0% Yes 

During slow backend response, FAIL represented 71.9% of the degraded-state labels 

for Design A. Design B represented all recorded degraded-state labels as STALE and 

produced no FAIL labels. Both implementations returned to LIVE after normal 

backend response timing was restored. 

5.6 Backend-Downtime Results 

Table 5.5 reports the state-label counts while Prometheus was unavailable and after the 

service was restarted. 

Table 5.5. Backend-downtime validation results 

Design Accepted 

runs 

STAL

E la-

bels 

FAIL 

labels 

STAL

E 

share 

FAIL 

share 

Recovered to LIVE 

Design 

A 

5 79 282 21.9% 78.1% Yes 

Design 

B 

5 1,800 0 100.0% 0.0% Yes 

During backend downtime, FAIL represented 78.1% of the degraded-state labels for 

Design A. All 1,800 degraded-state observations for Design B were STALE; none were 

FAIL. Both implementations returned to LIVE after Prometheus was restored. 

5.7 Cross-Scenario Degraded-State Results 

Figure 5.1 compares the normalized distribution of STALE and FAIL labels across Wi-

Fi loss, slow backend response, and backend downtime. 
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Figure 5.1. Distribution of STALE and FAIL among degraded-state labels for 
each scenario and design. 

The normalized results show a consistent difference between the two designs. In De-

sign A, FAIL represented 72.5% of degraded-state labels during Wi-Fi loss, 71.9% dur-

ing slow backend response, and 78.1% during backend downtime. In Design B, the 

corresponding FAIL shares were 0.8%, 0%, and 0%. Design B therefore represented 

almost all recorded degraded-state labels as STALE, whereas Design A represented 

most degraded conditions as FAIL. These percentages show the distribution between 

STALE and FAIL labels. They do not show the percentage of the complete run time 

spent in each state. 

5.8 Least-Privilege and Security Check Results 

Table 5.6 presents the results of the seven security checks described in Section 3.6. 

Table 5.6. Security check results 

Check Description Verification 

outcome 

SEC-1 No committed or shareable secrets were present in the 

public repository 

CONFIRMED 

SEC-2 No .env or private configuration files were included in 

the public repository 

CONFIRMED 

SEC-3 Design B firmware used the gateway summary end-

point instead of direct Prometheus access 

CONFIRMED 
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SEC-4 The gateway exposed the fixed /api/v1/summary end-

point 

CONFIRMED 

SEC-5 The gateway did not expose an arbitrary Prometheus 

query endpoint to the ESP32 

CONFIRMED 

SEC-6 Design A required direct Prometheus endpoint 

knowledge on the ESP32 side 

CONFIRMED 

SEC-7 Design B separated backend-facing Prometheus access 

into the gateway 

CONFIRMED 

All seven criteria were confirmed by the available implementation evidence. This shows 

that the implementations matched the access paths and interface boundaries described 

in Chapter 4. It does not mean that either design passed a complete security assessment. 

Design A required the ESP32 firmware to know and use the Prometheus endpoint 

directly. In Design B, the ESP32 used the fixed gateway summary endpoint, while the 

gateway handled Prometheus access.  

5.9 User-Study Results 

The user study received 22 usable responses. Eighteen respondents, or 81.8%, were 

students in computer engineering, software, or networking. Two respondents, or 9.1%, 

were students in other technical fields, and two respondents, or 9.1%, selected another 

background. No respondent identified as a professional technical user. 

Table 5.7 presents the positive responses for the six five-point agreement items. A pos-

itive response was defined as a response value of 4 or 5, corresponding to Agree or 

Strongly agree. 

Table 5.7. User-study results 

Question Positive responses, 

n (%) 

Q1. The meaning of LIVE, STALE, and FAIL is easy 

to understand. 

20 (90.9%) 

Q2. The display states would help me quickly under-

stand whether the monitored system is healthy or de-

graded. 

19 (86.4%) 

Q3. Showing STALE data is more useful than showing 

only FAIL when fresh data is temporarily unavailable. 

16 (72.7%) 

Q5. The display should not replace a full dashboard, 

but it could support quick local awareness. 

17 (77.3%) 
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Q6. During backend downtime or connection prob-

lems, a clearly labeled STALE state would be helpful. 

17 (77.3%) 

Q7. Overall, I think this type of micro-observability 

display could be useful for technical users. 

19 (86.4%) 

Q4 used a binary response format with only Strongly disagree and Strongly agree and 

was therefore processed separately. Nineteen respondents, or 86.4%, selected Strongly 

agree that the display would be useful as a complement to a full monitoring dashboard. 

Three respondents, or 13.6%, selected Strongly disagree. Because Q4 did not provide 

intermediate response options, its result should not be compared directly with the per-

centages from the five-point items. 

Eight respondents answered the optional open-ended question. Recurring suggestions 

included clearer explanations of LIVE, STALE, and FAIL, short messages identifying 

the reason for a degraded state, last-update timestamps, clearer STALE timing rules, 

stronger text emphasis, improved colors or icons, and access to the full dashboard 

through a link or QR code. One response also suggested a more modern display design. 



Design and Evaluation of an ESP32-Based Micro-Observability Display: Comparing Direct Pro-
metheus Access and a Gateway-Based Architecture 

 38 

6 Analysis and Discussion 

This chapter interprets the results from Chapter 5 in relation to the research questions 

and previous work. It discusses how the placement of backend-facing monitoring re-

sponsibility affected system structure, ESP32-facing communication, behavior during 

disruptions, usefulness, and access boundaries. 

The chapter also considers sustainability and the limits of the study. Numerical results 

are repeated only when they are needed to support the interpretation. 

6.1 Interpretation of the Main Findings 

Both responsibility placements supported the required display function during normal 

operation. The main differences appeared during disruptions and in how communica-

tion, processing, and access responsibilities were distributed. 

Design A used a shorter path with fewer deployed components. Design B added a gate-

way but provided a narrower ESP32-facing interface and represented degraded opera-

tion more often through STALE rather than FAIL. The following sections discuss these 

trade-offs. 

6.2 System Simplicity and Endpoint Responsibility 

The architectural comparison illustrates that simplicity depends on where the system 

boundary is drawn. Design A was simpler at the system level because it consisted of 

fewer deployed components. The ESP32 communicated directly with Prometheus, and 

no gateway service had to be installed, configured, monitored, or maintained. For a 

small local deployment in which direct Prometheus access is acceptable, this shorter 

path can be practical. 

The shorter path did not mean that the ESP32 firmware itself was simpler. The device 

stored the Prometheus endpoint and query expressions, issued several requests, pro-

cessed the returned JSON structures, converted the values, handled unsuccessful re-

sponses, and maintained local display states. These responsibilities increased the 

amount of backend-specific logic placed on the embedded endpoint. 

This distinction is important for a resource-constrained platform. The ESP32 has more 

limited memory, processing capacity, and network-handling resources than a desktop 

or server environment [3]. Larger responses, repeated requests, and general-purpose 

JSON structures may therefore create additional memory allocation, parsing, and com-

munication demands. The study did not directly measure SRAM use, heap fragmenta-

tion, parsing latency, or processor load, so no quantitative claim can be made about the 

hardware cost of these operations. The implementation nevertheless shows that the 

direct-access design assigns more backend-facing work to the endpoint. 
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Design B moved these responsibilities to a gateway running in a less constrained envi-

ronment. The gateway stored the Prometheus queries, processed the upstream re-

sponses, selected the required values, and returned one compact summary. The ESP32 

therefore interacted with a narrower interface and required less knowledge of the 

backend response structure. 

Gateway and edge-computing research identifies filtering, aggregation, protocol trans-

lation, and local processing as common gateway functions [12]–[16]. This study shows 

the effect of moving these functions in one ESP32-based monitoring display. The 

ESP32 required less backend-specific logic, while the system required an additional ser-

vice. 

Gateway mediation therefore did not remove complexity. It moved part of the com-

plexity from the firmware to the deployed system. Design A reduced deployment com-

plexity but placed more responsibility on the endpoint. Design B reduced endpoint 

responsibility but added operational responsibility for the gateway. The preferred design 

depends on which form of complexity matters most in the intended deployment. 

6.3 Degraded-State Behavior and Usefulness 

Responsibility placement had its clearest effect during the degraded scenarios. Design 

A produced FAIL more frequently, while Design B mainly preserved previously valid 

information as STALE. This difference was most visible during slow backend response 

and backend downtime, where Design B recorded no FAIL labels in the accepted runs. 

The result is consistent with the gateway retaining the most recent valid summary and 

separating the ESP32 from temporary upstream problems. 

The normalized state distributions strengthen this interpretation. In Design A, FAIL 

accounted for more than 70% of degraded-state labels in all three disruption scenarios. 

In Design B, almost all degraded-state labels were STALE, with only 0.8% FAIL during 

Wi-Fi loss and no FAIL during slow backend response or backend downtime. This 

supports the interpretation that the observed difference was not caused only by the 

different total numbers of serial observations. It reflected a consistent difference in how 

the two responsibility placements represented degraded operation. 

The Wi-Fi-loss scenario showed an important limit of gateway mediation. Design B still 

produced a small share of FAIL labels when the ESP32 lost access to its immediate 

endpoint, the gateway. Most degraded-state observations nevertheless remained 

STALE, showing that previously valid information was still available to the display. 

Gateway mediation therefore improved handling of upstream delay and backend down-

time, but it could not completely remove the effects of device-side connectivity loss. 

Both implementations returned to LIVE after the disrupted connection or service was 

restored. This indicates that neither design remained permanently in a degraded state 



Design and Evaluation of an ESP32-Based Micro-Observability Display: Comparing Direct Pro-
metheus Access and a Gateway-Based Architecture 

 40 

under the tested conditions. Recovery was therefore a shared strength, while the main 

difference concerned what the display communicated during the disruption. 

Research on resilience in edge and IoT systems emphasizes continued meaningful be-

havior, partial-failure handling, and recovery rather than assuming that every service 

remains fully available [17], [18]. This study applies this principle at the display-infor-

mation level. Design B did not keep the values fresh while Prometheus was delayed or 

unavailable. Instead, it retained the last valid values and explicitly marked them as 

STALE. Its benefit was therefore clearer information during disruption, not continued 

access to current data. 

This distinction is important because retained information can be useful while also cre-

ating a risk of misinterpretation. Without a visible freshness state, an old value could be 

mistaken for a current measurement. The explicit STALE label made the loss of fresh-

ness visible by showing that the value remained available but could no longer be treated 

as current.  

Research on ambient and glanceable displays suggests that concise and clearly differen-

tiated information can support quick awareness [2], [4], [20]. Most respondents under-

stood the state labels and considered the distinction between current and retained in-

formation useful. However, the open responses also requested last-update timestamps, 

clearer timing rules, and explanations of why STALE or FAIL occurred. The three la-

bels therefore provide a useful basic state vocabulary, but a production version would 

need more context. 

Because the respondents interpreted the state concept rather than using the prototype 

in operational tasks, the findings support only the perceived clarity and usefulness of 

the state representation. Broader user-study limitations are discussed in Section 6.7. 

6.4 ESP32-Facing Communication Cost 

The mean ESP32-facing traffic for Design B was 48.9% lower than for Design A during 

normal operation. This was the clearest quantitative communication-cost difference be-

tween the implementations. 

The repeated captures also show how consistent the difference was. Design A showed 

limited variation, with a sample standard deviation of 386.8 bytes per minute and an 

observed range of 96,889.7 to 97,674.2 bytes per minute. Design B showed greater var-

iation, with a sample standard deviation of 3,616.5 bytes per minute and a range of 

47,476.6 to 56,069.3 bytes per minute. However, the maximum value observed for De-

sign B remained below the minimum value observed for Design A. The lower ESP32-

facing traffic was therefore observed across all five accepted captures, although the 

small descriptive sample does not support statistical generalization. 

Gateway and edge research commonly identifies filtering and aggregation as ways to 

reduce the amount or complexity of information handled by constrained endpoints 
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[12]–[16]. The traffic measurements show this effect at the ESP32-facing boundary. 

Design A exposed the device to several Prometheus request-response paths, while De-

sign B gave the device one compact summary exchange. The measured difference there-

fore supports the architectural expectation that gateway-side data reduction can lower 

the communication handled by the constrained client. 

The result also shows why the selected system boundary matters. Only communication 

between the ESP32 and its immediate endpoint was measured. Communication be-

tween the gateway and Prometheus was excluded. Design B can therefore be described 

as reducing ESP32-facing traffic, but not as reducing total network traffic across the 

complete architecture. The observed benefit is lower communication on the con-

strained endpoint’s path, while some communication is moved to the gateway-to-Pro-

metheus path. 

This boundary-specific result cannot be used to claim lower power consumption, 

memory use, processor load, parsing time, rendering time, or complete update latency. 

These properties may be affected by the smaller ESP32-facing exchange, but they were 

not measured and remain questions for future work. 

A larger metric set could affect the two designs differently. Design A may require the 

ESP32 to handle more requests or larger responses. Design B could keep a compact 

ESP32-facing response while increasing the work performed by the gateway. This pos-

sible scaling advantage was not tested because the study used a fixed metric set. 

6.5 Least Privilege and Deployment Implications 

The comparison also showed that responsibility placement affected the exposure of 

monitoring interfaces. In Design A, the ESP32 firmware stored the Prometheus end-

point and communicated directly with its general query interface. The endpoint there-

fore required network reachability to Prometheus and knowledge of the backend query 

structure. 

Least-privilege research emphasizes that components should receive only the interfaces, 

permissions, and capabilities required for their intended tasks [6], [19], [24], [25]. Design 

B supported this principle by limiting the ESP32-facing interface to the fixed 

/api/v1/summary endpoint. The ESP32 did not need to construct arbitrary Prometheus 

queries or know the Prometheus-facing query definitions. In Design A, the device re-

quired direct reachability to the general backend query interface, meaning that least-

privilege control depended more strongly on external network restrictions and Prome-

theus-side permissions. 

The two designs place policy enforcement in different locations. Design A depends 

mainly on controls around the ESP32-to-Prometheus path, including restricted net-

work reachability, read-only backend access, and limited credentials. Design B adds an 
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application-level boundary where permitted queries and returned fields can be con-

trolled in the gateway. This gives the ESP32 a narrower and more clearly defined inter-

face. 

The seven security checks confirmed that the implemented systems matched these in-

tended architectural properties. They showed that Design B used the fixed gateway 

endpoint and separated Prometheus-facing access from the ESP32, while Design A 

retained direct Prometheus endpoint knowledge. The checks verified the implemented 

access structure; they did not prove resistance to attacks or complete production secu-

rity. 

The results do not show that the gateway is secure in every deployment. They show 

that responsibility placement changes where access rules can be enforced. Design B 

provided a clearer application-level control point, but it also concentrated trust in the 

gateway. A compromised or incorrectly configured gateway could expose backend in-

formation, accept unintended requests, or interrupt mediated display updates. 

The deployment implication remains conditional. Direct access may be reasonable in a 

small isolated environment where the ESP32 is trusted and Prometheus access can be 

tightly restricted. Gateway mediation may be preferable when embedded endpoints 

should not reach the general monitoring interface, when several displays need the same 

restricted contract, or when query control should be managed centrally. Its advantage 

for applying least privilege depends on the gateway being correctly configured, pro-

tected, monitored, and maintained. 

6.6 Sustainability Considerations 

The sustainability assessment is qualitative and considers economic, social, and ecolog-

ical aspects. It is based on the implemented system, the validation results, the traffic 

measurement, and the user study. Monetary cost, energy use, and full lifecycle effects 

were not measured, so the discussion compares possible implications rather than cal-

culating a sustainability score. 

From an economic perspective, both implementations use the same ESP32 display 

hardware. Design A avoids the cost of deploying and maintaining a gateway, but it keeps 

more Prometheus-specific logic in the firmware. Design B adds a service that must be 

deployed, protected, monitored, and maintained. However, centralizing Prometheus 

queries and data processing in the gateway could simplify later changes, especially if 

several displays use the same interface. Financial cost, development time, and mainte-

nance effort were not measured, so no economic saving can be claimed for either de-

sign. 

From a social perspective, a small local display may help technical users notice selected 

system conditions without continuously viewing a full dashboard [2], [4], [20]. The 

LIVE, STALE, and FAIL labels also make it clearer whether the displayed information 
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is current, retained, or unavailable. The user study provided limited support for the 

understandability and perceived usefulness of these states. At the same time, retained 

information may be misleading if its age is not clear. A production version should there-

fore include additional context, such as a last-update time or an explanation of why the 

state changed. The display should complement rather than replace detailed monitoring 

tools and professional judgment. 

From an ecological perspective, both implementations require an additional physical 

display. The gateway-mediated implementation also requires the operation of a gateway 

service. Although it produced lower ESP32-facing traffic, the study did not measure 

total architecture traffic or energy consumption. It is therefore not possible to conclude 

that either implementation has a lower environmental impact. A compact display could 

reduce the need to keep a larger dedicated screen active, but this possible benefit was 

not evaluated. 

6.7 Validity and Limitations 

Chapter 3 describes the main threats to validity in the evaluation method. For interpret-

ing the findings, the most important limits are the use of one local proof-of-concept 

environment, the descriptive number of repetitions, the fixed metric set, and the se-

lected measurement boundaries. 

Preliminary testing identified a firmware state-labeling issue during Wi-Fi-loss testing 

and configuration differences in the slow-backend setup. These issues were corrected 

before the final validation, and the preliminary runs were excluded from the reported 

results. This improved consistency between the accepted runs, although implementa-

tion-specific effects cannot be excluded completely. 

The local network did not represent environments with substantial jitter, packet loss, 

unstable Wi-Fi coverage, competing traffic, long operating periods, or many simultane-

ous clients. Different hardware, monitoring backends, authentication arrangements, 

and deployment topologies may also produce different trade-offs. 

The repetitions support comparison within the tested environment but not statistical 

generalization. The traffic measurement covered only communication between the 

ESP32 and its immediate endpoint. Total architecture traffic, complete update latency, 

memory use, processing cost, rendering time, and power consumption were not meas-

ured. 

The security checks verified implementation properties rather than resistance to attacks. 

The user study examined perceived clarity and usefulness among 22 mainly technical 

respondents and did not establish professional acceptance, accessibility, long-term usa-

bility, or improved task performance. Financial, energy, and lifecycle sustainability ef-

fects were also outside the measurements. 
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The conclusions should therefore be understood as comparative evidence about the 

two implemented responsibility placements under the stated local conditions. 
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7 Conclusions and Future Work 

This chapter answers the research questions, presents the overall conclusion, and out-

lines directions for future work. 

7.1 Answers to the Research Questions 

RQ1 asked how the placement of backend-facing monitoring responsibilities af-

fected update reliability and ESP32-facing communication cost. Both responsi-

bility placements maintained LIVE output in all accepted normal-operation runs. No 

difference in update reliability was therefore observed under healthy conditions. 

Responsibility placement did affect communication cost. The gateway-mediated imple-

mentation produced 48.9% lower ESP32-facing traffic than the direct-access imple-

mentation. The highest measured traffic value for the gateway-mediated implementa-

tion remained below the lowest value for the direct-access implementation across the 

five accepted captures. 

This result applies only to communication between the ESP32 and its immediate end-

point. It does not show that the gateway-mediated architecture produced less total net-

work traffic. Direct access required fewer deployed components, while gateway media-

tion reduced the communication and backend-specific response processing handled by 

the ESP32. 

RQ2 asked how responsibility placement affected degraded-state behavior and 

the usefulness of displayed state information. Responsibility placement produced a 

clear difference during the three disruption scenarios. In Design A, FAIL represented 

more than 70% of the degraded-state labels in every scenario. Design B represented 

degraded operation mainly through STALE. Its FAIL share was 0.8% during Wi-Fi loss 

and 0% during slow backend response and backend downtime. 

Both implementations returned to LIVE after the affected connection or service was 

restored. During Wi-Fi loss, the gateway could not provide new summaries to the 

ESP32. However, previously valid values could remain visible as STALE when they 

were available locally on the device. Gateway mediation therefore improved the han-

dling of backend delay and downtime, but it did not remove the effects of losing the 

ESP32 network connection. 

The user study provided limited evidence that respondents understood the difference 

between LIVE, STALE, and FAIL and considered the state information useful. The 

findings support clearly distinguishing retained information from current information, 

but they do not establish complete usability, improved task performance, or acceptance 

among professional operators. 
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RQ3 asked how the placement of backend-facing monitoring access affected the 

application of least privilege and the exposure of monitoring interfaces. Direct 

access required the ESP32 firmware to know and reach the Prometheus query interface. 

Gateway mediation limited the ESP32-facing path to a fixed summary endpoint and 

placed Prometheus access behind the gateway. 

This created a narrower interface for the ESP32 and provided a clearer point at which 

permitted queries and returned information could be controlled. It therefore supported 

the application of least privilege in the implemented setup. However, the gateway be-

came another trusted component that required suitable configuration, permissions, pro-

tection, monitoring, maintenance, and continued availability. The findings concern the 

implemented access structure and do not demonstrate complete production security. 

7.2 Overall Conclusion 

This thesis showed that the placement of backend-facing monitoring responsibility cre-

ates a trade-off between system simplicity and endpoint simplicity. Both implementa-

tions provided the required display function during normal operation. Their main dif-

ferences appeared during disruptions and in the communication, processing, and access 

responsibilities assigned to the ESP32. 

The main contribution is the combined evidence produced using the same display hard-

ware, metric source, selected indicators, and monitoring environment. By changing 

where backend-facing responsibilities were placed, the study connected architecture 

choices to differences in degraded-state representation, ESP32-facing traffic, and mon-

itoring-interface exposure. 

Within the tested environment, Design B provided the stronger balance when preserv-

ing retained information as STALE, reducing ESP32-facing traffic, limiting the end-

point interface, and supporting the application of least privilege were important. Design 

A remained a valid alternative when direct Prometheus access was acceptable and min-

imizing the number of deployed components was the main priority. 

Design B should not be treated as universally superior. Its advantages depend on the 

gateway being available, correctly configured, protected, monitored, and maintained. 

An intermediary does not remove complexity; it moves part of the complexity from the 

constrained endpoint to the deployed system. The architecture should therefore be se-

lected according to the responsibilities the endpoint can reasonably handle and the op-

erational dependencies that the deployment can support. 

7.3 Future Work 

A useful extension would be a third implementation based on a stateless thin gateway. 

Such a gateway could forward or reshape monitoring responses without caching values 

or calculating freshness. Comparing this alternative with Designs A and B would help 
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distinguish the effect of adding an intermediary from the effects of data reduction, re-

tained-state handling, and gateway-generated state information. 

Other communication models could also be studied. Push-based updates, message bro-

kers, edge relays, and deeper Grafana integration may produce different trade-offs in 

endpoint complexity, communication cost, backend exposure, and failure handling. 

Future validation should include longer operating periods, more repetitions, and less 

controlled network conditions. Tests with higher jitter, packet loss, unstable Wi-Fi cov-

erage, competing traffic, and several simultaneous clients would provide stronger evi-

dence about recovery and degraded-state behavior. Repeating the evaluation with other 

ESP32 platforms, displays, monitoring backends, and authentication arrangements 

would also improve understanding of how widely the findings apply. 

The effect of increasing the number of monitored metrics should be measured directly. 

A larger metric set may require the direct-access ESP32 to process more requests or 

larger responses. A gateway could maintain a compact ESP32-facing response while 

performing more backend work. Testing several metric-set sizes would show how the 

two responsibility placements behave as monitoring requirements increase. 

Further technical measurements should include complete update latency, JSON pro-

cessing time, display-rendering time, SRAM and heap use, processor load, and power 

consumption. Total architecture traffic should also be measured, including communi-

cation between the gateway and Prometheus. 

The security evaluation could be extended with authenticated and encrypted communi-

cation, credential management, gateway hardening, vulnerability scanning, and penetra-

tion testing. Tests with several displays could also examine authorization boundaries 

and access control for multiple devices. 

A larger user study should involve professional operators and task-based use of the 

prototype. It could examine interpretation accuracy, response time, accessibility, deci-

sion support, and longer-term use. Sustainability evaluation should also measure power 

consumption, device lifetime, repairability, maintenance effort, deployment cost, and 

lifecycle effects. 
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Appendices 
Appendix A: Project Repository and Artifacts 

The implementation artifacts, processed validation evidence, processing scripts, measure-
ment files, and selected result outputs are available in the project repository: 

https://github.com/BeroX0/ESP32-micro-observability 

The repository contains the implemented Design A firmware, the Design B gateway and 
firmware, validation notes, processed validation summaries, analysis scripts, ESP32-facing 
traffic measurement files, and thesis-ready result tables and figures. 

The repository supports traceability and reproducibility but does not replace the method, 
results, analysis, limitations, and conclusions presented in the report. 

Sensitive information such as Wi-Fi credentials, tokens, passwords, and private configuration 
values is not included in the published repository. 
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