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Abstract

Industrial Control Systems are widely used to monitor and control physical processes in
critical sectors such as manufacturing, water treatment, energy production, and
transportation. As these systems become increasingly connected to digital networks,
cybersecurity incidents may affect not only communication and data integrity, but also the

physical behaviour of controlled processes.

This thesis investigates the physical impact of abstract Man-in-the-Middle sensor-channel
attacks on a simulated industrial control system. A simplified water tank control loop was
implemented in Python, consisting of a sensor, proportional controller, actuator/pump,
and mathematical water tank model. The attacker was modeled as a component between
the sensor and the controller, where the sensor value received by the controller could be
manipulated, delayed, or replaced. Therefore, the implementation should be understood as
an abstract sensor-channel MITM model rather than a full network-level MITM

implementation.

Three attack scenarios were implemented and evaluated: sensor manipulation, delay attack,
and false injection attack. These scenarios were compared against normal operation using
quantitative performance metrics, including overshoot, maximum deviation, deviation
during the attack interval, steady-state error, and output boundedness. In addition to the
base comparison, a sensitivity analysis was performed by varying attack duration, attack

timing, delay length, injected sensor value, sensor offset, and proportional controller gain.

The results show that different attack strategies produce different levels of physical impact.
In the tested base configuration, the sensor manipulation attack caused a moderate
overshoot of 2.23, while the delay attack produced limited impact. However, the additional
early-delay test showed that delay attacks can cause significant physical impact when

introduced during the transient phase.

The false injection attack caused the strongest disruption in the tested configuration, with
an overshoot of 17.63 and an output boundedness value of False, indicating that the

simulated water level exceeded the defined safe operating range. However, the sensitivity
analysis shows that the severity of each attack depends on the selected attack and control

parameter S.

The findings demonstrate that manipulation of sensor information can propagate through a
control loop and cause measurable physical process deviations. This highlights the
importance of evaluating industrial cybersecurity not only through network-level indicators,

but also through physical impact analysis.
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1 Introduction

1.1 Background

Industrial Control Systems are used to monitor and control physical processes in
sectors such as manufacturing, water treatment, transportation, and energy production
[1], [2]. These systems commonly consist of sensors, controllers, actuators, and
communication channels. Sensors collect measurements from the physical process,
controllers calculate control actions based on these measurements, and actuators

apply the control actions to the physical system.

Traditionally, many industrial control systems were isolated from external networks.
However, modern industrial environments are increasingly connected through digital
networks, remote monitoring systems, and Industrial Internet of Things technologies.
This connectivity can improve efficiency, flexibility, and monitoring, but it also

increases the exposure of industrial systems to cybersecurity threats.

Unlike attacks on ordinary information systems, attacks on industrial control systems
can affect both digital communication and physical processes [3], [1]. If an attacker
manipulates sensor data or control signals, the controller may make incorrect
decisions. These incorrect decisions can lead to physical consequences such as process

deviation, overflow, equipment stress, instability, or unsafe operating conditions.

For this reason, cybersecurity in industrial control systems should not only be studied
from a network perspective. It is also important to evaluate how attacks can influence

the physical behaviour of the controlled process.

1.2 Problem Description

Many cybersecurity studies focus mainly on detecting attacks at the network or
communication level. However, in industrial control systems, the main risk is often
not only that communication is compromised, but also that manipulated information

can affect the physical process.

A Man-in-the-Middle attack is one example of a cyberattack that can be dangerous in
a cyber-physical system because manipulated communication can influence controller
decisions and physical behaviour [4], [9]. In a real network scenario, a MITM attacker
may intercept communication between system components and modify, delay, or

replace transmitted data. In an industrial control loop, this could cause a controller to

receive incorrect sensor values and generate incorrect actuator commands.



This thesis does not implement a full real network-level MITM attack. Instead, it
models an abstract sensor-channel MITM attack. The attacker is placed between the
sensor and the controller and manipulates the sensor value received by the controller.
This abstraction makes it possible to focus on the physical consequences of
manipulated sensor information without implementing real packet interception,

network protocols, ARP spoofing, or industrial communication traffic.

The problem addressed in this thesis is how abstract MITM-style sensor-channel
attacks can be simulated in an industrial control loop and how their physical impact

can be measured using quantitative performance metrics.

1.3 Aim and Objectives

The aim of this thesis project is to analyze the physical impact of abstract Man-in-the-

Middle sensor-channel attacks on a simulated industrial control system.
The main objectives are:

1. To implement a simplified industrial control loop using a water tank

simulation.

2. To define the mathematical water tank model and proportional controller

used in the simulation.

3. To simulate different abstract MITM-style attack scenarios between the sensor

and the controller.

4. To compare normal operation with attack scenarios using measurable physical

performance metrics.

5. To perform sensitivity analysis by varying selected attack and controller

parameters.

6. To analyze how different attack strategies and parameter values affect the

physical behavior of the system.

1.4 Research Questions
This thesis aims to answer the following research questions:

RQ1: How can a Man-in-the-Middle-style attack be simulated in an industrial control
loop?
RQ2: How do sensor-channel MITM attacks affect the performance and physical

behavior of a cyber-physical control system?

RQ3: Which types of communication manipulation have the greatest impact on the

system behavior under the tested simulation configuration?



1.5 Scope and Limitations

This project focuses on simulation-based analysis of abstract MITM-style attacks in a
simplified water tank control system. The system is implemented in Python and does
not use real industrial hardware, PL.Cs, SCADA systems, or real industrial

communication protocols.

The study focuses on three attack scenarios: sensor manipulation, delay attack, and
false injection attack. These attacks are implemented as sensor-channel manipulation
models. Other types of cyberattacks, such as denial-of-service, ransomware, malware,

or full protocol-level network attacks, are outside the scope of this project.

The physical process model is simplified and does not fully represent the complexity
of real industrial systems. Real systems may include nonlinear process behaviour,
noise, actuator constraints, alarms, emergency shutdowns, redundant sensors,

operator intervention, and more advanced controllers.

The project does not aim to develop a complete intrusion detection or prevention
system. Instead, the focus is on analyzing and quantifying the physical consequences

of manipulated sensor information in a controlled cyber-physical simulation.

1.6 Expected Contribution

The contribution of this thesis is a simulation-based analysis of how abstract sensor-

channel MITM attacks affect the physical behavior of an industrial control loop.
The project provides:
1. A Python-based simulation of a simplified water tank control system.

2. A mathematical description of the water tank model and proportional

controller.

3. Implementation of three abstract MITM-style attack scenarios: sensor

manipulation, delay attack, and false injection attack.
4. Quantitative comparison between normal operation and attack conditions.

5. Physical performance metrics for evaluating overshoot, deviation, steady-state

error, and boundedness.

6. Sensitivity analysis of selected attack and controller parameters, including
attack duration, attack timing, delay length, injected sensor value, sensor

offset, and controller gain.

7. Visualizations showing how attacks affect water level, controller output, and

deviation from the setpoint.

The contribution should be understood as an educational and analytical simulation

study rather than a complete industrial network security implementation. The results



can help demonstrate why industrial cybersecurity should be evaluated not only

through network-level indicators, but also through physical impact analysis.

1.7 Structure of the Thesis

The remainder of the thesis is structured as follows.

Chapter 2 presents the literature review and related work on industrial control

systems, cyber-physical security, MITM attacks, and physical impact analysis.

Chapter 3 describes the research methodology, including the simulation-based
experimental approach, mathematical system model, controller model, attack models,

simulation parameters, performance metrics, and sensitivity analysis design.

Chapter 4 explains the implementation of the simulation environment and the attack

scenatios.

Chapter 5 presents the results from the base simulation experiments and the

sensitivity analysis.

Chapter 6 discusses the results, explains why the observed behaviour occurred, relates

the findings to the research questions, and discusses limitations.

Chapter 7 concludes the thesis and presents suggestions for future work.

2 Background and Related Work

2.1 Overview

This chapter presents previous research related to Industrial Control Systems, cyber-
physical system security, Man-in-the-Middle attacks, testbeds, simulation-based
analysis, and physical impact evaluation. The purpose of the literature review is to
describe the current state of research and identify the specific contribution and
limitation of this thesis.

Industrial Control Systems are increasingly connected to digital networks, which
makes cybersecurity an important concern. Previous research has shown that
cyberattacks against industrial systems may cause not only digital disruption, but also
physical consequences. However, the field of industrial control system security has
already been widely studied, especially in relation to attack detection, testbeds, and
cyber-physical security models. Therefore, this thesis does not claim to introduce a
new attack type or a new industrial testbed. Instead, it contributes with a focused
simulation-based study that compares the physical impact of abstract sensor-channel

MITM attacks on a simplified water tank control loop.



The focus of this thesis is physical impact analysis rather than full network-level attack
implementation or intrusion detection. The project investigates how manipulated,
delayed, or injected sensor values influence controller behaviour and water tank

dynamics.

2.2 Industrial Control Systems and Cyber-Physical
Systems

Industrial Control Systems are used to control physical processes in sectors such as
manufacturing, water treatment, energy production, and transportation. These
systems typically include sensors, controllers, actuators, and communication channels.
Sensors collect data from the physical process, controllers process the data, and

actuators apply control actions to the physical system.

Cyber-Physical Systems combine computational components with physical processes.
In such systems, digital decisions directly influence physical behaviour. This makes
cybersecurity especially important because manipulated data can lead to unsafe

physical outcomes.

Cardenas, Amin, and Sastry [1] discussed research challenges for securing control
systems and emphasized that security in industrial systems must consider both cyber
and physical aspects. Their work shows that traditional I'T security approaches are not
always sufficient for control systems because the physical process and control

objectives must also be considered.

Sridhar, Hahn, and Govindarasu [2] studied cyber-physical system security in the
smart grid domain. Their work highlights that attacks on control systems can affect
reliability and physical infrastructure. This is relevant to this thesis because the project
focuses on how cyber-level manipulation can affect a physical process through the

control loop.

These studies show that cyber-physical security requires an understanding of both

information integrity and physical process behaviour.

2.3 Security Risks in Industrial Control Systems

Historically, many industrial systems were isolated from external networks. However,
modern industrial environments are increasingly connected through enterprise
networks, remote access solutions, cloud services, and Industrial Internet of Things
technologies. This increased connectivity improves monitoring and operational

efficiency, but it also increases the attack surface.

Mitchell and Chen [5] presented a survey of intrusion detection techniques for cyber-

physical systems. Their survey shows that many existing methods focus on detecting



abnormal behaviour in the cyber layer, the physical layer, or both. However, detection

alone does not always explain the physical consequences of an attack.

Mo et al. [6] studied cyber-physical security in smart grid infrastructure and showed
that attacks can compromise system behaviour when false data is introduced. Their
work is relevant because it demonstrates how manipulated data can influence control

decisions and system performance.

These studies support the motivation for analyzing not only whether an attack can be

detected, but also how much physical impact it can produce in the controlled process.

2.4 Man-in-the-Middle Attacks in Control Systems

A Man-in-the-Middle attack occurs when an attacker intercepts communication
between two system components. In an industrial control loop, this may involve
communication between a sensor and a controller, or between a controller and an

actuator. A MITM attacker may modify, delay, replay, or replace transmitted data.

Eigner, Kreimel, and Tavolato [4] studied detection of MITM attacks in industrial
control networks. Their work focuses on identifying suspicious communication
behaviour. This is important because MITM attacks may be difficult to detect when
manipulated communication still appears valid. However, their work mainly focuses
on detection and network behaviour rather than the quantitative physical impact on a

controlled process.

Krotofil and Larsen [7] demonstrated that attackers can manipulate industrial control
systems by changing sensor values or control signals. Their work shows that even
small changes in process data may lead to significant disruptions. This supports the
motivation for this thesis, where different types of sensor-channel manipulation are

simulated and compared.

In this thesis, the attack model is simplified. The project does not implement a real
network-level MITM attack with packet interception or protocol manipulation.
Instead, it models an abstract MITM-style attacker that manipulates the sensor value
before it reaches the controller. This makes it possible to focus on the physical

consequences of communication manipulation.

2.5 Testbeds and Simulation in ICS Security Research

Research on industrial cybersecurity often uses testbeds or simulation environments.
Real industrial systems are difficult and risky to test because attacks may cause
damage, downtime, or safety issues. Therefore, simulations and controlled testbeds

are commonly used in ICS security research.

Mathur and Tippenhauer [8] introduced the SWaT water treatment testbed for
research and training in industrial control system security. The SWaT testbed provides



a realistic environment for studying attacks on water treatment processes. Their work
is highly relevant because it shows the importance of water-based control processes in

ICS security research.

Adepu and Mathur [9] proposed generalized attacker and attack models for cyber-
physical systems. Their work explains how attackers may manipulate communication
and process behaviour. This is directly related to this thesis because the implemented

attack scenarios are based on manipulating the information received by the controller.

Compared with realistic testbeds such as SWaT, the simulation in this thesis is much
simpler. However, the advantage of a simplified simulation is that the behaviour can
be controlled, repeated, and analyzed clearly. This makes it suitable for studying the
relationship between attack parameters and physical metrics such as overshoot,

deviation, steady-state error, and boundedness.

2.5.1 Benchmark Processes in Industrial Cybersecurity Research

Benchmark processes are often used in industrial control system research because
they allow researchers to compare methods under controlled and repeatable
conditions. One well-known benchmark is the Tennessee Eastman Process (TEP),
which is widely used in process control, fault detection, anomaly detection, and cyber-
attack detection research [11], [12].

The Tennessee Eastman Process represents a simulated chemical production process
with multiple sensors, actuators, process variables, and operating conditions. Because
of its complexity and availability in simulation and dataset form, it has been used to
evaluate monitoring, diagnosis, and attack detection methods in industrial process
systems. For example, previous research has used the TEP benchmark for early cyber-
attack detection using recurrent neural networks [11] and for evaluating fault and

anomaly detection methods in multivariate industrial time-series data [12].

Compared with the Tennessee Eastman Process, the water tank model used in this
thesis is much simpler. The purpose of this thesis is not to provide a complex
industrial benchmark, but to create a transparent and controllable simulation where
the physical impact of manipulated sensor values can be cleatly observed and
measured. The simpler model makes it easier to explain the relationship between

sensor manipulation, controller response, pump inflow, and water-level deviation.

Therefore, the water tank simulation should be understood as an educational and
analytical model rather than a replacement for established industrial benchmarks such
as TEP. Future work could extend the same physical impact analysis approach to

more realistic benchmark processes, including the Tennessee Eastman Process.



2.6 Attack Detection and Physical Impact

Many studies in cyber-physical security focus on detecting attacks. Pasqualetti,
Dorfler, and Bullo [3] studied attack detection and identification in cyber-physical
systems. Their work provides theoretical foundations for detecting malicious

behaviour in control systems.

Adepu et al. [10] proposed methods for monitoring controller behaviour and
detecting attacks in distributed cyber-physical systems. Their work shows that
analyzing system behaviour can help identify cyberattacks that affect physical

processes.

Although detection is important, this thesis focuses on physical impact analysis rather
than detection. The goal is not to design an intrusion detection system. Instead, the

goal is to measure how different attack strategies affect the water level, pump output,
deviation from the desired setpoint, and whether the system remains within a defined

safe range.

This difference is important because an attack may be technically detectable, but the
severity of the attack depends on its physical consequences. A small communication
manipulation may have little physical impact, while a larger or longer manipulation

may create unsafe process behaviour.

2.7 Stealthy Attacks and Detection Schemes

Stealthy attacks are cyber-physical attacks that are designed not only to manipulate
system data, but also to avoid detection. In industrial control systems, an attacker
may attempt to change sensor or actuator information while keeping the
manipulated values within ranges that appear normal to operators, anomaly
detectors, or fault detection mechanisms. This makes stealthy attacks especially
relevant in cyber-physical systems, because the attack may remain hidden while
gradually affecting the physical process [3], [5].

False data injection attacks are commonly discussed in this context. A well-
designed false data injection attack may manipulate measurement data while
avoiding traditional bad-data or residual-based detection methods. Previous
research has studied how such attacks can be detected or mitigated using
techniques such as anomaly detection, residual analysis, coding of sensor outputs,
moving target defense, and model-based monitoring [6], [10].

Detection schemes are important because they attempt to identify whether an
attack is active. However, detection is not the main objective of this thesis. This
project does not design or evaluate an intrusion detection system, anomaly
detector, or stealthiness constraint. Instead, the focus is on physical impact
analysis: how manipulated, delayed, or injected sensor values affect the water
level, pump output, deviation from the setpoint, steady-state error, and
boundedness of the simulated control loop.

10



Therefore, stealthy attack design and detection schemes are considered outside the
scope of this thesis. They are relevant for future work, where the current
simulation model could be extended with detection logic to study not only how
much physical impact an attack causes, but also whether the attack could remain
hidden from a monitoring system.

2.8 Sensitivity Analysis in Cyber-Physical Simulations

The physical impact of an attack depends strongly on system parameters and attack
parameters. For example, attack timing, attack duration, delay length, injected value,

sensor offset, and controller gain can all influence the resulting process behaviour.

This is important because conclusions based on only one parameter configuration can
be weak. If only one set of parameters is tested, it is difficult to determine whether the

observed result is general or only valid for that specific configuration.

For this reason, this thesis includes a sensitivity analysis. The sensitivity analysis varies
selected attack and controller parameters and evaluates how the physical metrics
change. This strengthens the experimental analysis by showing how the severity of

each attack depends on parameter choices.

The sensitivity analysis also helps avoid overgeneralization. For example, the false
injection attack may produce the strongest impact in the base configuration, but this
does not prove that it is always the most severe attack in all possible systems. The

result must be interpreted within the tested model and parameter ranges.

2.9 Research Gap

The reviewed literature shows that industrial control system security has been
thoroughly investigated. Previous studies have addressed attack models, testbeds,

intrusion detection, cyber-physical security risks, and theoretical detection methods.

However, many existing studies focus mainly on detection, network behaviour, or
complex testbed environments. There is still value in simple and controlled simulation
studies that clearly demonstrate how different forms of sensor-channel manipulation

affect the physical behaviour of a control loop.

The research gap addressed by this thesis is therefore not the invention of a new ICS
attack model, but the need for a clear and measurable comparison of physical
consequences under controlled simulation conditions. This thesis contributes by
implementing a simplified water tank control loop and comparing three abstract
sensor-channel MITM scenarios: sensor manipulation, delay attack, and false injection
attack.

The contribution is strengthened by including mathematical model definitions, formal
attack models, quantitative performance metrics, and sensitivity analysis of selected

attack and controller parameters.

11



2.10 Summary

This chapter reviewed related work in industrial control system security, cyber-
physical systems, MI'TM attacks, testbeds, simulation-based analysis, and physical
impact evaluation. Previous research shows that attacks on industrial control systems
can affect both cyber and physical layers. It also shows that the field has been widely

studied, especially in relation to testbeds and attack detection.

This thesis contributes with a focused simulation-based physical impact analysis. The
study does not implement a real network-level MITM attack or a full industrial
testbed. Instead, it evaluates how abstract sensor-channel manipulation affects a
simplified water tank control loop. The next chapter presents the methodology used
in the thesis, including the mathematical model, controller model, attack models,

performance metrics, and sensitivity analysis design.

3 Methodology

3.1 Overview

This chapter describes the research methodology used in this thesis project. The
purpose of the methodology is to explain how the physical impact of Man-in-the-

Middle attacks was investigated using a simulation-based experimental approach.

The study uses a quantitative experimental method. A simulated industrial control
loop was implemented in Python and tested under normal operation and under
different attack scenarios. The collected simulation data was then analyzed using

measurable performance metrics.

The implementation does not simulate a full real network-level Man-in-the-Middle
attack. Instead, the project models an abstract sensor-channel MITM attack, where
the value received by the controller is manipulated before it is used for control
decisions. This means that the focus of the study is the physical impact of
manipulated sensor information rather than real packet interception, network

protocols, ARP spoofing, encryption bypass, or network traffic analysis.

12



3.2 Research Approach

A quantitative research approach was selected because the goal of the project was to
measure and compare system behavior under different attack conditions. The physical
impact of the attacks was evaluated using numerical metrics such as overshoot,
maximum deviation, deviation during the attack period, steady-state error, and output

boundedness.

An experimental simulation approach was chosen because it allows controlled testing
of cyberattack scenarios without risking real industrial equipment or infrastructure.
Simulation also makes it possible to repeat experiments under the same conditions

and compare different attack types in a consistent way.

This approach is suitable for the project because the research question focuses on
how communication manipulation can propagate into the physical behavior of a

control system.

13



3.3 Simulation-Based Method

Methodological Workflow of the Simulation-Based MITM Impact Analysis

Cont)

1. Define research problem, aim, objectives, and research questions

2. Review related literature on IzS, CPS security, and MITM attacks
3. Choose simulaﬁon—bn:d experimental methodology
4. Formulate mathe:\abcal water tank model
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6. Define abstract MITM'nenawdnnnel attack model
v

7. Set simulation parameters and safe operating range

L 2
8. Implement the simulation in Python
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10. Simulate MITM attack scenarios
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Figure X. Methodological workflow of the simulation-based MITM impact
analysis.
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This workflow summarizes the main steps followed in the thesis, starting from the
research problem and literature review, followed by the design and implementation of
the water tank control system, MITM attack scenarios, data collection, performance

metric evaluation, sensitivity analysis, comparison of results, and final conclusions.
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The main research method used in this project was software simulation. A simplified
water tank control system was developed to represent an industrial cyber-physical
process. The system included a physical process model, a sensor, a proportional

controller, and an actuator represented by a pump.

The simulation was designed so that the controller receives sensor data and adjusts
the pump inflow in order to keep the water level close to a desired setpoint. Under
normal operation, the controller receives the correct sensor value. Under attack
conditions, the value received by the controller is manipulated by the abstract MITM
attack logic.

The normal operation scenario was used as a baseline. The attack scenarios were then
compared against this baseline to evaluate how each attack affected the physical

behavior of the system.

3.4 System Model

The simulated system is based on a water tank level control process. The water tank
has an initial water level, a controlled inflow from a pump, and a natural outflow. The

controller attempts to maintain the water level at a predefined setpoint.
The system consists of the following components:
1. Sensor: measures the real water level in the tank.

2. MITM attacker: manipulates the sensor information before it reaches the

controller.

3. Controller: calculates the control signal based on the measured water level

received by the controller.
4. Actuator/Pump: controls the inflow to the tank.
5. Physical process: represents the water tank dynamics.
The basic control loop can be described as:
Sensor — MITM attacker — Controller — Pump — Water tank

This structure was selected because it clearly shows how manipulated communication

can influence controller decisions and physical system behavior.
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3.5 Mathematical Water Tank Model

The simulated process is an abstract single-tank water-level system. The water level is
represented by h(k), where his the water level in arbitrary units and kis the discrete

simulation step.

The tank receives an inflow from the pump and loses water through an outflow term.

The discrete-time model used in the simulation is:

h(k + 1) = h(k) + At - (u(k) — ¢ - h(k))

where:
o h(k)is the real water level at time step k
e Atis the simulation time step
e u(k)is the pump inflow/controller output

e cis the outflow coefficient

¢ - h(k)represents the natural outflow from the tank

This model matches the implementation used in the Python simulation, where the
next water level is calculated from the current level, the pump inflow, and the outflow

rate.

3.6 Controller Model

A proportional controller was used in the simulation. The controller calculates the
difference between the desired water level and the measured water level received by

the controllet.

The desired setpoint is:

hep = 10

The controller error is calculated as:

e(k) = hep — hin (k)

where:
e e(k) is the controller error
o hgy is the desired water level
o h,, (k) is the measured water level received by the controller

The pump inflow is calculated using a proportional gain:
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u(k) = K, - e(k)

Since the pump cannot remove water from the tank, negative pump inflow is not

allowed. Therefore, the controller output is limited as:

u(k) = max (0, K, (hsp, — hp(k)))

This means that when the measured water level is below the setpoint, the controller
increases the pump inflow. When the measured water level is above the setpoint, the

pump inflow is reduced to zero.

3.7 Abstract MITM Sensor-Channel Attack Model

This thesis models an abstract Man-in-the-Middle attack on the sensor channel
between the water tank sensor and the controller. The attacker does not modify the
physical water tank directly. Instead, the attacker modifies the value received by the
controller. The physical tank then evolves according to the water tank model, but the

controller makes decisions based on manipulated information.
The attack interval is defined as:

ko <k <k

where:
o kg is the attack start step
e ky is the attack end step

In the base simulation, the attack starts at step 80 and ends at step 160. With a
simulation time step of At = 0.1, this corresponds to an attack interval from 8

seconds to 16 seconds.

Three MITM-inspired sensor-channel manipulation scenarios were implemented and
tested.

In a real industrial network, a Man-in-the-Middle attacker may intercept

communication between a sensor and a controller and then modify, delay, replay, or
replace the transmitted sensor data. Although this thesis does not implement packet-
level interception or industrial network protocols, these typical MITM effects can be

represented at the control-loop signal level.

The reason for this abstraction is that the controller does not directly observe the
network attack itself. Instead, the controller only receives a measurement value and

uses it to calculate the control action. Therefore, the physical consequence of a MITM
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attack depends mainly on how the received sensor value differs from the real process

value.

For this reason, the selected attack scenarios atre used as abstractions of common
MITM effects on sensor communication. The sensor manipulation attack represents
modified measurement data by adding an offset. The delay attack represents delayed
or replayed sensor information. The false injection attack represents replaced or
injected false measurements. These abstractions make it possible to analyze the
physical impact of MITM-style communication manipulation without implementing a
tull network-level attack.

This approach strengthens the focus of the thesis on cyber-physical impact analysis.
The purpose is not to develop a complete cyberattack tool, but to study how
corrupted sensor information can propagate through the controller and affect the

physical behaviour of the simulated water tank system.

3.7.1 Sensor Manipulation Attack

In the sensor manipulation attack, the attacker adds an offset to the real water level

measurement before it reaches the controllet:

hn(k) = h(k) +a

where ais the attack offset.

In the base scenario, the offset is:

a=-3.0

This means that the controller receives a lower water-level value than the real physical
level. As a result, the controller increases the pump inflow unnecessarily, which can

cause the real water level to rise above the setpoint.

Outside the attack interval, the controller receives the real sensor value:

hin (k) = h(k)

3.7.2 Delay Attack

In the delay attack, the controller receives an old sensor value instead of the current

sensor value:

ho (k) = h(k — d)

where dis the delay length in simulation steps.
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In the base scenario, the delay length is:

d =40

Since At = 0.1, this corresponds to a delay of 4 seconds. This means that the

controller reacts to outdated process information during the attack interval.

3.7.3 False Injection Attack

In the false injection attack, the attacker replaces the real sensor value with a constant

false value:

hp (k) = hinj

where Ry is the injected false sensor value.

In the base scenario, the injected sensor value is:

hinj = 60

Since this value is lower than the setpoint, the controller believes that the tank level is
too low and increases the pump inflow. This can create a large physical increase in the

real water level.

3.8 Experimental Setup and Simulation Parameters

The experiments were performed by running the simulation under four conditions:
1. Normal operation

Sensor manipulation attack

Delay attack

B

False injection attack
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The same general system parameters were used across the base comparison in order
to make the results comparable.

Parameter Value
Simulation steps 250
Time step At 0.1
Setpoint hg), 10.0
Initial water level 5.0

Outflow coefficient ¢ {|0.05

Proportional gain K, (0.8

Attack start step 80
Attack end step 160
Attack start time 8.0s
Attack end time 16.0's
Sensor offset a -3.0
Delay length d 40 steps

False injected value R /6.0

Safe operating range 0 to 15 units

The normal operation scenario was used to establish baseline behavior. Each attack

scenario was then tested separately using the same base parameters.

3.9 Data Collection

Data was collected from the simulation at each time step. The collected data included:
1. Time

Real water level

Measured water level received by the controller

Pump inflow/controller output

Controller error

AN

Deviation from the setpoint
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This data was stored during each simulation run and used to calculate performance

metrics and generate graphs.

3.10 Performance Metrics

Several metrics were used to evaluate the physical impact of each attack scenario.

The deviation from the desired setpoint is defined as:

dp(k) = h(k) — hsp

The maximum deviation is defined as:

Dpax = ml:élx | h(k) — hgp |

The maximum deviation during the attack interval is defined as:
D = max | h(k)—hg, |
attack,max kgsk<kp ( ) Sp

The mean deviation during the attack interval is defined as:

1
Dattack = N Z | h(k) — hsp |
k=kq

where Nis the number of simulation samples during the attack interval.

The steady-state error is calculated at the end of the simulation:

ess =| h(Ngim) — hsp |

where Ngjpis the final simulation step.

Overshoot is defined as the amount by which the water level exceeds the setpoint:

0S = max (0, max h(k) — hsp)

Output boundedness is a Boolean metric that indicates whether the water level

remained within the defined safe operating range:

True, if hyin < h(k) < Rypgy for all k

Bounded = {False, otherwise

In this project, the safe operating range was defined as:

0 < h(k) < 15
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3.11 Sensitivity Analysis Design

To address the limitation of using only one parameter configuration, a sensitivity
analysis was performed. The purpose was to study how the physical impact changes

when selected attack and controller parameters are varied.

For each sensitivity test, one parameter was changed while the remaining parameters
were kept constant. The same performance metrics were then calculated for each

simulation run.

The sensitivity analysis included the following parameter variations:

Sensitivity test  |[Parameter values
Sensor offset -1.0, -2.0, -3.0, -4.0, -5.0
Delay length 5, 10, 20, 40, 60 steps

False injected value|2.0, 4.0, 6.0, 8.0, 12.0

Attack duration 20, 40, 80, 120 steps

Controller gain K, 0.2, 0.4, 0.6, 0.8, 1.0

Attack start time  ||steps 20, 50, 80, 120

This sensitivity analysis makes it possible to evaluate whether the conclusions are only
valid for one fixed configuration or whether similar behavior appears across multiple

parameter values.

3.12 Data Analysis

The collected data was analyzed by comparing the normal operation scenario with
each attack scenario. The performance metrics were calculated for each scenario and

presented in comparison tables.

Graphs were generated to visualize the system behavior. The main graphs show water
level, pump inflow, and deviation from the setpoint across the different scenarios.

Additional graphs were generated for the sensitivity analysis.

The analysis focused on identifying whether the attacks caused measurable physical
deviations, whether the system exceeded the setpoint, whether the system remained
within the safe operating range, and how sensitive the results were to attack and

controller parameters.
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3.13 Tools and Technologies

The implementation was developed using Python. NumPy was used for numerical

calculations, and Matplotlib was used to generate graphs and save figures.

The experiments were performed locally on a computer using Visual Studio Code as
the development environment. GitHub was used to store the project files and make

the code available for review.

3.14 Ethical Considerations

This project does not involve real industrial systems, real network attacks, or human

participants. All experiments were performed in a controlled simulation environment.

The purpose of the project is educational and analytical. The attack scenarios were
simulated only to understand the physical impact of sensor-channel manipulation on

control systems. No real infrastructure was targeted or affected.

3.15 Method Limitations

The simulation-based method has several limitations. The water tank model is
simplified and does not include all the complexity of a real industrial process. Real
systems may include alarms, safety shutoffs, redundancy, nonlinear behavior, sensor

noise, actuator constraints, and more advanced controllers.

The controller used in this project is a simple proportional controller. More advanced
control methods, such as PI or PID controllers, may respond differently to the same

attacks.

The attack models are also simplified. The implementation does not simulate real
network protocols, packet interception, packet loss, encryption, authentication bypass,
or realistic industrial communication traffic. Therefore, the attack model should be
interpreted as an abstract sensor-channel MITM model rather than a complete

network-level MITM implementation.

Although sensitivity analysis was added, it is still limited to selected parameters and
selected value ranges. More extensive testing would be required before making general

conclusions about all industrial control systems.

Despite these limitations, the simulation method is suitable for this project because it
provides a safe, controlled, and measurable way to study how manipulated sensor

information can affect physical system behavior.
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3.16 Summary

This chapter described the methodology used to investigate the physical impact of
MITM-style sensor-channel attacks on a simulated industrial control system. A
quantitative experimental approach was used, based on a Python simulation of a water

tank control loop.

The chapter defined the mathematical tank model, the proportional controller, the
formal attack models, the simulation parameters, and the performance metrics. Three
attack scenarios were implemented and compared against normal operation. A
sensitivity analysis was also included to evaluate how changes in attack and controller

parameters affect the results.

4 Implementation

4.1 Overview

This chapter describes the implementation of the simulation environment used in this
thesis project. The purpose of the implementation was to create a simplified cyber-
physical control system where different Man-in-the-Middle-style sensor-channel

attack scenarios could be tested and analyzed.

The implemented system is based on a water tank control process. The system
consists of a water tank, a sensor, a proportional controller, and an actuator
represented by a pump. The controller receives sensor measurements and adjusts the

pump inflow in order to keep the water level close to a desired setpoint.

The simulation was implemented in Python using NumPy for numerical calculations,
Matplotlib for generating graphs, and Pandas for saving sensitivity analysis results in

tabular form. Visual Studio Code was used as the development environment.

The implementation does not perform a real network-level MITM attack. Instead, the
attack logic is implemented between the sensor value and the controller input. This
allows the project to focus on the physical consequences of manipulated sensor

information.

4.2 Simulation Structure

The simulation was implemented as a discrete-time model. At each simulation step,

the following sequence is performed:
1. The real water level is measured by the sensor.

2. If an attack is active, the sensor value is manipulated, delayed, or replaced.
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The controller receives the measured value.
The controller calculates the pump inflow.

The water tank model updates the real water level.

S

Simulation data is stored for later analysis.
The basic simulation loop can be represented as:

Real water level — Sensor — Attack logic — Controller — Pump inflow — Water

tank update

This structure makes it possible to compare normal operation with different attack

scenarios under the same system conditions.

4.3 Water Tank Model Implementation

The physical process is represented by a simplified water tank model. The tank has an

initial water level, a controlled inflow from the pump, and a natural outflow.

The water level is updated at each time step using the following discrete-time

equation:

h(k + 1) = h(k) + At - (u(k) — ¢ - h(k))

where h(k)is the real water level, Atis the time step, u(k)is the pump inflow, and cis

the outflow coefficient.

In the implementation, the water level update is calculated using the current water
level, pump inflow, and outflow rate. The purpose of this model is not to represent a
complete industrial water process, but to provide a clear and controllable cyber-

physical system where physical consequences of cyber manipulation can be measured.

4.4 Controller Implementation

A proportional controller was implemented to control the pump inflow. The
controller compares the measured water level with the desired setpoint and calculates

the control error.

The controller error is calculated as:

e(k) = hep — hin (k)

where hgpis the desired setpoint and hy, (k)is the measured water level received by

the controllet.

The pump inflow is calculated as:

u(k) = K, - e(k)
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Since the pump can only add water to the tank and cannot remove water, negative
pump values are not allowed. Therefore, the implementation limits the pump inflow

as:

u(k) = max (0, K, (hsp, — hp(k)))

This means that if the measured water level is below the setpoint, the pump inflow
increases. If the measured water level is above the setpoint, the pump inflow is

reduced to zero.

4.5 Sensor and Attack Logic Implementation

The sensor measures the real water level in the tank. Under normal operation, the

measured value received by the controller is equal to the real water level.

To simulate MITM-style behaviour, attack logic was placed between the sensor and
the controller. The attacker does not directly change the physical tank. Instead, the

attacker modifies the value received by the controller.

This implementation represents an abstract sensor-channel MITM model. It does not
include packet interception, network protocols, ARP spoofing, encryption bypass, or

real industrial communication traffic.

4.6 Implemented Attack Scenarios
Three attack scenarios were implemented in the simulation.

4.6.1 Sensor Manipulation Attack

In the sensor manipulation attack, the attacker adds an offset to the real sensor value

before it reaches the controller:

hn(k) = h(k) +a

In the base scenario, the offset was set to:

a=-3.0

This means that the controller receives a lower water-level value than the real water

level. As a result, the controller increases the pump inflow unnecessarily.

4.6.2 Delay Attack

In the delay attack, the controller receives an older sensor value instead of the current

value:
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h (k) = h(k — d)

This was implemented using a buffer that stores previous water level measurements.

During the attack period, delayed sensor readings are sent to the controller.
In the base scenario, the delay length was:

d =40

Since the time step is 0.1 seconds, this corresponds to a delay of 4 seconds.

4.6.3 False Injection Attack

In the false injection attack, the attacker replaces the real sensor value with a constant

false value:

hin (k) = hinj

In the base scenario, the injected value was:

hinj = 60

Because this value is lower than the setpoint, the controller believes that the tank level

is too low and increases the pump inflow.
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4.7 Simulation Parameters

The base simulation was performed using the same parameter configuration for

normal operation and all attack scenarios. This was done to make the results

comparable.

Parameter Value
Simulation steps 250

Time step At 0.1 seconds
Setpoint hg), 10.0

Initial water level 5.0

Outflow coefficient ¢||0.05
Controller gain K, 1/0.8

Attack start step 80

Attack end step 160

Attack interval 8.0sto 16.0s
Sensor offset -3.0

Delay length 40 steps
False injected value 6.0

Safe operating range |0 to 15 units

The normal operation scenario was used as the baseline. Each attack scenario was

then compared against this baseline.

4.8 Sensitivity Analysis Implementation

In addition to the base comparison, a sensitivity analysis was implemented. The

purpose was to test whether the results depend on one fixed parameter configuration.

For each sensitivity experiment, one parameter was changed while the remaining

parameters were kept constant. The simulation was repeated for each parameter value,

and the same performance metrics were calculated.
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The following sensitivity tests were implemented:

Sensitivity test || Tested values

Sensor offset -1.0, -2.0, -3.0, -4.0, -5.0

Delay length 5, 10, 20, 40, 60 steps

False injected value|2.0, 4.0, 6.0, 8.0, 12.0

Attack duration 20, 40, 80, 120 steps

Controller gain K, 0.2, 0.4, 0.6, 0.8, 1.0

Attack start step |20, 50, 80, 120

The sensitivity analysis results were saved as CSV files and visualized as graphs. These
results are used in Chapter 5 to analyze how the physical impact changes with attack

and controller parameters.

4.9 Performance Metrics Implementation

Several performance metrics were implemented to evaluate the physical impact of the

attacks.

Overshoot was calculated as the amount by which the water level exceeded the

setpoint.

Maximum deviation was calculated as the largest absolute difference between the real

water level and the setpoint during the full simulation.

Maximum deviation during attack was calculated only during the attack interval. This
metric was used to isolate the attack impact from the initial transient response of the

system.

Mean deviation during attack was calculated as the average deviation from the

setpoint during the attack interval.

Steady-state error was calculated as the absolute difference between the final water

level and the setpoint at the end of the simulation.

Output boundedness was implemented as a Boolean metric indicating whether the
water level remained within the defined safe operating range. In this simulation, the

safe range was defined as O to 15 units.
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4.10 Output and Visualization
The implementation generates both numerical and graphical outputs.

The numerical results are saved in CSV files and printed as comparison tables. These
tables compare normal operation with the different attack scenarios using the defined

performance metrics.

The graphical results are saved as PNG image files. The main generated figures

include:

figure_1_water_level_comparison.png
figure_2_pump_inflow_comparison.png
figure_3_deviation_comparison.png
sensitivity_attack_duration_false_injection.png
sensitivity_attack_timing false_injection.png
sensitivity_controller_gain_sensor_attack.png
sensitivity_delay_length.png
sensitivity_false_injection_value.png

sensitivity_sensor_offset.png

The first three figures are used to compare water level, pump inflow, and deviation
from the setpoint across all base scenarios. The sensitivity figures are used to show

how attack and controller parameters affect the physical impact.

4.11 Simulation Software and Repository

The simulation software was implemented in Python and stored in a GitHub
repository to make the project easier to review and reproduce. The repository
contains the Python scripts used to run the water tank simulation, implement the
sensor-channel manipulation scenarios, calculate performance metrics, perform

sensitivity analysis, and generate the result figures.

The main scripts include the mathematical water tank model, the proportional
controller, and the sensor-channel manipulation logic. The implemented scenarios
include normal operation, sensor manipulation, delay attack, and false sensor value
injection. The sensitivity analysis script varies selected parameters such as attack
duration, attack timing, delay length, false injected value, sensor offset, and controller

gain.

To run the software, the user needs Python 3 and the required libraries NumPy,
Matplotlib, and Pandas. After installing these libraries, the scripts can be executed

from the command line. For example, the combined comparison can be run using:
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python combined_attack_comparison.py
The delay attack analysis can be run using:
python delay_attack_analysis.py

The sensitivity analysis can be run using:
python sensitivity_analysis.py

The generated outputs include water-level graphs, pump inflow graphs, deviation
graphs, CSV metric tables, and sensitivity analysis figures. These output files were

used to create the figures and tables presented in the results chapter.

The GitHub repository also includes a README file that explains the project
purpose, requirements, file structure, how to run the scripts, and how to reproduce
the generated results. The software should be understood as a simulation tool for
physical impact analysis of sensor-channel manipulation. It is not a real network-level
cyberattack tool and does not perform packet interception, ARP spoofing, PLC

communication, SCADA communication, or industrial protocol manipulation.

4.12 Summary

The implementation provides a simple but useful simulation environment for
studying the physical impact of MITM-style sensor-channel attacks on an industrial
control loop. By placing attack logic between the sensor and the controller, the
simulation demonstrates how manipulated sensor information can lead to physical

consequences.

The implemented system supports normal operation, sensor manipulation, delay
attack, false injection attack, and sensitivity analysis. The generated metrics and graphs
make it possible to compare the physical impact of the different attack scenarios in a

clear and measurable way.

5 Results

5.1 Overview

This chapter presents the results from the simulation experiments. The aim of the
experiments was to evaluate how abstract Man-in-the-Middle sensor-channel attacks
affect the physical behaviour of a simulated water tank control system.

The results are based on a simulation model where the attacker manipulates the
sensor value received by the controller. Therefore, the attacks should be understood
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as abstract sensor-channel MITM attacks rather than full network-level MITM
implementations. The physical water tank continues to evolve according to the
process model, while the controller makes decisions based on manipulated or delayed
sensor information.
Four main scenarios were evaluated:

1. Normal operation

2. Sensor manipulation attack

3. Delay attack

4. False injection attack
The main comparison used a common attack interval from 8 seconds to 16 seconds.
The desired setpoint was 10.0 units, the initial water level was 5.0 units, and the safe
operating range was defined as 0 to 15 units.
The results were evaluated using overshoot, maximum deviation, maximum deviation
during attack, mean deviation during attack, steady-state error, and output
boundedness.

5.2 Water Level Comparison

Water Level Under Normal Operation and MITM Attack Scenarios

—— Normal
Sensor manipulation
25 1 —— Delay attack
—— False injection
--- Setpoint

Attack interval
20 1

15 A1

Water level {units)
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Figure 1. Water level response under normal operation and MITM attack
scenarios.

This figure shows how the real water level changes over time for normal
operation, sensor manipulation, delay attack, and false injection attack. The
shaded area represents the attack interval, and the dashed line represents the
desired setpoint.

Under normal operation, the water level increases from the initial value toward the
setpoint and remains below the desired level. The controller stabilizes the system, but
a small steady-state error remains because a proportional controller is used. A
proportional controller cannot fully remove steady-state error in this type of system
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because a non-zero error is required to produce the pump inflow needed to balance
the tank outflow.

The sensor manipulation attack causes the water level to increase above the setpoint.
This happens because the attacker makes the measured level appear lower than the
real water level. As a result, the controller increases the pump inflow unnecessarily.
The delay attack has a smaller effect in the base configuration. The controller receives
older sensor values, but under the selected delay length and attack timing, the physical
water level remains close to the normal response.

The false injection attack produces the largest physical impact. During the attack
interval, the controller receives a constant false sensor value that indicates the water
level is lower than the setpoint. The controller therefore continues to apply a high
pump inflow, which causes the real water level to increase far above the desired
setpoint and outside the safe operating range.

5.3 Controller Output / Pump Inflow

Controller Output / Pump Inflow
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Figure 2. Controller output/pump inflow under normal operation and MITM
attack scenarios.

This figure shows how the controller changes the pump inflow in response to
the received sensor values. The false injection attack causes the most abnormal
controller behavior compared to the other scenarios.

During normal operation, the pump inflow decreases as the water level approaches
the setpoint. This is expected because the proportional control error becomes smaller
over time.

During the sensor manipulation attack, the controller receives a lower measured level
than the real level. This causes the pump inflow to increase compared with normal
operation, which explains the overshoot seen in the water level response.
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During the delay attack, the pump inflow changes only slightly because the delayed
measurements do not differ enough from the current values to cause a major physical
disturbance in the base configuration.

During the false injection attack, the controller output becomes high and remains
almost constant during the attack interval. This is because the injected false value is
constant, so the controller calculates a nearly constant error and continues to pump
water into the tank. After the attack ends, the real water level is already far above the
setpoint, so the controller output drops to zero because negative pump inflow is not
allowed.

5.4 Deviation from Setpoint

Physical Deviation from Desired Water Level

—— Normal
Sensor manipulation
15 4 —— Delay attack
—— False injection
—==- Zero deviation
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Figure 3. Physical deviation from the desired water level.

This figure shows the deviation between the real water level and the desired
setpoint. A larger deviation indicates a stronger physical impact on the control
system.

The deviation plot confirms that the false injection attack produces the largest
deviation from the setpoint. The sensor manipulation attack produces a moderate
positive deviation, while the delay attack remains close to the normal response.

The maximum deviation value for normal operation is 4.62 instead of exactly 5.0
because the metric is calculated from the discrete simulation samples after the system
begins evolving. The initial level is 5.0 and the setpoint is 10.0, but the first recorded
or evaluated dynamic value is already slightly closer to the setpoint due to the
controller action. Therefore, the maximum sampled deviation becomes 4.62 rather
than the theoretical initial difference of 5.0.
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5.5 Performance Metrics

Table 1 shows the combined performance metrics for the four scenarios.

Metric Normal i’f:i?lzulation Et?:gk frinI::tion
[Overshoot l0.00 223 0.00 117.63 |
IMaximum deviation  [4.62  [4.62 4.62 117.63 |
Max deviation during )y 59 ) 3 0.74 17.63

attack

Mean deviation during 0.59 187 056 9.95

attack

|Steady-state error 059 J0.58 0.59 1768 |
‘Output bounded HTrue HTrue HTrue HFalse |

Table 1. Performance metrics comparison for all scenarios.

The table shows that the false injection attack causes the strongest physical impact in
the base configuration. It produces the highest overshoot, the highest deviation
during the attack, the highest mean deviation during the attack, and the largest steady-
state error. It is also the only scenario where the output boundedness becomes False,
meaning that the water level exceeds the defined safe operating range.

The sensor manipulation attack also produces a measurable physical effect. It causes
an overshoot of 2.23 units and increases the maximum deviation during the attack
from 0.59 to 2.23. However, the system remains within the safe operating range.

The delay attack has limited impact in the base configuration. Its maximum deviation
during the attack is 0.74, which is only slightly higher than the normal operation value.
This means that the effect of a delay attack depends strongly on the delay length,
attack timing, and controller behaviour.

The conclusion that the false injection attack has the greatest impact is therefore valid
for the tested configuration. To avoid overgeneralisation, additional sensitivity analysis
is needed to examine how the results change when attack and controller parameters
are varied.

5.6 Normal Operation

In the normal operation scenario, no attack is applied. The controller receives the
correct sensor value and adjusts the pump inflow according to the difference between
the setpoint and the measured water level.

The system remains stable and does not exceed the setpoint. The overshoot is 0.00
and the output boundedness is True. This means that the water level remains within
the safe operating range.

However, the steady-state error is approximately 0.59 units. This occurs because the
controller is proportional only. Since the tank has a continuous outflow, the controller
must maintain a small positive error in order to generate enough pump inflow to
balance the outflow. Therefore, the water level stabilizes slightly below the setpoint
instead of reaching exactly 10.0 units.
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5.7 Sensor Manipulation Attack

In the sensor manipulation attack, the attacker modifies the measured sensor value
before it reaches the controller. In the base configuration, a negative offset is used,
meaning that the controller receives a lower water-level value than the real physical
level.

This causes the controller to believe that the tank contains less water than it actually
does. The controller then increases the pump inflow, which causes the real water level
to rise above the setpoint.

The attack produces an overshoot of 2.23 units. The maximum deviation during the
attack also increases to 2.23 units, compared with 0.59 units during normal operation.
This shows that the attack has a clear physical effect.

However, the output remains bounded. This means that although the attack affects
the control behaviour and increases the water level, the system does not exceed the
defined safe operating range in the base configuration.

5.8 Delay Attack

In the delay attack, the controller receives an older sensor value instead of the current
water level. This means that the controller reacts to outdated information.

In the base configuration, the delay attack produces only a limited physical impact.
The overshoot remains 0.00 and the maximum deviation during the attack is 0.74
units. This is close to the normal operation value.

The limited effect can be explained by the selected attack timing and delay length.
During the attack interval, the system is already close to its steady response, so
delayed measurements do not create a large mismatch between the controller decision
and the real tank state. However, this does not mean that delay attacks are always
weak. A longer delay, different attack timing, or more aggressive controller gain could
lead to stronger physical effects.

5.8.1 Additional Delay Attack Test: Early Attack Start

Metric Normal||Early Delay Attack
Overshoot 0.00 8.15
Maximum deviation 4.62 8.15

Max deviation during attack ||1.27 8.15

Mean deviation during attack||0.69 5.76

Steady-state error 0.59 0.59

Output bounded True |[False

The additional early delay attack test shows that the delay attack had a much stronger
physical impact when it started earlier, at 2 seconds. The overshoot increased to 8.15

units, and the output boundedness became False, meaning that the water level
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exceeded the defined safe operating range. This shows that the impact of a delay
attack depends strongly on the attack timing.

An additional delay attack simulation was performed to evaluate the effect of attack
timing. In the original base comparison, the delay attack started at 8 seconds, when
the system was already close to the setpoint. In the additional test, the delay attack
was started earlier at 2 seconds by setting the attack start step to 20 with a time step of
0.1 seconds. The attack end step was set to 100, and the delay length was kept at 40
steps, corresponding to 4.0 seconds.

The early delay attack produced a stronger physical impact than the original delay
scenario. The overshoot increased to 8.15 units, the maximum deviation became 8.15
units, and the maximum deviation during the attack interval reached 8.15 units. The
mean deviation during the attack interval was 5.76 units. The output boundedness
value became False, meaning that the simulated water level exceeded the defined safe
operating range.

Comparison of Water Level: Normal Operation vs Delay Attack
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Figure X. Water level comparison for the additional early delay attack starting at 2
seconds.
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The figure shows that starting the delay attack earlier, during the transient phase of
the system response, caused a larger physical impact than the original delay scenario.
The water level increased above the setpoint and exceeded the defined safe operating
range. This indicates that the impact of a delay attack depends strongly on attack
timing.

Delayed Sensor Values During Attack
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Figure X. Real water level and delayed measured value received by the controller

during the early delay attack.

The figure shows the difference between the real water level and the delayed value
received by the controller. During the attack interval, the controller reacts to outdated
information instead of the current water level. This explains why the pump response

becomes incorrect and why the real water level rises above the desired setpoint.

5.9 False Injection Attack

The false injection attack produces the strongest physical disruption in the base
configuration. In this attack, the attacker replaces the real sensor value with a constant
injected value during the attack interval.

Because the injected value is lower than the setpoint, the controller believes that the
water level is too low. As a result, the controller keeps the pump inflow high even
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though the real water level is increasing. This causes the water level to rise far above
the desired setpoint.

The false injection attack produces an overshoot of 17.63 units and a maximum
deviation during attack of 17.63 units. The mean deviation during the attack is 9.25
units, which shows that the system is affected throughout the attack period, not only
at one moment.

The steady-state error is also high, with a value of 7.68 units. This happens because
after the attack ends, the water level is already much higher than the setpoint. Since
the pump cannot remove water, the controller can only set the pump inflow to zero
and wait for natural outflow to reduce the water level. The system therefore does not
tully recover by the end of the simulation.

The output boundedness is False, meaning that the water level exceeds the safe range.
For this tested configuration, the false injection attack is therefore the most severe
attack scenario.

5.10 Sensitivity Analysis

A sensitivity analysis was performed to address the limitation of using only one fixed
parameter configuration. The purpose was to evaluate how the physical impact
changes when selected attack and controller parameters are varied.
The sensitivity analysis included:
Attack duration for the false injection attack
Attack start time for the false injection attack
Proportional controller gain for the sensor manipulation attack
Delay length for the delay attack
Injected false sensor value for the false injection attack
6. Sensor offset for the sensor manipulation attack
For each parameter variation, the simulation was repeated and the same performance
metrics were calculated.

SRR
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5.10.1 Effect of False Injection Attack Duration

Sensitivity Analysis: attack_duration_false_injection
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Figure 4. Sensitivity analysis of false injection attack duration.

This figure shows how increasing the duration of the false injection attack affects the
maximum deviation during the attack and the steady-state error. Longer attack
duration leads to a stronger physical impact.

The results show that increasing the duration of the false injection attack generally
increases the maximum deviation during the attack. This is expected because a longer
attack gives the controller more time to act on the false sensor value. When the
controller continues to pump water based on incorrect information for a longer
period, the physical water level increases further from the setpoint.

The steady-state error also increases for longer attack durations. This happens because
the system ends the attack period with a much higher water level. Since the controller
cannot remove water directly, recovery depends only on the natural outflow, which
may not be sufficient before the simulation ends.
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5.10.2 Effect of False Injection Attack Timing

Sensitivity Analysis: attack_timing_false_injection
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Figure 5. Sensitivity analysis of false injection attack timing.

This figure shows how changing the start time of the false injection attack affects
system behavior. The results indicate that attack timing can influence the final steady-
state errof.

The attack timing analysis shows that the maximum deviation during the attack
remains high for different start times, while the steady-state error increases when the
attack starts later.

This can be explained by the recovery time available after the attack. If the attack
occurs eatrlier, the system has more time after the attack to recover through natural
outflow. If the attack occurs later, the system has less time to return toward the
setpoint before the end of the simulation. Therefore, later attacks can produce higher
final steady-state error even if the maximum deviation during the attack is similar.
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5.10.3 Effect of Controller Gain

Sensitivity Analysis: controller_gain_sensor_attack

2.25 4

2.00 A

1.75 1

1.50 1

1.25

Metric value (units)

1.00

0.75

—8— Max deviation during attack
0.50 A Steady-state error

0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
kp
Figure 6. Sensitivity analysis of controller gain during sensor manipulation
attack.

This figure shows how different proportional controller gain values affect the system
under sensor manipulation. The results show that controller tuning influences both
attack-period deviation and steady-state error.

The controller gain affects how strongly the controller reacts to the measured error.
The sensitivity results show that changing the proportional gain changes both the
maximum deviation during the attack and the steady-state error.

A higher proportional gain reduces the steady-state error because the controller reacts
more strongly when the water level is below the setpoint. However, a higher gain can
also make the system more sensitive to manipulated sensor values. When the attacker
provides false measurements, a stronger controller response can amplify the physical
effect of the attack.

This shows that controller tuning is important for both control performance and
cyber-physical resilience.
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5.10.4 Effect of Delay Length
Sensitivity Analysis: delay_length
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Figure 7. Sensitivity analysis of delay length.

This figure shows how different delay lengths affect the physical impact of the delay
attack. The results show that the delay attack has limited impact under the tested
parameters.

The delay-length analysis shows that the physical impact of the delay attack changes
with the number of delayed steps. The maximum deviation during the attack increases
for some delay values, but the overall effect remains smaller than the false injection
attack in the tested configurations.

The steady-state error remains almost unchanged. This indicates that, for the tested
system and controller, the delay attack mainly affects the short-term response during
the attack period rather than the final system state.
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5.10.5 Effect of Injected False Sensor Value

Sensitivity Analysis: false_injection_value
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Figure 8. Sensitivity analysis of false injection sensor value.

This figure shows how different false injected sensor values affect the system. Lower
false sensor values cause the controller to increase the pump inflow more strongly,
resulting in larger deviations.

The injected sensor value has a strong effect on the physical impact of the false
injection attack. Lower injected values cause larger deviations because the controller
believes that the tank level is far below the setpoint. This creates a larger control error
and therefore a larger pump inflow.

As the injected value increases closer to the setpoint, the maximum deviation and
steady-state error decrease. This confirms that the severity of a false injection attack
depends strongly on the difference between the injected value and the desired
setpoint.
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5.10.6 Effect of Sensor Offset

Sensitivity Analysis: sensor_offset
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Figure 9. Sensitivity analysis of sensor manipulation offset.
This figure shows how different sensor offset values affect the system. Stronger
negative offsets cause larger deviations during the attack period.

The sensor offset analysis shows that larger negative offsets create larger physical
deviations. When the attacker makes the measured water level appear much lower
than the real level, the controller increases the pump inflow more strongly.

As the offset becomes smaller, the physical impact decreases. This result confirms
that the magnitude of sensor manipulation directly affects the severity of the physical
response.

5.11 Summary of Results

The results show that abstract MITM attacks on the sensor channel can affect the
physical behaviour of a simulated water tank control system. The false injection attack
caused the most severe impact in the base configuration, while the sensor
manipulation attack caused a moderate impact and the delay attack caused limited
impact in the original base configuration, but the additional early-delay test showed
that delay attacks can become significant when introduced during the transient phase.

However, the sensitivity analysis shows that the impact of each attack depends on the
selected parameters. Attack duration, attack timing, injected sensor value, sensor
offset, delay length, and controller gain all influence the final results. Therefore, the
conclusion should not be interpreted as a universal statement that false injection
attacks are always the most dangerous. Instead, the results show that false injection
was the most severe attack under the tested simulation settings.
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Overall, the experiments demonstrate that cyber-level manipulation of sensor
information can propagate to the physical process and cause measurable changes in
water level, controller output, and system safety. The results also show the importance
of evaluating cyberattacks using physical performance metrics, not only network-level
indicators.

6 Discussion

6.1 Overview

This chapter discusses the simulation results and explains how the different abstract
Man-in-the-Middle attack scenarios affected the physical behavior of the water tank
control system. The purpose of the discussion is not only to report the observed

results, but also to explain why the system behaved in this way and how the findings

relate to the research questions.

The results show that manipulation of the sensor channel can affect the physical
process because the controller makes decisions based on the measurement value it
receives. When this value is incorrect, delayed, or replaced by a false value, the
controller may generate an incorrect pump inflow. This incorrect control action can

then change the real water level in the tank.

It is important to clarify that the implemented attacks are abstract sensor-channel
MITM models. The project does not implement a real network-level MITM attack
with packets, protocols, routing, or network traffic interception. Instead, the attack is
modeled at the signal level by changing the sensor value before it reaches the
controller. Therefore, the conclusions should be interpreted as the physical impact of

sensor-channel manipulation, not as a full evaluation of real network MITM attacks.

6.2 Interpretation of the Base Simulation Results

The base simulation compared four scenarios: normal operation, sensor manipulation,
delay attack, and false injection attack. The same general system parameters were used
in the comparison to make the scenarios comparable. The results showed clear
differences between the attack types.

In normal operation, the controller received the correct sensor value. The water level
increased from the initial level toward the setpoint and remained bounded. The
system did not overshoot the setpoint. However, a steady-state error remained
because a proportional-only controller was used. A proportional controller calculates
the control action based on the current error only. In this model, the tank has a
continuous outflow. To balance this outflow, the pump must provide a nonzero
inflow. With proportional control, a nonzero inflow requires a nonzero error.

Therefore, the water level stabilizes slightly below the setpoint instead of reaching it
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exactly. This explains why the normal case has a steady-state error instead of

converging perfectly to the desired level.

The maximum deviation in the normal case was 4.62 instead of exactly 5.0. At first,
this may seem unexpected because the initial water level was 5.0 and the setpoint was
10.0. However, the reported metric was calculated from the simulated sample values
after the first update step rather than from the exact initial condition before the
controller acted. During the first time step, the pump already starts increasing the
water level. Therefore, the largest recorded deviation becomes slightly lower than the
theoretical initial difference of 5.0.

The sensor manipulation attack caused a moderate impact. In this attack, the attacker
applied a negative offset to the measured water level. This made the controller believe
that the water level was lower than it actually was. As a result, the controller increased
the pump inflow more than necessary. This caused the real water level to rise above
the setpoint and produced an overshoot. The effect was significant but still bounded

within the defined safe range.

The delay attack had a smaller effect in the base comparison. The controller received
older sensor values instead of the current water level. Because the water tank is a
relatively slow process and because the selected delay and attack interval were limited,
the outdated measurement did not cause a large physical deviation. This does not
mean that delay attacks are harmless. It means that, under the tested configuration,

the delay was not strong enough to create a severe physical effect.

The false injection attack produced the largest impact in the base simulation. During
this attack, the controller received a constant false sensor value. Since the injected
value was below the setpoint, the controller believed that the tank level was too low
and kept the pump inflow high. This caused the real water level to increase far above
the desired setpoint. The water level also exceeded the defined safe operating range,
meaning that the output boundedness became false. This shows that a constant
injected sensor value can be more disruptive than a small offset or a moderate delay

when it forces the controller to make a continuously wrong decision.

6.3 Interpretation of the Sensitivity Analysis

The sensitivity analysis was added to reduce the limitation of using only one fixed
parameter configuration. It investigated how the results changed when selected attack
and controller parameters were varied. This is important because the physical impact
of an attack depends not only on the attack type, but also on the attack magnitude,
timing, duration, delay length, and controller gain.

The sensitivity analysis for false injection duration showed that longer attack durations
generally increased the maximum deviation and steady-state error. This is expected

because the controller continues to act on false information for a longer period. The
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longer the pump is driven by the injected false value, the more time the physical water
level has to move away from the setpoint. Therefore, attack duration is an important

factor in determining the severity of the physical impact.

The sensitivity analysis for false injection timing showed that the attack start time
affected the final steady-state error. Attacks that started later produced different
recovery behavior because the system was in a different state when the attack began.
If the attack starts when the tank is already close to the setpoint, the same injected
value may cause a stronger incorrect control response than if the system is still in an
early transient phase. This shows that attack timing is important and that the same

attack can produce different outcomes depending on when it occurs.

The controller gain sensitivity analysis showed that the proportional gain affects both
normal control performance and attack response. A higher gain can reduce the
steady-state error because the controller reacts more strongly to deviations from the
setpoint. However, a stronger controller can also amplify the effect of manipulated
sensor values. If the attacker makes the measured level appear too low, a higher gain
can cause a larger pump response. This shows a trade-off: increasing controller gain
can improve normal tracking, but it can also make the system more sensitive to false

sensor information.

The delay length sensitivity analysis showed that the delay attack impact changed with
the number of delayed steps. The effect was smaller than the false injection attack, but
the maximum deviation still varied as the delay length changed. This confirms that
delay attacks are parameter-dependent. A short delay may have limited impact in a
slow process, while a longer delay or different timing can create a stronger mismatch

between the real process state and the controller’s information.

The additional early-delay simulation shows that the physical impact of a delay attack
depends strongly on attack timing. When the delay attack starts after the system has
already approached the setpoint, the current and delayed sensor values are relatively
similar, which limits the effect. However, when the delay is introduced earlier during
the transient phase, the controller reacts to outdated information while the water level
is still changing rapidly. This caused a much larger deviation and made the output

leave the defined safe operating range.

Therefore, the delay attack should not be interpreted as generally weak. Instead, its
impact depends on both delay length and attack timing.

The false injection value sensitivity analysis showed that the injected sensor value
strongly affected the physical impact. When the injected value was much lower than

the setpoint, the controller generated a stronger pump inflow, which caused larger
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deviation. When the injected value was closer to the setpoint, the impact became
smaller. This confirms that the magnitude of false information is one of the most

important factors in this attack type.

The sensor offset sensitivity analysis showed that larger negative offsets caused larger
deviations. This is expected because a stronger negative offset makes the controller
believe that the water level is further below the setpoint. The controller then increases
the pump inflow, which raises the real water level. This confirms that even simple
sensor manipulation can create measurable physical effects if the offset is large

enough.

Overall, the sensitivity analysis strengthens the results by showing that the attack
impact is not fixed. The false injection attack produced the strongest impact in the
tested configurations, but this conclusion should not be generalized to all possible
systems and parameter settings. The severity of each attack depends on the selected

parameters and the dynamic behavior of the controlled process.

6.4 Relation to the Research Questions

The first research question was:
How can a Man-in-the-Middle attack be simulated in an industrial control loop?

The project shows that an abstract MITM attack can be simulated by inserting attack
logic between the sensor and the controller. The attacker does not directly change the
physical process. Instead, the attacker changes the information used by the controller.
In this thesis, three attack models were implemented: sensor manipulation, delay
attack, and false injection attack. These models represent different forms of sensor-

channel manipulation.
The second research question was:
How do MITM attacks affect the stability and performance of cyber-physical systems?

The results show that MITM-style sensor-channel manipulation can reduce control
performance and cause physical deviation from the desired state. The sensor
manipulation attack caused moderate overshoot. The delay attack caused limited
deviation under the base parameters. The false injection attack caused severe
deviation and unsafe water levels. The sensitivity analysis also showed that attack
magnitude, duration, timing, delay length, and controller gain influence the severity of

the physical impact.
The third research question was:

Which types of communication manipulation have the greatest impact on system

behavior?
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In the tested configurations, the false injection attack had the greatest physical impact.
It caused the largest overshoot, the largest deviation during the attack period, and the
only unsafe boundedness result. However, this conclusion is limited to the simulated
model and selected parameter ranges. Other systems, controllers, or attack
configurations could produce different rankings. Therefore, the result should be

stated as: false injection had the greatest impact in the tested simulation configuration.

6.5 Physical Layer Impact

A central purpose of the thesis was to analyze the physical consequences of cyber-
level manipulation. The results show that manipulated sensor information can

propagate through the control loop and affect the physical water level.

The mechanism is clear. The attacker changes the value received by the controller.
The controller calculates an incorrect error. This creates an incorrect pump inflow.
The incorrect inflow then changes the real water level. In this way, a cyber-level

manipulation of information creates a physical-layer effect.

The false injection attack is the clearest example. By replacing the sensor value with a
constant low value, the attacker caused the controller to keep the pump active even
though the real water level was already high. This led to a large increase in water level
and caused the system to exceed the defined safe range. In a real industrial process,
similar behavior could represent overflow, equipment stress, production disruption,

or unsafe process conditions.

However, because this thesis uses a simplified simulation, the physical consequences
should be interpreted carefully. Real industrial systems often include alarms,
emergency shutdowns, redundant sensors, operator intervention, and safety logic.

These mechanisms were not included in the simulation.

6.6 Limitations

The study has several important limitations.

First, the simulation uses a simplified water tank model. Real industrial systems are
more complex and may include nonlinearities, physical constraints, noise,

disturbances, actuator limits, sensor inaccuracies, and safety mechanisms.

Second, the controller is a proportional-only controller. This makes the system easier
to analyze, but it also creates steady-state error. A PID controller or more advanced

control strategy could produce different results.

Third, the attacks are abstract sensor-channel attacks. The project does not implement
real network traffic, communication protocols, packet interception, spoofing, routing
manipulation, or authentication bypass. Therefore, the thesis should not claim to
demonstrate a full real-world MITM attack.
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Fourth, the simulation does not include hardware testing. No physical water tank,

PLC, industrial sensor, or real actuator was used. This limits the realism of the results.

Fifth, the model does not include realistic safety mechanisms such as alarms,
shutdown logic, overflow protection, or redundant sensors. In real systems, such

mechanisms could reduce the physical consequences of the attacks.

Sixth, the testing is deterministic. The simulation does not include random noise,
stochastic attack behavior, packet loss, or uncertain environmental conditions. This
means that the results show controlled behavior under selected assumptions rather
than full real-world variability.

Despite these limitations, the simulation is useful because it provides a controlled and
measurable way to study how sensor-channel manipulation can affect a cyber-physical

control loop.

Another limitation is that the attack scenarios are not designed to be stealthy against a
detector. The simulations do not include residual-based detection, anomaly detection,
operator alarms, or intrusion detection logic. As a result, the thesis measures the
physical consequences of manipulated sensor values, but does not evaluate whether
the attacks would be detectable in a real monitoring system. This is a deliberate scope
limitation because the purpose of the work is physical impact analysis rather than

attack detection.

6.7 Summary

The discussion shows that MITM-style sensor-channel manipulation can cause
measurable physical effects in a simulated industrial control system. The sensor
manipulation attack caused moderate deviation, the delay attack caused limited
deviation under the base configuration, and the false injection attack caused the

strongest disruption in the tested scenarios.

The sensitivity analysis showed that the impact of attacks depends strongly on attack
parameters and controller settings. Therefore, the conclusion that false injection is the
most severe attack should be limited to the tested model and parameter

configurations.

The main finding is that cyberattacks should not only be evaluated based on whether
communication is compromised. They should also be evaluated based on their

physical consequences for the controlled process.
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7 Conclusion and Future Work

7.1 Conclusion

This thesis investigated the physical impact of Man-in-the-Middle-style attacks on a
simulated industrial control system. The study focused on a simplified water tank
control loop consisting of a sensor, a proportional controller, an actuator/pump, and
a physical water tank process. The main purpose was to analyze how manipulation of

sensor information can propagate from the cyber layer to the physical process.

The implemented attack model should be interpreted as an abstract sensor-channel
MITM model. The project does not implement a real network-level MITM attack
involving packet interception, routing manipulation, industrial protocols, or network
traffic analysis. Instead, the attacker is modeled as a component that manipulates the

sensor value received by the controller.

Three attack scenarios were implemented and evaluated: sensor manipulation, delay
attack, and false injection attack. These scenarios were compared against normal
operation using measurable performance metrics such as overshoot, maximum
deviation, maximum deviation during the attack interval, mean deviation during the

attack interval, steady-state error, and output boundedness.

The base simulation results showed that different attack strategies caused different
levels of physical impact. The sensor manipulation attack produced a moderate effect
by causing the water level to rise above the desired setpoint. The delay attack had a
limited effect under the tested base configuration. The false injection attack caused
the most severe impact in the tested configuration, producing the largest overshoot

and pushing the system outside the defined safe operating range.

However, the results should not be interpreted as proving that false injection is always
the most dangerous attack. The sensitivity analysis showed that the physical impact
depends on attack duration, attack timing, injected sensor value, sensor offset, delay
length, and controller gain. Therefore, the conclusion is limited to the simulated

model and tested parameter ranges.

Overall, the project shows that cyber-level manipulation of sensor information can
cause measurable physical consequences in a controlled cyber-physical system. This
supports the idea that industrial cybersecurity should not only be evaluated from a

network perspective, but also from the perspective of physical process impact.
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7.2 Answer to the Research Questions

The first research question was:

How can a Man-in-the-Middle attack be simulated in an industrial control
loop?

This question was answered by inserting attack logic between the sensor and the
controller in a simulated water tank control loop. The attack logic modified the sensor
value received by the controller without directly changing the physical water tank
model. Three forms of sensor-channel manipulation were implemented: sensor

manipulation, delay attack, and false injection attack.
The second research question was:

How do MITM attacks affect the stability and performance of cyber-physical

systems?

The results showed that MITM-style sensor-channel attacks can affect system
performance by causing overshoot, deviation from the setpoint, increased steady-state
error, and unsafe output behavior. The severity of the physical impact depended on
the attack type and the selected parameters. The false injection attack caused the
strongest disruption in the base configuration, while the delay attack had a smaller

impact under the selected delay length and attack interval.
The third research question was:

Which types of communication manipulation have the greatest impact on
system behavior?

In the tested simulation configuration, the false injection attack had the greatest
impact on system behavior. It caused the largest overshoot, the largest deviation
during the attack interval, and changed output boundedness from True to False.
However, this conclusion should be limited to the tested configuration. The sensitivity
analysis showed that the ranking of attack severity can depend on parameter choices
such as injected value, attack duration, timing, delay length, sensor offset, and

controller gain.

7.3 Contributions

This project contributes by providing a simulation-based analysis of the physical
impact of abstract sensor-channel MITM attacks on a water tank control loop.
Instead of focusing only on network-level intrusion detection, the project evaluates

how manipulated sensor information affects physical process behavior.
The main contributions of the project are:

1. A Python-based simulation of a simplified water tank control system.
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2. A formal mathematical description of the water tank model and proportional

controller.

3. Implementation of three abstract sensor-channel attack scenarios: sensor

manipulation, delay attack, and false injection attack.

4. Quantitative comparison between normal operation and attack scenarios using

physical performance metrics.

5. Sensitivity analysis of attack and controller parameters, including attack
duration, attack timing, injected value, sensor offset, delay length, and

controller gain.

6. Visualizations showing how attacks affect water level, controller output, and

deviation from the setpoint.

These contributions support a clearer understanding of how manipulated sensor

information can influence physical systems in industrial control environments.

7.4 Limitations
The study has several limitations.

First, the water tank system is simplified and does not represent the full complexity of
real industrial control systems. Real systems may include nonlinear dynamics, actuator
constraints, sensor noise, disturbances, alarms, redundancy, and safety shutdown

mechanisms.

Second, the controller used in the simulation is a proportional-only controller. This
makes the system easier to analyze, but it also causes steady-state error. Other
controller types, such as PI or PID controllers, may respond differently under the

same attack conditions.

Third, the attack model is abstract. The thesis does not implement real network-level
MITM behavior such as packet interception, ARP spoofing, industrial protocol
manipulation, encryption bypass, or network traffic forwarding. Therefore, the results
should be interpreted as physical impact analysis of sensor-channel manipulation

rather than a full network cybersecurity implementation.

Fourth, no real hardware or industrial testbed was used. The results are based on
simulation only and may differ from the behavior of a real PLC-based or SCADA-

based system.

Fifth, the simulation does not include realistic safety mechanisms such as overflow
protection, emergency shutdown, operator intervention, or redundant sensor
validation. In real industrial systems, such mechanisms could reduce or prevent some

of the physical consequences observed in the simulation.
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Sixth, although sensitivity analysis was included, it was limited to selected parameter
ranges. More extensive testing with stochastic disturbances, noise, packet loss, and
randomized attack behavior would be needed before making broader general

conclusions.

Despite these limitations, the simulation provides a controlled and measurable way to

study how sensor-channel manipulation can affect physical process behavior.

7.5 Future Work

Future work could extend this project in several ways.

One improvement would be to implement a more realistic network-level MITM
attack using industrial communication protocols. This could include packet

interception, packet modification, replay behavior, or protocol-specific attacks.

Another improvement would be to test the model using a more advanced controller,
such as a PI or PID controller. This would make it possible to compare how different

control strategies respond to sensor manipulation, delay, and false injection attacks.

The simulation could also be extended with safety mechanisms such as alarms,
emergency shutoff logic, actuator saturation, redundant sensors, or anomaly detection.
This would make the model more realistic and allow evaluation of possible mitigation

strategies.

A further extension would be to include stochastic testing. Random noise, sensor
uncertainty, packet loss, and randomized attack timing could be added to evaluate

how robust the system is under less predictable conditions.

Another future direction is to use a real industrial dataset or a testbed such as a water
treatment process dataset. This would make it possible to compare the simplified

simulation results with more realistic industrial process behavior.

Another future improvement would be to integrate anomaly detection or residual-
based monitoring into the simulation. This would make it possible to evaluate not
only the physical impact of the attack scenarios, but also whether the manipulated

sensor values could be detected by a monitoring system.

Future work could apply the same sensor-manipulation impact analysis to more
realistic industrial benchmark processes, such as the Tennessee Eastman Process, in
order to evaluate whether the observed behaviours also appear in more complex

multivariable process systems.

Finally, future work could focus on detection and prevention. For example, anomaly
detection methods could be used to compare expected process behavior with
measured sensor values. This could help detect sensor-channel manipulation before it

causes unsafe physical consequences.
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7.6 Final Summary

The project demonstrated that MITM-style manipulation of sensor information can
have measurable physical effects on a simulated industrial control loop. In the tested
base configuration, the false injection attack caused the most severe impact, while
sensor manipulation caused a moderate impact and the delay attack caused limited
impact. However, the additional early-delay test showed that delay attacks can become
significant when introduced during the transient phase, which means that delay-based
sensor manipulation should be evaluated with respect to both delay length and attack
timing.

The sensitivity analysis showed that the severity of the attacks depends strongly on
attack parameters and controller settings. Therefore, the results should be interpreted
as valid for the tested simulation model and parameter ranges, not as universal

conclusions for all industrial control systems.

The main conclusion is that cybersecurity in industrial control systems should be
evaluated not only by whether communication is compromised, but also by how the
compromised information affects the physical process. Understanding this connection

is important for improving the safety and security of cyber-physical systems.
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Appendix A: Source Code Repository

The complete Python source code, generated figures, and CSV output files are
available in the project GitHub repository.

Repository link:
https://github.com/mhd-wisam-albaysoumi/cyber-physical-mitm-analysis

The repository includes the implementation files for the water tank simulation, the
attack scenarios, the base comparison, and the sensitivity analysis. It also includes
generated output files such as figures and CSV result tables.

The main source code files included in the repository are:

- water_tank_mitm_simulation.py

- comparison_with_attack_metrics.py
- delay_attack_analysis.py

- false_injection_attack.py

- combined_attack_comparison.py

- sensitivity_analysis.py

The GitHub repository is public and includes the source code, generated figures, CSV
result files, and README instructions. The repository is included as part of the
thesis material so that the implementation and results can be reviewed and

reproduced.

The software should be understood as a simulation tool for physical impact analysis
of sensor-channel manipulation. It is not a real network-level cyberattack tool and
does not perform packet interception, ARP spoofing, PLC communication, SCADA

communication, or industrial protocol manipulation.
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