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ABSTRACT ARTICLE HISTORY
With municipalities increasingly digitising and sharing data, the Received 3 December 2024
complexity and risks of cyberthreats are growing, requiring stronger Revised 17 September 2025
local government cybersecurity measures.  Inter-municipal Accepted 16 December 2025
collaboration (IMC) has been identified as a key strategy to enhance

- . . L . KEYWORDS
cybe.rs.ecu.rl.ty, and this study examines its impact on Sy\{edlsh Cybersecurity; local
municipalities. A survey was conducted across all municipalities to government; inter-municipal
assess the extent of IMC, and a Cybersecurity Index (CIX) was collaboration; public service
developed to measure their cybersecurity efforts. Our analysis resilience; policies; Sweden
evaluates cybersecurity strategies at different collaboration levels.
However, the results show that while IMC is widespread, its
expected benefits in strengthening cybersecurity are not empirically
supported, even for smaller municipalities. The study also highlights
risks to public service resilience when municipalities become overly
dependent on collaboration. Given the reliance on unproven
collaborative solutions, these findings suggest a critical re-evaluation
of IMC strategies in municipal cybersecurity management.

1. Introduction

Large amounts of sensitive information about both individuals and infrastructure are
managed by municipalities throughout the world. Local authorities are digitising
rapidly, with IT systems and technologies being developed to automate service oper-
ations and establish new channels of communication with citizens (see Gasco Hernandez
2024; Kuhlmann and Heuberger 2023). This development creates a range of new chal-
lenges for municipalities.

One such major challenge is that, as municipalities increasingly engage in data sharing
to enhance public service delivery, they must balance the benefits of transparency with
the risks of cyberthreats (Caldarulo, Olsen, and Feeney 2024). Unfortunately, this also
means that, much like any other entity in today’s digital world, municipal administrations
are vulnerable to information security risks and cyberattacks (Norris et al. 2023; Norris and
Mateczun 2022). These threats may come from actors seeking to harm specific municipa-
lities or society at large, or those that want to alter, destroy, block or access sensitive
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information (Caldarulo, Olsen, and Feeney 2024). Given these heightened security risks
associated with vital public services, it is crucial that municipalities are prepared and
that they establish concrete and effective policies and protocols to address cybersecurity
issues as they arise (Boholm, Berlin, and Karlsson forthcoming; Hatcher, Meares, and
Heslen 2020). There has recently been a notably significant growth in cybersecurity prac-
tices, although research specifically related to local government cybersecurity is still rela-
tively scarce (as noted by Preis and Susskind 2022; Sandstig, Boholm, and Berlin 2026;
Vestad and Yang 2023).

As self-governing entities, municipalities are generally responsible for organising their
own operations, including matters concerning preparedness and security. However, given
their widely varying capabilities, municipalities are facing formidable challenges. The
ability of municipalities to manage these tasks, which - at least in part - are advanced
and technical, varies greatly based on a number of factors. The size of the municipality,
available financial resources, geographical location, and access to relevant expertise are
among the factors that may influence their capabilities. This disparity presents a signifi-
cant obstacle, especially in the context of multilevel governance, where it is becoming
essential to ensure that all responsible units are well-equipped to fulfil their duties.

In navigating these capacity challenges - in cybersecurity as well as in many vital oper-
ational areas in local government — many municipalities have engaged in various forms of
inter-municipal collaboration (IMC)' (Teles and Swianiewicz 2018). Among other potential
benefits, advocates expect IMC to bring about economies of scale. Collaboration provides
opportunities to share key experts and for the joint development of policy tools (Bel and
Warner 2015) that might be useful in tackling cybersecurity threats. Collaborative relation-
ships also provide the possibility to learn from each other’s past experiences of cyber inci-
dents (Fusi, Jung, and Welch 2023). Zhen Li and Qi Liao (2018) have specifically highlighted
the establishment of collaboration mechanisms to pool government cybersecurity
resources and avoid unnecessary competition among agencies as a topic in need of
further research. Similarly, Donald F. Norris and Laura K. Mateczun (2022) emphasise the
critical role of partnerships in alleviating resource constraints in local government cyberse-
curity. They recommend collaboration not only with other municipalities but also with uni-
versities and regional organisations to enhance capacity and share expertise.

As we will see, the literature suggests that, while IMC is becoming increasingly common
across various operational areas, its success is by no means always guaranteed. The antici-
pated gains in terms of efficiency and quality might remain unrealised in certain scenarios.
Moreover, the effectiveness of IMC seems to vary depending on the operational area. For
example, areas linked to administrative systems and operational support, which do not
have the intricate political complexities of core municipal activities such as education
and social care, may stand a better chance of benefiting from coordination as IMC may
offer the possibility of sharing infrastructure, as well as relief from administrative and man-
agerial burdens, through the utilisation of professional management (Struk and Bako$
2021). If this is the case, managing cybersecurity would be an area that is particularly
suited for IMC, and especially for smaller municipalities that might not possess the resources
to manage security operations efficiently on their own (Hatcher, Meares, and Heslen 2020).

Taking into consideration the assumptions made in previous IMC studies, the aim of
this article is to examine more closely the dynamics of collaborative cybersecurity
efforts. Our primary aim is to investigate whether inter-municipal collaboration (IMC)



JOURNAL OF CYBER POLICY e 3

contributes to strengthening cybersecurity in local government. To achieve this, the study
focuses on two empirical research questions: Firstly, to what extent do municipalities col-
laborate on cybersecurity efforts? Secondly, does the extent and nature of such collabor-
ations contribute to enhancing the level of ambition in relation to cybersecurity in the
municipalities? In addressing the research questions, our study will focus on Swedish
local government, adopting a policy-focused perspective to highlight the municipalities’
strategic commitment and readiness to face both current and future cybersecurity
challenges.

The question of the prevalence of IMC in cybersecurity is a critical initial step in
examining the effects of such collaboration. To our knowledge, as of yet no compre-
hensive study has explored the extent of IMC in the cybersecurity field within a
national context. Charting the actual landscape of IMC in cybersecurity across
Sweden consequently represents a significant empirical contribution in its own
right. More importantly, however, without systematic knowledge of the prevalence
of IMC, research has lacked the empirical foundation necessary to assess its potential
impact. This article seeks to enhance our understanding and investigate whether this
type of prevalent strategy actually contributes to fortifying cybersecurity in municipa-
lities, moving towards a critical perspective on methodologies and a pathway to evi-
dence-based strategies that are effective.

The importance of security policies is frequently emphasised in the literature concern-
ing cybersecurity management (Azmi, Tibben, and Win 2018; Cram, Proudfoot, and D’Arcy
2017; Hatcher, Meares, and Heslen 2020). Norris et al. (2023) and Norris and Mateczun
(2025) emphasise that policy adoption and implementation are essential for local govern-
ments to be able to provide high levels of cybersecurity (Boholm, Berlin, and Karlsson
forthcoming). Moreover, the emphasis on taking concrete action to strengthen cyberse-
curity and monitoring the effectiveness of previous action plans is supported by various
frameworks (Atoum, Otoom, and Ali 2014; Azmi, Tibben, and Win 2018; Eloff and Eloff
2005).

To assess the level of ambition of Swedish municipalities in relation to cybersecurity
from a policy perspective, we will focus on their policies, action plans and risk assess-
ments. To facilitate this investigation and examine variations in approaches among muni-
cipalities, we have developed a Cybersecurity Index (CIX). This index is a novel contribution
made by this study, and it will serve as an indicator of the ambition and priority levels of
municipal cybersecurity. Additionally, we will employ data from a comprehensive survey
targeting Chief Information Security Officers (CISOs), or their equivalents, in examining
each municipality’s collaborative efforts in relation to cybersecurity. This approach not
only aids in understanding the scope of collaboration but, in conjunction with the CIX,
it also helps to explore the potential benefits of IMC for cybersecurity. By controlling
for relevant factors, we aim to determine whether the theoretical expectations surround-
ing IMC and cybersecurity enhancement hold true in practice.

2, Cybersecurity collaboration and IMC

A main theme in public management literature is that inter-organisational collaboration
in the public sector is desirable, even a self-evident virtue of advanced societies (Hudson
et al. 1999). Public authorities are also more and more dependent on collaboration within
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inter-organisational networks to deliver integrated digital public services (Wouters et al.
2023). The importance of collaboration has been particularly emphasised in the context
of cybersecurity (Azmi, Tibben, and Win 2018; Li and Liao 2018).

Cybersecurity is a domain where collaboration is often indispensable: the security of
individual organisations can impact others, specialised expertise is scarce, threats
evolve rapidly, and protective measures require continuous adaptation. Moreover, collab-
oration in cybersecurity is particularly dependent on the willingness of actors to share
sensitive information, which is both essential for, and often a barrier to, effective joint
action (Dunn-Cavelty and Suter 2009; Solansky and Beck 2021).

While municipalities are formally responsible for their own cybersecurity, research
shows that few organisations — particularly those with limited resources and capacity -
are able to sustain high levels of security on their own. As a result, many municipalities
depend on both other public authorities and private-sector actors for support. Public-
private partnerships (PPPs) have therefore become a mechanism for pooling knowledge,
sharing threat intelligence and coordinating protective measures (Dunn-Cavelty and
Suter 2009). Yet research also shows that such partnerships are not always functional
arrangements but often problematic (Carr 2016; Newlove-Eriksson, Giacomello, and Eriks-
son 2018). PPPs for cybersecurity are shaped by tensions between divergent interests
(Dunn-Cavelty and Suter 2009), with loyalty and professional networks playing an impor-
tant role in sustaining cooperation (Christensen and Petersen 2017). Analyses of national
cybersecurity strategies indicate that while PPPs are widely invoked, most states still
emphasise state-centric and domestically focused measures (Craig, Johnson, and Gallop
2022). Evidence from Ukraine further illustrates how PPPs can be crucial in practice,
enabling rapid and large-scale private-sector contributions to national cyber defence,
but also highlights challenges related to coordination, sustainability and diverging incen-
tives (Axon et al. 2024). More broadly, research on PPPs highlights that collaboration in
the field of cybersecurity presents a distinct set of challenges. These arise from the com-
bination of high technical complexity, the sensitivity and rapidly evolving nature of threat
intelligence, strong interdependencies across organisational boundaries, fragmented
roles and responsibilities, and the need for continuous political negotiation (Dunn
Cavelty 2025).

Within the broader collaboration literature, one of the most prominent and widely
studied forms of public inter-organisational cooperation is inter-municipal collaboration
(IMQ). Here, local authorities cooperate with each other in various ways as a strategy to
streamline and improve public services. Such collaboration may involve networking, infor-
mation-sharing, joint activities across technical and welfare sectors, and the pooling of
administrative and technical support. Notably, such collaborations also encompass initiat-
ives in the wider realm of e-governance (Helin 2020).

IMC emerges for several reasons (Erlingsson, Isaksson, and Persson 2021), with financial
motivations paramount as municipalities seek economies of scale to cut overheads and
administrative costs (Silvestre, Marques, and Gomes 2018; Tavares and Feiock 2018). A
related incentive is the rationalisation and heightened efficiency that derives from
large-scale operations, allowing municipalities to broaden their services and deliver
more at the same cost as previously. IMC is also a potential approach to tackling recruit-
ment challenges and, as with larger organisations, establishing a workforce with all the
essential specialist competence required (see Mattisson 2017; Meltzer 2024).
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However, studies examining the effects of IMC, especially in relation to these
objectives, have yielded mixed results. Some research has shown limited or no sig-
nificant effects in terms of quality, cost and efficiency (e.g. Dahlberg and Helin
2017; Elston, Bel, and Wang 2023; Luca and Modrego 2021). That said, where cost
savings from collaboration are limited, IMC may still have benefits in terms of
better service quality or access to services (Aldag, Warner, and Bel 2019). Further-
more, the number of partners in a collaborative effort or the form of the collabor-
ation can affect the benefits (Bldka 2017; Bldka, Jacobsen, and Morken 2023). If, for
example, the collaboration occurs in a project form, the advantages of cooperation
risk being confined to the project and not integrated into the regular activities of
the participating organisations (Lofstrom 2010).

Another challenge that may arise relates to asymmetries in collaboration, where
smaller partner municipalities may benefit from improved service quality but at the
cost of reduced decision-making autonomy, whereas larger host municipalities may
experience an adverse impact on service quality without changes in decision-making
autonomy (Arntsen, Torjesen, and Karlsen 2021).

Previous studies provide evidence that IMC facilitates the coordination of interdepen-
dent subjects and rationalises existing resources in e-government (Ferro and Sorrentino
2010). In the context of public service resilience, and specifically in the domain of cyber-
security, previous research has also suggested that IMC can improve the ability of local
authorities to address critical challenges (Elston and Bel 2023). However, it is likely that
the benefits of collaboration are dependent on the nature of the policy area or operations
(Baba and Asami 2020). Policymaking in more politicised areas may be less frequently del-
egated to other actors as local decision-makers often prefer close supervision and control
over such policies (Strebel and Bundi 2023).

This article adopts a policy-based approach to cybersecurity, and there are indeed
compelling reasons to anticipate that the development of policies by municipalities is pre-
dicated on cooperation and learning from other municipalities. The phenomenon of
public organisations developing their policies and strategies influenced by the work of
other, similar organisations is prevalent. This is known as horizontal policy diffusion in
the academic literature (Wasserfallen 2018), where the term ‘horizontal’ refers to the
exchange of ideas and practices between organisations at the same level (e.g. municipa-
lities or states), as opposed to ‘vertical diffusion’, which describes the influence of higher
levels of governance on lower ones. Examples of horizontal diffusion in municipal stra-
tegic planning include local climate initiatives (e.g. Schoenefeld et al. 2023), and the eSer-
vice sector (e.g. Cepparulo and Zanfei 2021).

However, while collaboration is often cited as a crucial aspect of cybersecurity in local
government that warrants further attention in the research (Li and Liao 2018), no empiri-
cal studies have yet examined the impact of IMC on cybersecurity initiatives. Based on
general findings in the IMC literature, collaboration likely provides access to expertise
and resources that enhance cybersecurity preparedness. It is also expected to facilitate
the development of policies and strategies through shared learning. Building on these
insights, we posit the following expectations:

H1: Municipalities engaged in IMC are more likely to have developed and implemented
cybersecurity measures.
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H2: The effects of IMC are expected to be stronger in smaller municipalities than in larger
ones, given their more limited internal resources.

These hypotheses guide the subsequent analysis of whether, and under what conditions,
IMC strengthens local governments’ cybersecurity policies and practices.

3. Methodology and the case of Sweden

In decentralised welfare states, as in the Scandinavian countries, the primary responsibility
for implementing essential societal functions lies with sub-national authorities. Alongside
Denmark, Sweden possesses the most expansive public sector within the OECD, and the
country has one of the most decentralised public administrative systems in the world,
with local and regional authorities shouldering a significant overall proportion of public
services (Erlingsson et al. 2025; Loughlin, Hendriks, and Lidstrom 2010; Montin 2015).
Approximately one third of Swedes’ personal income is channelled directly to local and
regional governance through taxes. Municipalities are responsible for healthcare and
social welfare, care of the elderly, childcare, primary and secondary education, and inte-
gration of immigrants. They also manage emergency services and firefighting, as well as
the continuous operation of critical infrastructure, such as electricity, water and sewage,
and public transport. The responsibility for these essential services is permanent, in both
normal times and during crises, highlighting the vital importance of municipalities from a
security and resilience perspective. Most, if not all, of these crucial public services and
systems are today facing cybersecurity threats.

A simple media search reveals hundreds of reported incidents of varying scale, yet it is
well known that many cases are never publicly reported, and that no national compilation
of municipal cyber incidents currently exists. The most widely publicised incident was the
Kalix ransomware attack in 2021, which paralysed numerous municipal systems — home
care, payroll, email, and internal networks — and forced staff to revert to analogue rou-
tines. This case has since been the subject of research (Holmstrém and Grofe 2025),
and the lessons learned are now widely used in training and knowledge development
across the local government sector. In 2024, in Bjurholm, Sweden’s smallest municipality,
a severe attack shut down almost all internal systems for several weeks. In 2022, the city of
Norrkdping was forced into crisis mode after detecting a serious intrusion: systems were
reset, all staff were required to change passwords, and analogue work routines were pre-
pared. Most incidents, however, are smaller in scale and receive less attention. A typical
example is the phishing incident in 2023 in Gislaved, where compromised credentials
were used to send fraudulent emails, but a swift response limited the damage.

A more recent case with particularly wide-ranging impact — and with important impli-
cations from a collaboration perspective - was the Miljodata attack in 2025. A breach
against this occupational health system provider simultaneously affected around 200
municipalities and regions, and highly sensitive personnel data were exposed. The inci-
dent starkly demonstrated how reliance on shared digital systems can create cascading
vulnerabilities, underscoring the policy dilemma between efficiency gains through joint
platforms and the systemic risks such dependence entails.

In Sweden, the responsibility for cybersecurity within the municipalities is regulated
through a combination of national legislation, policy documents and guidelines devel-
oped by various authorities. The primary responsibility for cybersecurity rests with each
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individual municipality, which are legal entities with significant autonomy. This autonomy
means that the municipalities themselves decide how to organise their work within the
framework of national laws and regulations. Municipalities’ responsibilities are expected
to further increase under a forthcoming Cybersecurity Act, through which the Swedish
government is preparing to implement the EU NIS2 Directive. It is proposed that the
Act will enter into force in 2026 (SOU 2024:18 Government bill under preparation). In par-
ticular, the law will tighten requirements for municipalities to establish documented rou-
tines and strategies for areas such as risk analysis, incident management and continuity
planning.

In the vast majority of municipalities, operational responsibility for coordinating infor-
mation security efforts, including cybersecurity matters, rests with a local Chief Infor-
mation Security Officer (CISO) (SKR 2019). In the Swedish context, CISOs are not
primarily technical practitioners but act as strategic managers who are typically directly
involved in drafting and implementing local cybersecurity policies, while formal approval
and oversight rests with senior management or elected representatives.

Swedish municipalities carry extensive responsibilities, but they also vary greatly in
their capacity to meet these demands. Small municipalities in rural areas face particular
challenges in responding to national requirements, while larger municipalities also
need to develop strategic solutions to streamline and make their organisations more
efficient. As a result, they have developed a strong and growing habit of using inter-
municipal cooperation (IMC) in a wide range of areas (Erlingsson, Isaksson, and Persson
2021; Meltzer and Weichselberger 2022). Swedish local government is therefore a particu-
larly suitable case for studying the relationship between IMC and cybersecurity efforts in
complex local administrations. IMC in the field of cybersecurity takes many forms — from
informal exchanges of experience, to lending personnel, to larger municipalities taking
over functions for smaller neighbours, and to joint municipal companies. Private firms
may also be consulted, typically in specialised areas or in connection with acute incidents,
but such reliance is less common than inter-municipal collaboration, which tends to serve
as a more permanent arrangement. Often, several of these modalities occur simul-
taneously. CISOs are normally central actors in such collaboration, whatever form it takes.

Conducting the analysis in Sweden offers several methodological advantages. All of
Sweden’s municipalities have the same responsibilities and operate within the same
legal structure, but they have widely differing conditions when it comes to size and
socio-economic factors. However, even the smaller municipalities are relatively large by
European standards, and Swedish municipalities have a high degree of autonomy in
deciding how to organise their operations.

3.1. Measuring levels of ambition in relation to cybersecurity - the
Cybersecurity Activity Index (CIX)

We will assess the municipalities’ levels of ambition with regards to cybersecurity by using
policy-based indicators, such as comprehensive security policies, action plans, follow-ups,
and the inclusion of cybersecurity in risk assessments. Given the rapid evolution of cyber-
security threats and technologies, our policy-focused approach evaluates how municipa-
lities are addressing current challenges and preparing for future threats (Norris and
Mateczun 2025).
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This approach also considers the integration of cybersecurity into the general manage-
ment of IT and risk in the municipality (Soomro, Shah, and Ahmed 2016), highlighting its
role in municipal governance and operations. This holistic perspective —in line with Dunn
Cavelty, et al.'s (2023) emphasis on the social as well as technical dimensions of cyber resi-
lience - is crucial in understanding the prioritisation of cybersecurity within the broader
framework of municipal risk management and service delivery.

In the Swedish case, this broader governance environment is shaped by national stan-
dards and guidance. Swedish Civil Defence and Resilience Agency (MCF, formerly MSB)
issues binding requirements regarding policies for national authorities, but these do
not extend to municipalities. Instead, municipalities face strong expectations from
central government and professional norms to articulate strategic direction, adopt pol-
icies, conduct risk assessments, and evaluate activities. These expectations are reinforced
by international standards (e.g. ISO 27001) and MCF's national guidance, which mirrors
such standards. While voluntary, this creates a common framework that all municipalities
are expected to follow, though with substantial variation in how far they succeed in
meeting these expectations.

This study introduces the Cybersecurity Index (CIX) as a measure of the ambition and
priority given to cybersecurity in Swedish municipalities, as reflected by their cybersecur-
ity-related policies. CIX assesses the extent to which a municipality has implemented
various cybersecurity policies and whether cybersecurity is integrated into general pol-
icies for information technology (IT) and risk management.

CIX consists of six binary features, each assigned a value of 1 if met and 0 if not. The first
two features assess whether a municipality has information security policies at two levels
(Paananen, Lapke, and Siponen 2020): a ‘security programme policy’ outlining the stra-
tegic direction and scope of cybersecurity, and ‘issue-specific security policies’ for
usage and configuration of IT systems (Cram, Proudfoot, and D'Arcy 2017). In the
context of Swedish municipalities, there is no distinct terminology for these levels,
rather the term ‘information security policy’ is frequently used for general types of docu-
ments, and more specific types of policies are often referred to as an ‘instruction’ or
‘guideline’.

The third and fourth features of CIX assess whether the municipality has a documented
action plan and follow-ups for cybersecurity. This addresses whether the municipality has
developed concrete actions to strengthen cybersecurity and monitors the effectiveness of
previous action plans. Additionally, CIX evaluates whether the municipality deals with
cybersecurity issues in its IT policy and Risk and Vulnerability Assessment (RVA). By law,
Swedish municipalities are required to conduct regular RVAs that assess the risks associ-
ated with their activities and services (Hassel 2012). These latter two features determine
whether cybersecurity is integrated into the broader management of IT and risk within
the municipality (Soomro, Shah, and Ahmed 2016). The attention to cybersecurity
issues in IT policies and RVAs (or not) is operationalised by explicit reference to cyberse-
curity-related concepts (or the lack thereof), for example: ‘cybersecurity’, ‘information
security’, ‘data protection’ and ‘cyberattack’.?

Data for the CIX score was collected between October 2022 and April 2023 through
requests, sent by email, to all 290 municipalities in Sweden for their latest information
security policies, IT policies, action plans, and follow-ups, or their equivalents, whether
they had such documents in place, as well as their RVAs. After reminders (in some



JOURNAL OF CYBER POLICY 9

cases by phone), we received a response from every municipality. 14 municipalities (5%)
did not send us their RVA, citing security reasons.’

As a key dependent variable for our analyses, CIX is thus a composite measure asses-
sing municipalities’ commitment and prioritisation of cybersecurity based on a range of
indicators. The index is scaled from 0 to 6, with higher scores signifying more advanced
cybersecurity practices. Analysis of the CIX from 290 municipalities shows an average
score of 2.89 with a standard deviation of 1.26. The median score is 3, reflecting a mod-
erate level of cybersecurity readiness across the municipalities surveyed (Figure 1).

3.2. Measuring inter-municipal collaboration (IMC) - the main independent
variables

IMC can manifest in various forms and is influenced by national contexts and by the
specific policy area of cooperation. In the Swedish case, while there are some national
compilations of different types of collaborations, comprehensive statistics on the preva-
lence of IMC are not available. Additionally, a significant shortcoming is the lack of infor-
mation on the degree of intensity of IMC, i.e. how much municipalities actually support
each other and depend on one another. Furthermore, there are no compilations of IMC
relationships in specific areas like cybersecurity, necessitating separate data collection.
This study employs data from a survey sent to all CISOs or their equivalents across
Sweden’s 290 municipalities. The survey was carried out in the spring of 2023. Although

100

75

50

25

Frequency (number of municipalities)

0 2 4
Cybersecurity Index (CIX)

Figure 1. Histogram of the Cybersecurity Index (CIX). Note: This histogram displays the distribution of
CIX scores among the 290 Swedish municipalities, overlayed with a normal distribution curve for com-
parison. The CIX distribution appears roughly symmetric, as evidenced by the skewness value of — 0.02
and a kurtosis of 2.66, indicative of a platykurtic tendency. This symmetry is substantiated by the
Shapiro-Wilk test (W =0.997, p=0.8759) and the skewness and kurtosis test (x> =1.64, p =0.44),
both of which imply that the CIX distribution does not significantly deviate from normality. This sup-
ports the use of CIX as a variable suitable for parametric analysis in regression models.
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the practical aspects of the survey were managed by the Swedish Association of Local
Authorities and Regions (SALAR, Swedish: SKR) and its statistics division, we developed
most of the questions asked in the survey. We received comprehensive replies from
256 municipalities, equating to an 88% response rate. Of these, 203 (70%) provided com-
plete answers to the question relating to IMC that will be used in this study. The two-part
question had the aim of assessing the level of assistance provided by the municipality to
others, as well as the extent to which it depended on cybersecurity assistance from other
municipalities. Both questions employed a three-tiered response scale indicating whether
the municipality did not engage in IMC, provided or received support from other munici-
palities ‘occasionally’, or was dependent on the support of others, or conversely, whether
other municipalities were reliant on its assistance. The combined responses to these two
questions offer an insight into the intensity of collaboration and the symmetry between
cooperating parties. The findings derived from these questions will be presented in the
first part of the results section below, addressing our first research question.

3.3. Contextual factors and model design

Our analysis will proceed in two steps. In the first step, we aim to discern which munici-
palities collaborate to varying degrees and identify determinants for whether such collab-
oration is asymmetric or balanced. In the subsequent step, we turn to our main question
of whether the degree of collaboration is associated with how advanced the municipali-
ties’ cybersecurity efforts are, as measured through our main dependent variable of CIX.
Additionally, it is especially relevant to test whether such a correlation is related to the size
of the municipality and whether the collaboration is symmetrical or not. To this end, we
also include an interaction model that explicitly tests whether the impact of inter-munici-
pal collaboration on cybersecurity ambitions varies depending on municipal size.

In both steps, it is essential to incorporate control variables. This ensures that the
effects we observe are credible and not spurious. A significant control variable relates
to the role of the CISO, specifically the extent of the CISO’s responsibilities based on
two questions from the survey: Does your municipality have a role tasked with coordinat-
ing or leading the overall information security efforts within the municipality as an organ-
isation?; and Approximately what proportion of their working hours does the person in this
role dedicate to information security work on average per week? Responses were received
from 233 municipalities (80%), 89% of which had a CISO. In certain metropolitan muni-
cipalities, multiple individuals may bear the responsibility for cybersecurity even though
a single officer is designated as primarily accountable. Contrastingly, in most smaller
municipalities, the CISO function is a part-time commitment for one person. For the pur-
poses of this analysis, we will use the time allocated to CISOs as an independent vari-
able. Accordingly, the 11% of municipalities without a CISO will be assigned a value
of 0. Those representing the 33% who indicated 1-10 h will be assigned a value of
10, the 12% indicating 11-20 h will receive 20, the 8% indicating 21-30 h will receive
30, and the 30% indicating 31-40 h will receive 40. A minority who affirmed the pres-
ence of a CISO but remained non-committal about the time invested are categorised
with the median value of 30.

In addition, we have incorporated several potentially relevant control variables. These
variables comprise: taxable income per capita in 2023 (which serves as a robust indicator
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of the economic status of the population); the percentage of commuters in 2023 (indica-
tive of the degree to which the municipality as a whole relies on a larger nearby munici-
pality); unemployment rates in 2023; the population in 2020 (the variable is logged in
order to mitigate the impact of outliers); the number of IT professionals among the
daytime population in 2021 (which may potentially provide insights into the availability
of expertise in the field of cybersecurity); and changes in taxable income between 2021
and 2023 (as a measure of local growth, indicating whether the municipality’s economic
development is positive or negative).

4, Results

Our first research question delves into inter-municipal collaboration (IMC) within the
realm of cybersecurity: its extent, symmetry and explanatory factors. The analysis draws
upon responses from our survey of CISOs and thus relies on information directly from
the key individuals in each municipality with the most comprehensive knowledge on
this matter.

The question was formulated as follows: Municipalities can engage in various collabora-
tive relationships with other municipalities in their cybersecurity efforts. Which of the follow-
ing options best describes the municipality when considering the last three years? Responses
were solicited for Regarding the municipality’s support to other municipalities and Regard-
ing the municipality’s dependence on other municipalities.

Regarding providing support to others, the findings revealed that 20% of the munici-
palities indicated that they had not provided any support to other municipalities; 73%
provided support and practical assistance; while 7% disclosed that one or more other
municipalities are entirely or primarily dependent on the cybersecurity work carried out
by their municipality. Regarding dependence on support from others, the results
showed that 9% reported being entirely or primarily dependent on the information secur-
ity efforts provided by other municipalities, 67% occasionally seek support and practical
assistance, and 24% stated they had not received support from other municipalities in
their cybersecurity efforts.

Two primary facets emerge from these outcomes. Firstly, the overall extent of collab-
oration, irrespective of its direction, was assessed in a measure referred to henceforth as
the COL-score (which is short for collaboration). About 14% of municipalities reported no
collaboration at all, scored as COL =0; 16% indicated some level of collaboration (scored
as 1); while a substantial 63% indicated a moderate level of collaboration (scored as 2); 3%
of municipalities displayed a high level of collaboration (scored as 3); with roughly 4%
engaging in extensive and pivotal collaboration (scored as 4). Municipalities with COL
=4 rely fully on support from others, while, in turn, other municipalities depend on
their assistance. The mean COL-score across municipalities stands at 1.7, indicating a
general tendency towards moderate collaboration. The second inference pertains to
the degree of interdependence between municipalities and whether this relationship is
neutral or asymmetric (henceforth referred to as the AB-score). Based on the data, approxi-
mately 12% can be classified as Alpha municipalities, signifying that they provide more
support than they receive. Conversely, 8% can be termed as Beta municipalities, indicat-
ing they receive more support than they contribute. The vast majority, 80%, maintain a
reciprocal stance in their collaboration.
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In summary, our findings underscore the notable prevalence of IMC in Swedish muni-
cipalities regarding cybersecurity, with one in five municipalities actively participating in
collaborative efforts. Importantly, a substantial proportion of this collaboration is charac-
terised by symmetry, with municipalities mutually supporting and engaging with one
another. While there are instances of Alpha and Beta municipalities, the overarching
pattern remains one of symmetrical collaboration.

In the regression models presented in Table 1, we explore the factors shaping the
scope of IMC, as measured by the COL-score (Model A4, OLS regression), and the
degree of asymmetry in collaboration, as indicated by the AB-score (Model A2 for
Alpha municipalities, and Model A3 for Beta municipalities, both logit regression). In
the initial model (A1), we investigate the extent to which explanatory variables contribute
to explaining the presence of CISO and the extent of their workload. Subsequently, in the
following two models, where the COL-score and AB-score serve as dependent variables,
the CISO’s workload is incorporated as an independent variable. In addition, to address
the possibility that the effects of inter-municipal collaboration vary depending on the
size of the municipality, we include an interaction term between population size (log)
and the scope of inter-municipal collaboration. Both variables are mean-centred before
creating the interaction term. This allows us to test whether collaboration has a
different impact on municipalities of different sizes, while also reducing collinearity and
improving the interpretability of the coefficients.

The results in Table 1 indicate that the presence and workload of a CISO can be signifi-
cantly explained by the factors included in the model (adjusted R*=0.31). Not surpris-
ingly, we find that CISOs are likely to have a heavier workload in larger municipalities.

Table 1. Explaining the CISO’s working hours (OLS regression: b-values and robust standard errors)
and the degree and nature of IMC (logit regression: log odds and standard errors).

CISO’s workload Alpha Beta The COL-score
(hours per week 0-40)  municipality (=1) municipality (=1)  (Scope of IMC 0-4)
Dependent variable OLs Logit Logit oLs
Model Al A2 A3 A4
Population 2020 (log) 40.96*** 1.74 —2.88 -0.23
(5.89) (2.32) (3.00) (0.50)
Taxable income per inhabitant 7.53 6.65* —1.34 —2.92%*
2023 (9.94) (3.02) (5.80) (0.89)
Commuters, share of —10.54** —4.34%* 3.08" 0.23
population 2023 (3.98) (1.52) (2.20) (0.31)
Unemployment 2023 -2.76 0.28 241 —0.39
(5.21) (1.70) (2.13) (0.40)
Rural municipality 0.77 —0.93 1.43 0.27
(3.10) (1.14) (1.01) (0.25)
Change in taxable income —9.40 -0.23 363" 0.60
2021-23 (7.41) (2.34) (2.21) (0.50)
Number of IT professionals/ 17.12% -0.94 —54.49 0.51
1,000 inh. 2021 (7.22) (3.35) (39.37) (0.50)
CISO - share of full time (0-1) - 0.08 —1.817 0.47*
(0.94) (1.10) (0.22)
Constant 15.32%* —-2.31 —4.61* 1.68%**
(4.72) (1.51) (1.87) (0.34)
Adj R? 0.31 0.09
Pseudo R? 0.19 021
N (number of municipalities) 233 202 202 214

Standard errors in parentheses, T p <0.10, * p < 0.05, ** p < 0.01, *** p <0.001.
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Additionally, controlling for this variable shows that the workload of CISOs is inversely
related to the municipality’s reliance on neighbouring municipalities, as indicated by
commuting patterns. The presence and workload of CISOs also correspond with the pro-
portion of IT professionals in the local labour force.

The models explaining the likelihood of municipalities being classified as Alpha or Beta
have pseudo R? of 0.19 and 0.21 respectively. The results show that commuting data is a
valid predictor of Alpha or Beta status. Municipalities with a lower share of commuters are
more likely to be Alpha, while those with a higher share tend to be Beta. This underlines
the fact that municipalities in close proximity to larger dominant neighbours often find
assurance in their support. Moreover, economically more prosperous municipalities
often fall into the Alpha category. A marginal effect, significant only at the 0.10 level,
suggests that municipalities with CISOs who have a lower workload are more likely to
be Beta municipalities.

In Model A4, economically less advantaged municipalities exhibit higher levels of inter-
municipal collaboration. There is a slight, yet significant, positive effect of the CISO’s pres-
ence on the collaboration scope score, suggesting that municipalities with active CISOs
are inclined to collaborate more. This finding is notable, as it implies that the absence
of CISOs, or CISOs with lighter workloads, do not necessarily translate into a greater
need for collaboration among municipalities.

Although Model A4 shows relatively modest explanatory power, (adjusted R*=.09),
the findings are largely interpretable and meaningful. The validation of the collabor-
ation indicators confirms their usefulness in the subsequent critical phase of the
analysis. We proceed to address our second research question, exploring how the
extent and nature of inter-municipal collaboration (IMC) impact on municipalities’
cybersecurity aspirations.

The outcomes of this analysis are presented in Table 2. In the first model (B1), we
explore the effects of our control variables on the Cybersecurity Index (CIX). In the
second model (B2), we introduce the IMC indicators alongside the control variables, allow-
ing us to observe how the results evolve and test our hypothesis. Finally, Model B3 incor-
porates an interaction between municipal size and the scope of IMC.

The results presented in Table 2 demonstrate that our explanatory variables in Model
B1 explain 12% of the variance in the CIX. A substantial correlation is apparent between
the size of a municipality and how advanced its cybersecurity initiatives are; larger muni-
cipalities have notably progressed further in their cybersecurity pursuits. In contrast,
municipalities facing high unemployment rates tend to have lower CIX scores, and some-
what surprisingly, the same trend is observed in municipalities with economically pros-
perous populations. Additionally, there is a moderate, yet significant, positive impact
caused by the presence and workload of CISOs on the CIX, although the effect is less
marked than anticipated.

Model B2 provides the test of our first hypothesis (H1). Once collaboration indicators
are introduced, however, the results are striking; neither the scope nor the symmetry
of inter-municipal collaboration shows any discernible association with cybersecurity
ambitions. Model B3 extends this analysis by testing our second hypothesis (H2)
through an interaction between municipal size and collaboration. The interaction is not
statistically significant, indicating that the absence of an IMC effect applies across muni-
cipalities regardless of size. Taken together, these findings suggest that collaboration, at
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Table 2. Explaining the level of ambition of Swedish municipalities’ cybersecurity efforts (CIX-index),
OLS-regression (b-values and robust standard errors).

Dependent variable cix
Model B1 B2 B3
Population 2020 (log) 2.82%%* 2.98%**
(0.64) (0.75)
Taxable income per inhabitant 2023 —2.18% —2.75" —2.76"
(1.07) (1.52) (1.53)
Commuters, share of population 2023 0.31 0.36 0.34
(0.40) (0.51) (0.50)
Unemployment 2023 —-0.84" —1.20* —1.16*
(0.50) (0.54) (0.54)
Rural municipality =1 -0.18 -0.11 -0.12
(0.27) (0.33) (0.33)
Change in taxable income 2021-23 0.40 0.53 0.52
(0.64) (0.68) (0.69)
Number of IT professionals/1,000 inh. 2021 1.20 —0.89 —0.83
(0.82) (0.74) (0.74)
CISO - share of full time (0-1) 0.54* 0.50" 047
(1.86) (1.57) (0.30)
Alpha municipality =1 —-0.06 —-0.08
(0.26) (0.26)
Beta municipality =1 -0.30 —-0.30
(0.36) (0.36)
COL-score - Scope of IMC 0-1 0.23
(0.42)
Population 2020 (log, centered) 3.00%**
(0.76)
Scope of IMC (centred) 0.20
(0.41)
Population x Scope of IMC -1.70
(2.69)
Constant 1.97%** 1.97%* 3.12%**
(0.44) (0.48) (0.52)
Adj R? 0.12 0.12 0.12
N (number of municipalities) 233 202 202

Standard errors in parentheses, T p <0.10, * p < 0.05, ** p < 0.01, *** p <0.001.

least in its present form, does not enhance municipalities’ cybersecurity ambitions,
whether in smaller or larger local governments.

4.1. Control analyses and limitations of the study

When expected effects are not observed in an analysis, it naturally raises questions about
potential deficiencies in the model, or the variables used. Measuring the degree and
nature of IMC in a specific field like cybersecurity across an entire country presents
inherent challenges. These include identifying metrics that adequately capture the com-
plexity of municipal collaboration and accurately represent ambition levels in cybersecur-
ity. Such methodological difficulties likely explain the absence of previous studies
investigating the impact of collaboration on municipal cybersecurity efforts. Conse-
quently, we lack a body of prior research with which to compare our findings directly.
To address these challenges, we undertook additional control analyses. This included
testing various alternative models, adjusting control variables, and exploring different
formats of key variables. One such test examined the potential for horizontal policy
diffusion by correlating municipalities’ CIX scores with those of their neighbours.
However, no consistent correlations were identified, suggesting that horizontal
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diffusion is not a significant factor in explaining variations in municipal cybersecurity. Fur-
thermore, in relation to H2 we conducted robustness checks examining potential moder-
ating effects of key municipal characteristics, including size, urban-rural classification, and
other contextual factors. These analyses revealed no significant interaction effects
between IMC and these variables, nor any consistent patterns suggesting that collabor-
ation enhances cybersecurity efforts in specific types of municipalities.

While these findings highlight the methodological difficulties inherent in studying IMC,
they also underscore the robustness of our chosen approach. Our metrics, though not
exhaustive, are independently measured and grounded in established policy-based
frameworks. Within the regression models, they demonstrate a reasonable degree of
interpretability in relation to the explanatory factors included. Ultimately, we believe
our method provides a reliable and valid foundation for analysing the relationship
between IMC and cybersecurity.

5. Conclusions and discussion

The aim of this study has been to investigate whether IMC contributes to strengthening
cybersecurity in local government. We formulated two hypotheses: H1, that IMC would
increase the likelihood of municipalities developing cybersecurity measures, and H2,
that such effects would be stronger in smaller municipalities. Our analyses, however,
did not support either hypothesis.

The main conclusions of the analysis are clear and unequivocal: Swedish municipalities
do indeed collaborate extensively with each other on cybersecurity issues. In most cases,
this collaboration is reciprocal, i.e. they both provide and receive support in equal
measure, even though there are notable asymmetrical exceptions, with some municipa-
lities fully dependent on others.

However, none of the anticipated positive effects of IMC on the levels of ambition that
municipalities have for cybersecurity, as measured by our policy-based index CIX, were
observed, and this was even the case for smaller municipalities, where IMC was expected
to be most beneficial.

The results of our study regarding the non-existent collaboration effects contribute to
the existing body of literature on IMC. It has often been pointed out that, on occasion,
parts of this field are overly optimistic in tone, with many making the presumption that
collaboration always results in positive outcomes. Our findings thus resonate with a
more critical and nuanced segment of the literature on IMC, which underscores potential
challenges and limitations inherent in collaborative efforts, and outlines several con-
ditions that must be met for success (e.g. Blaka 2017; Blaka, Jacobsen, and Morken
2023; Dahlberg and Helin 2017; Elston, Bel, and Wang 2023; Lofstrom 2010; Luca and
Modrego 2021). Furthermore, the literature on IMC has primarily focused on the effects
of collaboration in terms of cost reduction and efficiency (Silvestre, Marques, and
Gomes 2018; Tavares and Feiock 2018). Other types of effects have been studied to
varying degrees. This study contributes to the IMC literature pertaining to an area
where previous studies are largely lacking: the effects of collaboration in relation to
policy development and quality management.

Although experienced researchers in the field of IMC, who are well-acquainted with its
complexities, may not find the results of this study particularly surprising, the results
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nevertheless prompt significant considerations for the sparse literature on municipal
cybersecurity (Preis and Susskind 2022; Vestad and Yang 2023). While this literature high-
lights collaboration as an important strategy (Fusi, Jung, and Welch 2023; Hatcher,
Meares, and Heslen 2020; Li and Liao 2018), the effectiveness of IMC has not been empiri-
cally examined in this context before. Given the high level of collaboration engaged in by
nearly all municipalities, our findings suggest a need to critically re-evaluate collaborative
strategies in municipal cybersecurity management.

The absence of positive impacts from IMC on municipal cybersecurity also emphasises
the necessity for a more critical examination of collaboration strategies from a resilience
perspective. It is reasonable to question whether it makes sense for municipalities to
prioritise collaboration rather than develop their own internal capacity for managing
cybersecurity. This is particularly relevant for IMC with asymmetric relations (cf.
Arntsen, Torjesen, and Karlsen 2021), where some municipalities have found themselves
entirely dependent on the support of others. The risk with all forms of collaboration is that
participation is voluntary, and there is a clear danger in relying too much on others who
are not obligated to help in critical situations.

However, an obvious caveat to consider is that collaboration might yield benefits
beyond those addressed by our policy-based cybersecurity index (CIX). While policies
and strategies are certainly widely emphasised as crucial tools for cybersecurity (e.g.
Norris et al. 2023), the work in this field encompasses far more than can be documented
and measured through policy-based indicators. This includes daily technical information
exchanges and informal contacts that enhance resilience, as well as backup capabilities in
times of crisis. Future research should therefore delve deeper into how IMC can contribute
to these aspects, ideally through in-depth qualitative case studies.

Notes

1. The literature on IMC interchangeably uses the terms ‘cooperation’ and ‘collaboration’ to indi-
cate the interactions between municipalities. In this article, we will consistently use ‘collabor-
ation’ (although many of the studies we refer to prefer ‘cooperation’) to emphasise the
concrete, action-oriented nature of the interactions we are examining, differentiating from
potentially less tangible forms of cooperation.

2. A list of over 100 search terms resulted in the Swedish equivalents of the following terms
being identified in IT policies and RVAs: ‘antivirus program’, ‘cyberattack’, ‘cybercrime’, ‘cyber-
criminal’, ‘cyber defence’, ‘cyberthreat’, ‘cybersecurity’, ‘data protection’, ‘data security’,
‘DDOS attack’, ‘disinformation’, ‘hacker’, ‘information security’, ‘IT attack’, ‘IT crime’, ‘IT inci-
dent’, ‘IT security’, ‘encryption’, ‘malware’, ‘phishing’, ‘ransomware’, ‘spam’, ‘trojan’, and ‘over-
load attack’.

3. For municipalities that did not provide their RVA, the CIX feature was coded as 0, treating
missing information as absence of the feature. As robustness checks, we also constructed ver-
sions of the index where the RVA feature was excluded altogether or where missing values
were imputed with the mean. All approaches yielded highly consistent results, and the
overall findings and interpretations remain unchanged.
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