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Summary 

The security of smart contracts deployed on Ethereum-based environments is a growing 
concern, especially as these contracts increasingly govern critical operations in decentralized 
applications. Traditional manual auditing methods are often time-consuming, error-prone, 
and insufficient to detect complex or deeply embedded vulnerabilities. This paper proposes 
an automated approach to detect vulnerabilities in Ethereum smart contracts through the 
integration of fuzzing and symbolic execution techniques. The framework combines prop-
erty-based fuzzing using Echidna with symbolic execution via Mythril and static analysis via 
Slither to enhance vulnerability coverage. The goal is to identify common vulnerabilities such 
as re-entrancy, integer overflows, access control misconfigurations, and unchecked external 
calls. A comprehensive evaluation is conducted on smart contracts sourced from open da-
tasets such as verified Etherscan repositories. The results are assessed based on detection 
accuracy, false positive and negative rates, code coverage, and execution time. This research 
demonstrates that combining fuzzing, symbolic execution, and static analysis in an automated 
pipeline provides a robust foundation to improve smart contract security in Ethereum eco-
systems. 
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Symbols and glossary 

DAI Decentralized Autonomous Stablecoin. is a decentralized, crypto-collateralized 
stablecoin pegged to the U.S. dollar at a 1:1 ratio. 

DApps Decentralized applications, are software programs that run on a blockchain 
network rather than on a centralized server. 

DeFi            Decentralized Finance, it refers to a broad ecosystem of financial services built 
on blockchain platforms, aiming to replicate and extend traditional finance 
(lending, borrowing, trading, insurance) without centralized intermediaries. 

LINK Chainlink Token, is the native cryptocurrency of the Chainlink decentralized 
oracle network, serving as the economic incentive layer that powers the system. 

USDC USD Coin is a centralized, fiat-backed stablecoin pegged 1:1 to the U.S. dollar. 
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1 Introduction 

Smart contracts are self-executing code segments deployed on decentralized blockchain 
platforms such as Ethereum. These contracts automate the execution of transactions 
and agreements without the need for intermediaries, ensuring trust and transparency 
across parties [1]. Unlike traditional server-based applications, smart contracts are dis-
tributed across the network and executed exactly as programmed. This architectural 
shift enhances decentralization but also introduces significant security concerns. Due 
to their autonomous and immutable nature, smart contracts are particularly sensitive to 
coding flaws once deployed, they cannot be modified, making any vulnerabilities per-
manent and potentially exploitable [1]. In contrast to traditional software systems that 
can be patched or updated post-deployment, a faulty smart contract remains un-
changed, potentially exposing user funds to risks indefinitely. High-profile incidents 
such as the DAO in 2016 and the Parity multi-signature wallet bug in 2017 have high-
lighted the severe implications of insecure smart contract code, leading to the theft or 
permanent loss of millions of dollars’ worth of Ether [1]. These events have spurred 
extensive research into automated techniques for pre-deployment vulnerability detec-
tion [2]. Smart contract security differs fundamentally from traditional software security 
due to the adversarial and economically incentivized environment in which contracts 
operate [3]. Traditional testing and static analysis tools are often insufficient for this 
domain. Tools such as Slither provide fast and precise static analysis [4], while Echidna 
and ContractFuzzer offer dynamic fuzzing capabilities to simulate real contract usage 
patterns [5] [6]. Meanwhile, symbolic execution tools such as Mythril and Manticore 
analyse possible execution paths and identify deep logical errors without requiring con-
crete inputs [5] [7]. Despite these advancements, most tools function in isolation and 
cover only subsets of known vulnerability classes. Static analysers may raise false posi-
tives due to over-approximation, while fuzzers can miss deeply nested logical flaws due 
to input randomness and limited path coverage [2] [8]. Moreover, most research has 
focused on either fuzzing or symbolic execution in isolation [3], leaving the integration 
of these complementary techniques underexplored. 
 

1.1 Motivation 
The security of smart contracts is a critical concern in blockchain-based systems, par-
ticularly on Ethereum where decentralized applications (dApps) manage significant fi-
nancial value without centralized oversight. Unlike traditional software, smart contracts 
are immutable once deployed. Any vulnerabilities in the code, become permanent and 
exploitable, with no possibility for direct updates or patches. This immutability trans-
forms coding errors into potentially irreversible and costly threats. 
  
     Moreover, smart contracts operate under a trustless execution model, meaning they 
autonomously enforce agreements without intermediaries. This self-governing nature 
amplifies the consequences of bugs, as they can be directly exploited with financial con-
sequences. Adding to the challenge, most contracts are open-source and publicly visible 
on the blockchain, which expands the attack surface and allows malicious actors to 
study the code for weaknesses before launch. 
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     The implications of such vulnerabilities are severe, as demonstrated by high-profile 
incidents like The DAO hack and the Parity wallet exploit. These events caused losses 
in the millions and eroded user trust in decentralized systems. Consequently, pre-de-
ployment security analysis is not just a best practice, it is a necessity with high stakes. 
  
     This study focuses specifically on ERC-20 smart contracts, the most widely used 
token standard in the Ethereum ecosystem. Their standardized structure, ubiquity in 
decentralized finance (DeFi), and extensive real-world adoption make them ideal for 
systematic analysis. By targeting ERC-20 contracts, the research addresses security is-
sues that are both technically relevant and broadly impactful, with findings that can 
inform the safety of thousands of existing and future applications. 
  
     Given the increasing adoption of blockchain technologies and the growing com-
plexity of smart contracts, there is an urgent need for more robust, automated vulnera-
bility detection methods. This thesis responds to that need by evaluating and integrating 
fuzzing, symbolic execution, and static analysis, these are three distinct approaches that, 
when combined, offer improved coverage and reliability in uncovering critical security 
flaws. 
  
     To effectively address these challenges, the study adopts a multi-tool approach by 
integrating three well-established vulnerability detection tools: Slither, Echidna, and 
Mythril. Each of these tools offers complementary strengths that contribute to a more 
complete security evaluation. Slither performs rapid and broad static analysis, identify-
ing a wide range of Solidity-specific patterns and code smells. Echidna applies property-
based fuzzing to dynamically test smart contracts and demonstrate real-world exploita-
bility through runtime verification. Mythril uses symbolic execution to exhaustively ex-
plore execution paths, enabling detection of deep logical vulnerabilities that might evade 
other techniques. By combining these tools, the research seeks to enhance detection 
accuracy, minimize false positives and false negatives, and provide a comprehensive 
security assessment that no single tool can achieve in isolation. 

1.1 Problem Statement 

There exists a research gap in combining symbolic execution and fuzzing into a unified 
analysis pipeline capable of comprehensively detecting critical vulnerabilities in 
Ethereum smart contracts. Without such integration, developers and auditors face chal-
lenges in achieving high assurance and minimizing undetected threats before deploy-
ment [2]. 

1.2 Aim 

The aim of this thesis is to develop, apply, and evaluate a hybrid testing framework that 
integrates fuzzing, symbolic execution and static analysis techniques for Ethereum 
smart contracts. The intention is to improve detection accuracy and reduce both false 
negatives and false positives compared to using single analysis techniques. 
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The specific objectives include: 
1) Investigate and classify common vulnerabilities in Ethereum smart contracts 

using established taxonomies [9].  
2) Evaluate and configure leading analysis tools such as Echidna, Mythril and 

Slither.  
3) Implement a modular toolchain that integrates both fuzzing and symbolic exe-

cution.  
4) Conduct experiments on real-world contracts from public datasets (EtherScan 

and CoinGecko in this thesis) and analyse detection performance.  
5) Assess efficiency of the framework in identifying critical vulnerabilities with re-

spect to detection rate, false positive rate, and coverage metrics. 

1.3 Research Questions 

This study aims to explore the detection and distribution of vulnerabilities in ERC-20 
smart contracts by focusing on the capabilities and limitations of various analysis tech-
niques. The following research questions guide the investigation: 
 

1. How prevalent are key vulnerability patterns in deployed ERC-20 contracts? 
 

2. How do static, symbolic, and dynamic analysis tools compare in their detection 
rates and coverage? 
 

3. Which classes of vulnerabilities are most reliably uncovered by each technique? 

1.4 Contribution 

This study contributes a hybrid vulnerability detection framework combining fuzzing, 
symbolic execution and static analysis techniques, evaluated on a curated set of real-
world smart contracts. Benchmarks the performance of tools such as Echidna, Mythril, 
and Slither within a unified pipeline and identifies detection trade-offs and synergies. 
The research offers practical insights into improving security assurance for Ethereum 
smart contracts and aims to support the development of more robust analysis strategies 
for decentralized systems. 
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2 Background 

The rise of decentralized technologies has transformed the way digital systems handle 
trust, transparency, and automation. At the center of this transformation is blockchain, 
a foundational innovation that enables secure, distributed data management without 
centralized control. Among the various blockchain platforms, Ethereum stands out for 
its ability to support programmable logic and complex applications through smart con-
tracts. The following subsections provide an overview of Ethereum’s architecture, its 
smart contract ecosystem, and the tools and languages that support decentralized de-
velopment.  

 
Blockchain is a decentralized, tamper-resistant ledger technology that enables se-

cure recording of transactions across a distributed network without the need for a cen-
tral authority. It achieves trust through cryptographic validation and consensus mecha-
nisms, making it well-suited for applications where transparency, immutability, and au-
ditability are essential [10]. As shown in (Fig. 1), a blockchain is composed of blocks, 
each containing a list of confirmed transactions. 

 
 

Fig. 1. Ethereum blockchain with blocks as pages of confirmed transac-
tions. 

 
Ethereum introduced in 2015, is a blockchain platform that extends the capabilities 

of traditional blockchains beyond simple transactions. Unlike Bitcoin, which primarily 
functions as a digital currency, Ethereum incorporates a programmable execution en-
vironment known as the Ethereum Virtual Machine (EVM) [11]. This allows developers 
to deploy and execute smart contracts of self-executing code that runs deterministically 
on the blockchain, enabling complex decentralized applications (dApps) to operate 
without intermediaries [11]. 
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Smart contracts are self-executing pieces of code deployed on the blockchain [12]. 
They run deterministically and automatically enforce rules, making them ideal for de-
centralized applications (dApps), especially in decentralized finance (DeFi). The most 
common type of smart contract on Ethereum is based on the ERC-20 standard, which 
defines a set of functions and events for creating fungible tokens [13]. ERC-20 tokens 
support operations such as transferring tokens, checking balances, and managing allow-
ances between users [14]. The process of creating and deploying smart contracts on 
Ethereum follows a structured pipeline, as illustrated in (Fig. 2). 

 

 
 

Fig. 2. Life cycle of a smart contract in the Ethereum blockchain. 
 

ERC-20 is the original and most widely adopted standard for fungible tokens on 
the Ethereum blockchain. Each token is identical and interchangeable, much like tradi-
tional currency. ERC-20 is commonly used for cryptocurrencies, utility tokens, and vot-
ing tokens (e.g., USDC, DAI, LINK). Its basic functions include transfer, approve, bal-
anceOf, and others [10].  

 
Ether is the native cryptocurrency of the Ethereum blockchain and is used to power 

transactions and execute smart contracts [1]. 
 
Gas refers to the fee required to perform operations on the Ethereum platform. It 

is typically estimated based on the computational complexity of a smart contract. Dif-
ferent smart contracts require varying amounts of gas to execute specific tasks. The gas 
cost of a smart contract can be calculated using the following formula: Ether = Trans-
action Fee = Gas Limit × Gas Price [1]. 
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Solidity Language is Ethereum’s native smart contract programming language 
[15]. It is a high-level statically typed language with syntax inspired by JavaScript, Py-
thon, and C++. Solidity compiles to EVM bytecode and supports inheritance, modifi-
ers, events, and library linking. However, due to its flexibility and financial responsibil-
ity, even minor code vulnerabilities in Solidity can lead to irreversible financial loss [16]. 

 
Smart contracts have been the target of numerous attacks due to common vulner-

abilities and flaws such as: 
1) Re-entrancy: Allowing external calls before internal state changes, as ex-

ploited in The DAO hack [9].  
2) Integer overflows/underflows: Arithmetic errors in Solidity versions prior 

to 0.8.0 [12]. Unrestricted ‘self destruct‘: Permitting any user to delete a con-
tract and reclaim its Ether [17].  

3) Access control flaws: Improper use of ‘onlyOwner‘ or misconfigured per-
missions [1].  

4) Timestamp and block number dependencies: Using ‘block.timestamp‘ or 
‘block.number‘ for randomness or logic control [9].  

5) Unchecked low-level calls: Misusing ‘call()‘, ‘delegatecall()‘, and ‘send()‘ 
without handling return values [9] [18]. 

 
These flaws make thorough testing and security analysis critical before deployment. 
 
To address the risks associated with smart contracts, several automated detection 

tools have been developed like:  
 

• Slither: A static analysis framework that examines the Solidity source code to 
detect patterns related to known vulnerabilities, code smells, and best-practice 
violations [4].  
 

• Echidna: A property-based fuzzer that generates random inputs and boundary 
values to test invariants defined in Solidity functions [6]. Echidna is effective in 
catching runtime issues such as broken business logic and assertion violations 
[6]. 

 

• Mythril [19]: A symbolic execution engine for analyzing EVM bytecode. It sim-
ulates multiple execution paths using symbolic input to detect complex issues 
such as reentrancy, uninitialized storage, and dangerous call patterns [4]. 

 
Together, these tools enable both surface-level and deep analysis, and when used in 

combination, can significantly improve the detection coverage of smart contract vul-
nerabilities [20]. 

 

2.1 RELATED WORK 

The security of smart contracts on Ethereum has received significant academic and 
industrial attention, given their role in managing assets in decentralized systems. Nu-
merous frameworks and analyses have been proposed to detect and mitigate vulnera-
bilities in smart contract code. 
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2.1.1 Vulnerability Taxonomies  

Atzei et al. [9] developed one of the earliest structured taxonomies of smart 
contract vulnerabilities, categorizing them based on issues in the Solidity lan-
guage, The Ethereum Virtual Machine (EVM), and blockchain-level behavior. 
Their classification laid the foundation for modern automated security tools. 
Rodler et al. [21] extended this research by implementing run-time re-entrancy 
protection using Sereum, while Perez and Livshits [8] highlighted the gap be-
tween theoretical vulnerabilities and those actually exploited on-chain. 
 

2.1.2 Symbolic Execution and Static Analysis  

Luu et al. [19] introduced symbolic execution in the analysis of Ethereum 
through the OYENTE engine, which influenced the development of Mythril. 
Symbolic execution enables deep path analysis by representing inputs symboli-
cally rather than concretely, detecting vulnerabilities like re-entrancy and un-
checked external calls. In contrast, Feist et al. [4] developed Slither, a static anal-
ysis tool optimized for the detection of code patterns and speed, identifying 
issues such as shadowed state variables and expensive gas operations. Empirical 
evaluations [2] [22] confirm that, while static analysis tools offer breadth, sym-
bolic tools are stronger at controlling flow reasoning. 
 

2.1.3 Fuzzing and Dynamic Analysis 

Fuzzing, specifically property-based fuzzing, was introduced to smart contract 
security by tools such as Echidna [6], which checks user-defined assertions (in-
variants) through randomized input generation. Earlier work by Jiang et al. [5] 
and W¨ ustholz and Christakis [3] demonstrated how fuzzing could uncover 
runtime vulnerabilities like assertion failures and logic bugs. Fuzzing continues 
to evolve, with newer hybrid systems combining symbolic and greybox tech-
niques [22]. 
 

2.1.4 ERC-20 Compliance and Formalization  

The widespread use of the ERC-20 token standard [20] motivates research on 
both compliance and formal verification. Formal models of Solidity such as 
those by Zakrzewski [16] and Ethereum Foundation documentation [15] sup-
port reasoning about contract correctness but are not yet fully integrated into 
mainstream security tools. 
 

2.1.5 Evaluation Frameworks and Datasets  

Several empirical studies have contributed to benchmarking security tools. 
Durieux et al. [2] [22] analysed tool accuracy and overlap using large datasets 
SmartBugs. These evaluations consistently emphasize that no single tool detects 
all types of vulnerability, motivating the use of combined pipelines, such as the 
one proposed in this thesis. 
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The literature shows that symbolic execution is powerful but resource-intensive, 

static analysis is fast but noisy, and fuzzing is accurate but highly property-dependent. 
This thesis extends current practice by combining Slither, Mythril, and Echidna in a 
hybrid framework to improve smart contract security through multi-angle analysis. 
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3 Method  

The research adopts an experimental methodology structured into seven replicable 
steps, summarized in the following: 

 
1) Method Selection 

A literature review was conducted to identify current techniques and tools for 
smart contract vulnerability detection. Foundational studies by Atzei et al. [9], 
Durieux et al. [2], and others informed the selection criteria based on tool maturity, 
detection capabilities, and relevance in academic and real-world evaluations. The 
selected tools include:  
        

A) Fuzzing tools: Echidna [6]. 
B) Symbolic execution tools: Mythril [19].  
C) Static analysis tool: Slither [4].  

      
     These tools were chosen due to their ability to target a wide range of vulnera-
bilities, open-source availability, and their demonstrated success in prior bench-
marking studies.  
 

2) Environment Setup and Tool Integration 
The experimental environment was configured using the following tools and plat-
forms:  

A) Smart contract development: Solidity.  
B) Fuzzing, symbolic execution, and static analysis: Echidna, Mythril, and 

Slither.  
C) Development and scripting: Python, VS Code, WSl, Powershell.  
D) Containerization: Docker to ensure isolated and reproducible environ-

ments.  
      This configuration provides a controlled testing infrastructure for the imple-
mentation, execution, and analysis smart contracts under various conditions.  
 

3) Dataset Preparation  
To evaluate the detection framework, smart contracts were ERC20 standards con-
tracts collected from two primary sources:  

• Etherscan [23]: Verified and publicly deployed contracts from the 
Ethereum mainnet. 

• CoinGecko [24]: A curated collection of contract addresses, which we used 
to fetch the corresponding source code from Etherscan.  

  
Our target dataset consisted of many addresses of contracts based on the ERC-20 
standard, written in pure Solidity and sourced via Etherscan and CoinGecko. 

 
4) Fuzzing Testing Execution  

Fuzz testing was applied using Echidna which is a property-based fuzzer that tests 
contracts against developer defined invariants using randomized input [6]. This 
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tool was configured to generate high volumes of inputs targeting external contract 
functions, seeking invariant violations and behavioural anomalies. The specific 
functions targeted are summarized below:   
 

• Integer overflow (transfer no overflow) 
 Ensures that any invocation of transfer or transferFrom never produces an 
unsigned integer wraparound on balances. 

• Approval frontrunning (approve no frontrunning) 
 Guards against race conditions in the ERC-20 approval mechanism by assert-
ing that changing an existing allowance cannot be exploited via interleaved 
calls. 

•  Zero-address transfer (no transfer to zero) 
 Verifies that any attempt to transfer tokens to the zero address (0x0...0) is cor-
rectly reverted. 

• Reentrancy (no reentrancy)  
Confirms that no function protected by the nonReentrant modifier can be 
reentered mid execution, eliminating classic reentrancy exploits. 

• Supply manipulation (constant supply)  
Checks that the total token supply remains immutable after any sequence of 
valid token operations (i.e., no unauthorized minting or burning). 

 
5) Symbolic Execution 

 Analysis Symbolic execution was carried out using Mythril which employs sym-
bolic analysis to detect unguarded calls, arithmetic bugs, and reentrancy issues [19]. 
This tool simulates execution with symbolic variables, allowing exhaustive path 
analysis to detect deeply embedded logic vulnerabilities. 
 
      The complete process of data collection, environment setup, and analysis is 
illustrated in (Fig. 3). 
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Fig: 3. Overview of the experimental pipeline for smart contract vulnerability de-

tection. 
 

6) Performance and Metric Evaluation 
 The tools were evaluated using the following metrics:  
 

• Detection Accuracy, Percentage of known vulnerabilities detected.  

• False Positive or false negative rate, Proportion of incorrectly flagged vulnera-
bilities. These metrics provide a multi-dimensional perspective on tool perfor-
mance in both controlled and real-world scenarios.  

 
7) Documentation and Visualization 

 The experimental results will be presented using tables and charts that summarize 
and visualize vulnerability types, detection outcomes, and tool performance. All 
findings will be analysed and interpreted in relation to the research questions and 
overarching objectives of the thesis. To ensure a focused and meaningful evalua-
tion, we began by identifying key vulnerability classes based on the taxonomies 
proposed in [9] and [19]. 
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4 Results and discussion 

This section presents the outcomes of our experimental audit of 395 ERC-20 contracts 
using the three complementary tools Slither (static analysis), Mythril (symbolic execu-
tion), and Echidna (property-based fuzzing). We then interpret the findings in the con-
text of our research questions: 
  

1) How prevalent are key vulnerability patterns in deployed ERC-20 con-
tracts?  

2) How do static, symbolic and dynamic analysis tools compare in their de-
tection rates and coverage?  

3) Which classes of vulnerabilities are most reliably uncovered by each tech-
nique? 

 
      A total of 395 Solidity smart contracts were selected and analysed using three auto-
mated vulnerability detection tools: Slither, Echidna, and Mythril. These contracts were 
carefully curated from a broader dataset of over one thousand smart contracts collected 
from open repositories: Etherscan and CoinGecko. Only contracts written purely in 
Solidity were included in this evaluation, while those containing mixed formats (e.g., 
JSON, Vyper) or improperly structured files were excluded to maintain consistency and 
compatibility with the analysis tools.  
 
       The results of all the tests conducted in controlled isolated environment, and they 
are presented using charts and tables in the following key points, ensuring clarity and 
effective visualization. 
 

A. Vulnerability Detection Overviews  
The presented comparative bar chart (Fig. 4) illustrates the differences among 
the number of vulnerable contracts detected by each tool. Slither identified vul-
nerabilities in the largest number of contracts (319), followed by Mythril (156), 
and Echidna (144).  
 
        Slither, as a static analysis tool, excels at quickly scanning code patterns 
and identifying syntactic and semantic security issues. Mythril, utilizing symbolic 
execution, was effective at detecting deep logical vulnerabilities. Echidna, a 
fuzzing-based property tester, had the lowest detection count but offered higher 
confidence in real exploitability due to dynamic testing.   
 
     These differences align with each tool’s analytical capabilities: Slither’s 
breadth of pattern recognition, Mythril’s deeper execution path tracing, and 
Echidna’s runtime property testing. 
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Fig. 4. Number of smart contracts with detected vulnerabilities by each tool. 
 

B. Detection Distribution by Tool 

• Echidna Detection: The first pie chart (Fig. 5) shows the distribution of 
detection outcomes for Echidna. Vulnerabilities were detected in 36.5% of 
contracts, while 58.7% were analysed with no findings. The remaining 4.8% 
could not be fuzzed due to issues such as incompatible constructors or un-
supported syntax. These results highlight Echidna’s selectivity and its effec-
tiveness in identifying vulnerabilities through runtime invariant violations. 
 

 
 

Fig. 5. Detection distribution of smart contracts analysed by Echidna 
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• Mythril Detection: The other pie chart (Fig. 6) shows the distribution of 
Mythril’s detection results. 51.9% of contracts were f lagged with at least 
one vulnerability, while 47.8% passed without issues. The remaining 0.3% 
could not be processed. Mythril demonstrated strong performance in iden-
tifying issues such as unchecked external calls, integer overflows, and po-
tential reentrancy paths. 
 

 
 

Fig. 6. Detection distribution of smart contracts analysed by Mythril. 
 

  

• Slither Detection: The last pie chart (Fig. 7) illustrates Slither’s high de-
tection rate, 80.7% of contracts contained one or more detectable vulnera-
bilities, while 19% showed clean scans, only 0.3% failed analysis. This re-
inforces Slither’s advantage in pattern-based analysis and its comprehen-
sive rule set for detecting Solidity-specific anti-patterns and any found is-
sue. 
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Fig.7. Detection distribution of smart contracts analysed by Slither. 
 

 
C. Tool Complementarity and Coverage  

The results demonstrate that each tool detects a different subset of vulnerabili-
ties. While there is some overlap, the tools often catch distinct issues. For ex-
ample: Echidna validates logical correctness through fuzzing functions (Table 
3). Across all 395 contracts, Echidna property tests (five safety properties per 
contract) produced 1 880 individual checks. After grouping by contract, we 
found Echidna detected less vulnerabilities (Table 2). Mythril identifies execu-
tion-path vulnerabilities like re-entrancy (Table 4). Slither efficiently flags static 
issues such as visibility flaws and naming convention violations. This justifies 
the thesis goal of building an integrated analysis pipeline, where combining 
these tools increases overall coverage and reduces the chance of missing hidden 
vulnerabilities.  
 
     These results confirm that while each tool excels in different areas, Slither in 
breadth, Mythril in deep path analysis, and Echidna in runtime validation, their 
combined use offers significantly improved detection accuracy and resilience. 
The integrated pipeline not only expands vulnerability coverage but also reduces 
the likelihood of overlooking sophisticated or hidden attack vectors. This sup-
ports the thesis premise that hybrid analysis offers a more robust security eval-
uation than relying on a single tool. 
 
     Tables 3 and 4 present results from Echidna and Mythril, respectively, but 
differ in how vulnerabilities are represented. Table 3 lists specific properties 
defined and tested using Echidna’s property-based fuzzing. These are custom-
defined runtime conditions that reflect expected safe behaviours of ERC-20 
contracts (e.g., transfer_no_overflow, approve_no_frontrunning). In contrast, 
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Table 4 summarizes Mythril’s symbolic execution output using broader vulner-
ability categories (e.g., Reentrancy, Delegatecall, Overflow). While both tools 
target overlapping security concerns, their output differs in terminology and 
abstraction. For instance, Echidna’s no_reentrancy property corresponds to 
Mythril’s Reentrancy category, and transfer_no_overflow maps to Overflow. 
This structural difference reflects the distinct analysis strategies of the tools and 
does not indicate inconsistency in evaluation. 
 

TABLE 2. Tool Comparison Summary per flagged Contract  

  
Tool Contracts Flagged Strength Weakness 

Echidna 144 (36.5%) Concrete counterexamples 
Limited to specified 
properties 

Mythril 156 (39.5%) Symbolic exploitability 
Solver timeouts / false 
negatives 

Slither 319 (80.8%) Broad code-style checks 
High false-positive 
rate 

 
 

TABLE 3.  Vulnerability detection results by Echidna 

 
Vulnerability Property Contracts Flagged % of 395 

Integer overflow (transfer_no_overflow) 58 15.4 % 

Approval frontrunning 

(approve_no_frontrunning) 
39 10.4 % 

Zero-address transfer (no_transfer_to_zero) 31 8.2 % 

Reentrancy (no_reentrancy) 26 6.9 % 

Supply manipulation (constant_supply) 15 4.0 % 

Test did not run  19 4.8 % 

 
 

TABLE 4.  Vulnerability detection results by Mythril 

 
Vulnerability Type Contracts Flagged  

Reentarncy 41  

Delegatecall 38  

Violation 23  

Overflow 21  

Access control 11  

Unchecked 8  

Error handling 5  

Race condition 4  

Gas Limit/DoS 4  

Selfdestruct 1  
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Vulnerability Type Contracts Flagged  

Total 156  

      
D. Observations on False Positives and Performance 

 Slither showed the highest false positive rate, largely due to its tendency to 
report issues regardless of their severity. Echidna had the lowest false positive 
rate, as it only flags vulnerabilities when specific properties are violated during 
execution. Mythril, while generally accurate, occasionally misidentified control 
flow vulnerabilities, particularly in contracts with complex fallback functions or 
proxy patterns. 

4.1 Performance Evaluation 

The effectiveness of the proposed multi-tool vulnerability detection pipeline was eval-
uated using key software analysis metrics across 395 Solidity smart contracts. The met-
rics used include detection rate, false positive rate, code coverage, and execution time. 
Each tool Slither, Mythril, and Echidna was assessed both individually and in combina-
tion to analyse their strengths and limitations. 

 
Detection Coverage  
This coverage is defined as the percentage of smart contracts in which each tool iden-
tified at least one vulnerability:  
 

• Slither detected vulnerabilities in 80.7% of contracts, the highest among all tools. 
This reflects its pattern-based static detection and wide coverage of Solidity-specific 
code smells and anti-patterns.  

• Mythril flagged vulnerabilities in 51.9% of contracts, showing strong performance 
in symbolic analysis of control-flow and execution paths.  

• Echidna, relying on user-defined fuzzing invariants, detected runtime violations in 
36.5% of contracts, demonstrating precision rather than breadth 
 
These results affirm the complementary nature of the tools, with Slither providing 

breadth, Mythril offering logic-depth, and Echidna validating actual exploitability 
 

 
False Positive and False Negative Analysis 

A manual review of a selected subset of tool outputs was conducted to assess the accu-
racy of the reported vulnerabilities. This review involved a detailed inspection of 10–15 
randomly selected smart contracts from the dataset, chosen to represent a range of 
complexity levels and contract sizes. For each tool, the flagged issues were manually 
compared against the contract's actual logic, structure, and compliance with the ERC-
20 standard. 

The criteria for the review focused on identifying: 

• False positives, where a tool flagged a vulnerability that did not exist or was 
not exploitable in context. 
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• False negatives, where a tool failed to detect an evident or known vulnerability 
present in the contract. 

• True positives, where a reported issue correctly matched an actual weakness 
in the contract logic. 

This evaluation allowed us to better understand the behaviour and limitations of each 
tool. 

Slither produced a higher false positive rate, particularly for visibility warnings and gas-
costly loops. This is expected for pattern-based tools, which favor safety over precision.  
 
Mythril showed moderate false positives and occasional false negatives, especially in 
contracts with deeply nested logic, where path exploration was truncated due to 
timeouts.  
 
Echidna showed the lowest false positive rate, as only confirmed violations of defined 
properties were reported. However, it suffered from false negatives when properties 
were too simplistic or failed to reflect full contract logic. 

 
Execution Time  
Average execution times were recorded for each tool across a random sample of 100 
contracts (table 1): 

 
 

TABLE 1. PERFORMANCE METRICS OF ANALYSIS TOOLS 
 

Tool Avg. Time per Contract Scalability 

Slither 3–5 seconds Very Fast 

Mythril 30–90 seconds Moderate (path explosion in 
complex contracts) 

Echidna 60–180 seconds (per property) Slower, runtime-dependent 

 
     Slither proved ideal for batch analysis and initial triage. Mythril was slower due to 
symbolic path resolution. Echidna’s runtime varied significantly based on test case com-
plexity and property depth. 
 
     The execution time results highlight the trade-offs between analysis depth and per-
formance across the three tools. Slither, with its static analysis approach that excludes 
runtime behavior and symbolic execution, demonstrated the fastest performance, aver-
aging only 3–5 seconds per contract. This makes it highly suitable for large-scale batch 
processing and rapid initial assessments, although its speed comes at the cost of higher 
false positive rates due to its pattern-based detection model. Mythril, leveraging sym-
bolic execution, required significantly more time (30–90 seconds per contract) due to 
the computational complexity of path exploration and constraint solving. This moder-
ate performance is expected, given its deeper semantic analysis, particularly in contracts 
with nested control flows. Echidna, which uses property-based fuzzing, was the slowest 
among the three, averaging 60–180 seconds per property. Its runtime is heavily influ-
enced by the number and complexity of defined properties, as well as the variety of 
generated inputs. While Echidna's slower execution may limit scalability, its runtime 
validation offers high-confidence results, especially for identifying logical or business-
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rule violations. These findings reinforce the complementary nature of the tools, balanc-
ing speed, depth, and accuracy to address diverse analysis objectives. 
 
Code Coverage (Echidna only) 
Echidna outputs unique instruction coverage and input diversity metrics:  
• The average instruction coverage was 65% across contracts with properties defined.  
• The corpus size (unique test inputs maintained during fuzzing) ranged from 25–40.  
• Most properties were fuzzed through over 50,000 calls per contract.  
 
     This validates Echidna’s capacity to explore large parts of the state space, especially 
in simpler or modular ERC-20 implementations. 
 
Combined Effectiveness 
The integrated pipeline approach ran Slither first, followed by Mythril, then Echidna. 
This approach demonstrated the highest coverage and reliability. Contracts flagged by 
all three tools were typically confirmed to have critical, exploitable bugs. In contrast, 
contracts flagged only by Slither often required deeper manual inspection to determine 
exploitability. 
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5 Conclusion 

While the comparative analysis highlighted clear distinctions in the detection capabili-
ties and coverage of Slither, Mythril, and Echidna, it also emphasized the importance 
of integrating multiple tools to achieve more comprehensive vulnerability detection. 
The findings suggest that no single tool can address the full spectrum of smart contract 
vulnerabilities, particularly given the increasing complexity of decentralized applica-
tions. Therefore, combining static analysis, symbolic execution, and fuzz testing ap-
proaches can significantly improve detection accuracy and resilience against sophisti-
cated attack vectors. This integrated approach not only enhances audit robustness but 
also paves the way for more scalable and automated security solutions in Ethereum-
based ecosystems.  

Critical Discussion 

We evaluated the performance and effectiveness of three automated vulnerability de-
tection tools: Slither, Mythril and Echidna across 395 Solidity smart contracts. The re-
sults demonstrate that each tool offers unique strengths and limitations, underscoring 
the value of a multi-layered analysis pipeline or smart contract auditing.  
 
Tool Performance and Detection Behaviour  
Slither achieved the highest detection rate, flagging vulnerabilities in 80.7% of contracts 
(Fig. 4). This is attributable to its fast and comprehensive static analysis, which detects 
a wide variety of Solidity code patterns and anti-patterns. However, Slither’s broad net 
comes at the cost of a higher false positive rate, as it oft en indicates theoretical risks 
that may be benign in practice or mitigated in the context of the contract. 
 
       Mythril, using symbolic execution, detected vulnerabilities in 51.9% of contracts 
(Fig. 3), offering a deeper but more targeted analysis. It was especially effective at de-
tecting path-dependent issues such as unchecked external calls or unsafe delegatecall 
use, but struggled with complex stateful logic, occasionally timing out on nested execu-
tion paths.  
 
      The fuzzing-based approach of Echidna detected vulnerabilities in 36.5% of the 
contracts tested (Fig. 2). This result reflects the challenge of encoding high-quality test 
properties, as Echidna relies on developer-defined echidna invariants to explore pro-
gram correctness. Its dynamic analysis was more precise than the others, with the lowest 
false positive rate, but also suffered from false negatives when no invariant violation 
was triggered during testing. 
 
Patterns, Anomalies, and Research Implications  
False Positives vs. False Negatives: Slither’s high detection count likely includes many 
false positives, particularly related to access control, naming, and loop constructs. 
Mythril and Echidna, on the other hand, produced fewer alerts but potentially missed 
subtle vulnerabilities detected by Slither—validating Research Question 2: No single 
tool provides comprehensive vulnerability coverage. 
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Property Dependency in Fuzzing: The detection results of Echidna were directly cor-
related with the specificity and coverage of the encoded test properties. For example, 
its low reentrancy detection rate (˜ 6.9%) may indicate widespread use of reentrancy 
guards or reliance on trusted libraries in ERC-20 implementations, rather than a failure 
of the tool itself. This highlights the need to define nuanced and complete invariants 
when fuzzing contracts. 
 
Skipped Analyses and Tool Robustness: Each tool failed or skipped only 0.3% of the 
contracts, reflecting robust handling of typical Solidity constructs. However, the few 
failures suggest that corner-case language features or compiler mismatches still require 
manual inspection. 

5.1 Generalization of the result 

This research focused on a specific type of smart contracts which are ERC20-based 
contracts, and there are limitations related to the scope of the research, the capabilities 
of the tools, and the composition of the dataset that may affect the generalizability of 
the results. These are summarized as follows:  
• Fuzzing Property Scope: The Echidna analysis was limited to a core set of manually 
defined invariants. It did not cover certain ERC-20-specific vulnerability scenarios, such 
as token freezing, burn misbehaviour, or time-dependent exploit conditions. 
 
• Symbolic Execution Constraints: Mythril’s symbolic execution engine experienced 
timeouts or failed to fully explore execution paths in contracts with deeply nested logic 
or extensive loops. These limitations may have resulted in undetected vulnerabilities 
(false negatives). 
 
• Dataset Filtering: The analysis was restricted to contracts with verified, Solidity-only 
source code. Contracts using Vyper or with incomplete/JSON-encoded formats were 
excluded, which may have introduced selection bias and limited the diversity of vulner-
ability types observed.  

Future Work and Research 

This research presents a solid foundation for automated vulnerability detection in smart 
contracts; however, several areas offer potential for future enhancement:  

• Expansion of Fuzzing Invariants: The Echidna-based fuzzing frame-
work can be extended with a broader set of customized invariants targeting 
more complex vulnerabilities. Future efforts could include detection for to-
ken freezing, improper event emissions, misused approval mechanisms 
(e.g., ERC-20 front-running), and complex state transitions in time-locked 
contracts.  

• Tool Integration and Automation: While this study used a modular test-
ing pipeline, deeper integration among tools could allow automated triaging 
e.g., feeding Slither findings into Mythril or Echidna for confirmation. This 
would improve usability and efficiency for auditors.  
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• Multi-version Solidity Support: Compatibility issues with older or newer 
versions of Solidity (e.g., 0.4.x vs. 0.8.x+) occasionally required manual in-
tervention. A more dynamic compilation framework could automatically 
match each contract to its correct solc version, improving scalability.  

• Vyper and Cross-language Support: This study focused exclusively on 
Solidity. Extending support to contracts written in Vyper or other EVM-
compatible languages would enhance the applicability of the toolchain and 
allow for broader ecosystem evaluation.  

• False Positive/Negative Analysis with Ground-Truth Labels: Future 
work could involve validating tool output against a labelled dataset (e.g., 
from the SmartBugs benchmark suite) to quantitatively assess true/false 
positive rates, giving more precise insights into tool reliability.  

• Post-deployment Monitoring Tools: Most existing tools including those 
used in this study focus on pre-deployment analysis. Future extensions 
could explore runtime monitoring oracles to catch dynamic threats in live 
contracts, particularly useful in DeFi environments where threat conditions 
evolve post-deployment. 
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Appendix 

Echidna functions that can be used to test the ERC-20 contracts 
 
// Security properties 

// 1. Check for approval frontrunning vulnerability 
    function echidna_approve_no_frontrunning() public returns (bool) { 
        // First approve a small amount 
        erc20.approve(ATTACKER, 1); 
         
        // Then try to change it to a larger amount 
        erc20.approve(ATTACKER, 1000); 
         
        // Check if the approval is exactly what we set it to 
        return erc20.allowance(msg.sender, ATTACKER) == 1000; 
    } 

// 2. Test for integer overflows in transfers 
    function echidna_transfer_no_overflow() public returns (bool) { 
        uint256 balanceBefore = erc20.balanceOf(USER1); 
        uint256 maxVal = 2**256 - 1; 
         
        // Transfer MAX_UINT to attacker 
        erc20.transfer(ATTACKER, maxVal); 
         
        // Check if balance hasn't overflowed 
        return erc20.balanceOf(USER1) <= balanceBefore; 
    } 

// 3. Check for re-entrancy vulnerability (basic check) 
    bool private locked = false; 
     
    function echidna_no_reentrancy() public returns (bool) { 
        require(!locked, "Reentrant call"); 
        locked = true; 
         
        // Call transfer, which could potentially call back into this contract 
        erc20.transfer(address(this), 1); 
         
        locked = false; 
        return true; 
    } 

// 4. Test for zero-address transfers 
    function echidna_no_transfer_to_zero() public returns (bool) { 
        // Attempt to transfer to zero address should fail 
        bool success = erc20.transfer(address(0), 1); 
        return !success; // Should return false for secure implementations 
    } 
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// 6. Tokens can't be minted/burned unexpectedly (supply changes) 
    uint256 initialSupply; 
     
    constructor(address _token) public { 
        erc20 = ERC20Interface(_token); 
        initialSupply = erc20.totalSupply(); 
    } 
     
    function echidna_constant_supply() public view returns (bool) { 
        return erc20.totalSupply() == initialSupply; 
    } 

// 7. Test for approval double-spend bugs 
    function test_transferFrom_after_approval(address owner, address spender, uint256 
amount) public { 
        if (amount == 0) return; 
         
        // Approve spending 
        bool approved = erc20.approve(spender, amount); 
        if (!approved) return; 
         
        // Try to spend more than approved 
        bool spent = erc20.transferFrom(owner, address(this), amount); 
        if (!spent) return; 
         
        // Try to spend again - should fail 
        bool spentAgain = erc20.transferFrom(owner, address(this), amount); 
        assert(!spentAgain); 
    } 

 

// PROPERTIES 

// 1. Total supply should never change 
    function echidna_total_supply_constant() public view returns (bool) { 
        return erc20.totalSupply() == initialSupply; 
    } 

// 2. Token transfers should conserve tokens 
    function echidna_balance_conservation() public view returns (bool) { 
        return erc20.balanceOf(USER1) + erc20.balanceOf(USER2) + erc20.bal-
anceOf(DEPLOYER)  
               <= initialBalances[USER1] + initialBalances[USER2] + initialBalances[DE-
PLOYER]; 
    } 

// 3. Users cannot transfer more than they have 
    function echidna_no_transfer_more_than_balance() public view returns (bool) { 
        uint256 balance = erc20.balanceOf(msg.sender); 
        return balance > 0 ? true : true;  // We'll check this with instrumentation 
    } 

// 4. Transfer should properly update balances 
    function test_transfer(address to, uint256 amount) public { 
        address from = msg.sender; 



Degree Project for Master of Computer Science with specialization in Cybersecurity 
Short descriptive title of the work -  

Appendix 23 

        uint256 fromBalanceBefore = erc20.balanceOf(from); 
        uint256 toBalanceBefore = erc20.balanceOf(to); 
         
        if (from == to || amount == 0 || amount > fromBalanceBefore) { 
            return;  // Invalid test cases 
        } 
         
        bool success = erc20.transfer(to, amount); 
         
        // If the transfer succeeded, balances should update correctly 
        if (success) { 
            assert(erc20.balanceOf(from) == fromBalanceBefore - amount); 
            assert(erc20.balanceOf(to) == toBalanceBefore + amount); 
        } 
    } 

// 5. Approve and transferFrom should work correctly 
    function test_approve_and_transfer(address from, address to, uint256 amount) public 
{ 
        if (from == to || amount == 0 || erc20.balanceOf(from) < amount) { 
            return;  // Invalid test case 
        } 
         
        // Approve the spend 
        bool approveSuccess = erc20.approve(msg.sender, amount); 
         
        // If approve succeeded, transferFrom should work 
        if (approveSuccess) { 
            uint256 fromBalanceBefore = erc20.balanceOf(from); 
            uint256 toBalanceBefore = erc20.balanceOf(to); 
             
            bool transferSuccess = erc20.transferFrom(from, to, amount); 
             
            if (transferSuccess) { 
                assert(erc20.balanceOf(from) == fromBalanceBefore - amount); 
                assert(erc20.balanceOf(to) == toBalanceBefore + amount); 
            } 
        } 
    } 

 
 
 
Script to Run Mythril via Docker in WSL and pipe the results to a log file 
 

1: docker run --rm -v "$PWD:/code" mythril/myth \    # Run the Mythril analyser in a 
Docker container, mounting the current directory as /code 

2: myth analyse /code/$CONTRACT_PATH --solv $VERSION $MYTHRIL_FLAGS 
\          # Analyse the specified Solidity contract using the given compiler version and 
additional Mythril flags 
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3: 2>&1 | tee "$OUTDIR/mythril/${BASE_NAME}_mythril.txt"    # Redirect stderr 
to stdout and save results to a text file  

 
Script to Run Slither via Docker in WSL 

1: docker run --rm -v "$PWD:/code" trailofbits/eth-security-toolbox bash -c " # 
Run Slither in a Docker container using Trail of Bits’ security toolbox 

2: ` if ! solc-select versions 

3: solc-select install $VERSION # If not, install the specified Solidity version 

4: fi 

5: solc-select use $VERSION && slither /code/$CONTRACT_PATH 
$SLITHER_FLAGS # Set the compiler version and run Slither with flags on 
the contract 

6: `" 2>&1 | tee "$OUTDIR/slither/${BASE_NAME}_slither.txt"   # Redirect 
stderr to stdout and save results to a text file 

 
Script to Fetch Contract Source Code from Etherscan  

1: ADDRESS=$(echo "$ADDRESS" | tr -d '\r')    # Remove carriage return 
characters (\r) from the address string, which can occur if the input file uses 
Windows-style line endings. This ensures the address is clean and formatted 
correctly for API requests. 

2: URL="https://api.etherscan.io/api?module=contract&action=getsource-
code&address=$ADDRESS&apikey=$ETHERSCAN_API_KEY" # Con-
struct the request URL to fetch source code 

 
Script to Fetch Contract Source Code from Etherscan (continued) 

3: CONTRACT_NAME=$(echo "$RESPONSE"  | jq -r '.result[0].Contract-
Name') 

4: `SOURCE=$(echo "$RESPONSE" | jq -r '.result[0].SourceCode') 

5: BASE_NAME="${CONTRACT_NAME:-Contract}_$ADDRESS" # 
Construct a base filename using contract name or default 'Contract' plus ad-
dress 

6: echo "$SOURCE" > "contracts/$BASE_NAME.sol" # Save the source code 
to a .sol file in the contracts directory 

 


