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Abstract

This thesis investigates how Swedish municipalities are implementing
the 2025 national cybersecurity strategy, with a focus on identifying
organizational and resource-related barriers. A qualitative research
approach was adopted, five semi-structured interviews with cyberse-
curity staff were conducted. The study reveals that while municipalit-
ies recognize their essential role in Sweden’s overall cybersecurity
landscape, their ability to fulfil this role is hindered by fragmented
governance structure, resource constraints and insufficient national
support. The findings were analyzed in relation to the strategy’s three
pillars: systematic cybersecurity work (Pillar A), competence develop-
ment (Pillar B), and incident management (Pillar C). The study con-
cludes that effective local implementation requires more than stra-
tegic intent, it demands tailored national support and governance
models that reflect the diverse capacities of municipalities. These in-
sights contribute to the understanding of implementation gaps in pub-
lic sector cybersecurity and highlight the need for scalable, actionable
support mechanisms to bridge national goals with local realities.
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1 Introduction

Swedish municipalities play a significant role in managing and de-
livering essential societal services and critical infrastructure [1].
Although the threat landscape facing Sweden has grown increas-
ingly complex [2], cybersecurity efforts have not evolved at the
same pace. In today’s society, secure and reliable IT systems are
not merely a technical concern, they are essential for safeguarding
public trust. Citizens rely on municipalities for healthcare, educa-
tion and social support, much of which is managed through digital
systems. Cybersecurity is therefore a foundational element of
modern public administration.

In recent years, several Swedish municipalities have fallen vic-
tim to cyberattacks, both directly and in their digital supply chains
[3, 4, 5, 6]. It is clear that cybersecurity requires greater invest-
ment and prioritization, as two thirds of security professionals is
not taken seriously enough among municipal employees [7]. A
2024 report from the Swedish Civil Contingencies Agency (MSB)
found that 70.6% of Swedish municipalities lacked the basic com-
ponents of a systematic cybersecurity process. Key shortcomings
included limited leadership engagement, poor monitoring routine
and insufficient training evaluation [8].

Municipalities also face unique challenges that make policy im-
plementation difficult. They vary widely in size, resources and
technical maturity. Smaller municipalities, in particular, often lack
dedicated cybersecurity staff as well as the budget to invest in
long term resilience. At the same time, rapid digitalization out-
paces the development of governance structure, making it difficult
to manage cyber risks effectively. [9]

In response to this growing threat landscape, the Swedish gov-
ernment launched a new national cybersecurity strategy in March
2025 [10]. This strategy, aligned with the EU’s NIS2 directive, ex-
pands on Sweden’s previous strategy from 2017 and emphasizes
not only technical protections but also governance, coordination
and resilience.

While the strategy outlines a comprehensive vision, its success
depends on local implementation, particularly at the municipal
level. Although national frameworks lay out clear objectives, little
is known about how municipalities operationalize these goals. The
lack of empirical research into local implementation creates a sig-
nificant blind spot in current policy development and cyber risk
mitigation.
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1.1 Motivation

The gap between policy intent and municipal practice remains
poorly understood. Without a deeper understanding of the chal-
lenges faced at the local level, national cybersecurity goals risk to
become symbolic rather than transformative. Investigating these
challenges is therefore essential to support the realization of the
national strategy’s ambitions and to strengthen cybersecurity gov-
ernance across Sweden’s municipalities.

1.2 Purpose of the Study

The purpose of this study is to investigate how Swedish municipal-
ities are responding to the 2025 national cybersecurity strategy
and to identify the key organizational and resource-related barri-
ers to its implementation. In particular, it focuses on the three
strategic pillars outlined by the strategy:

e A) Systematic and efficient cybersecurity work

e B) Developed knowledge and competence within cyberse-

curity
e () Ability to prevent and handle cybersecurity incidents.

1.3 Research Question

The research question is as follows:

What are the key organizational and resource related barriers
Swedish municipalities face when implementing pillars A, B and C
of the new national cybersecurity strategy?

1.4 Contribution of the Study

This study contributes to the growing field of cybersecurity gov-
ernance by providing empirical insights into the local-level policy
implementation of national cybersecurity policy. While existing
literature often focuses on national strategies or technical solu-
tions, fewer studies have examined the practical realities of imple-
mentation at the municipal level. By identifying key organizational
and resource-related barriers thesis aims to contribute to the un-
derstanding of implementation gaps in cybersecurity policy. Ulti-
mately, the study seeks to bridge the gap between national ambi-
tion and municipal reality in cybersecurity implementation.

1.5 Scope and Limitations

This study focuses on Swedish municipalities and their implement-
ation of the 2025 national cybersecurity strategy. The analysis is
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limited to organizational and resource-related aspects and does
not include a technical assessment of cybersecurity systems. The
study does not attempt to evaluate the effectiveness of the national

strategy itself, but rather its practical implications at the muni-
cipal level.
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2 Background

This chapter outlines Sweden’s current cybersecurity governance
and its ambition moving forward. Emphasis is placed on the in-
creasing complexity of the threat landscape and the growing de-
mands placed on public sector actors. The roles of key national in-
stitutions in the field, as well as Sweden’s national strategy for cy-
bersecurity are explained. Focus is placed on municipalities,
which despite their critical role in delivering essential digital ser-
vices, face significant challenges in implementing systematic cy-
bersecurity work. The chapter concludes with a review of relevant
research, identifying organizational, cultural and resource-related
barriers that impact policy implementation.

2.1 Overview of Cybersecurity governance in Sweden

It is evident that the resilience and overall cybersecurity posture
of Sweden must improve at a faster rate than it is today. As stated
in a report from MSB [8], although there have been general im-
provements in cybersecurity in recent years, adversarial methods
are constantly becoming more advanced and sophisticated. This
fact leaves the actual security gap just as wide as it has been his-
torically, meaning that enhancements to security are moving too
slow.

According to the Swedish Security Service (Sakerhetspolisen),
the security situation in Sweden has changed rapidly the last few
years, resulting in a complex threat landscape. Cyberattacks have
become a key tool by foreign states, such as Russia, China and
Iran, which can use these tactics to destabilize Swedish society,
gather intelligence, and disrupt critical services [11]. Given the
NATO entrance, Sweden has further elevated itself as a target
[12].

Sweden’s national cybersecurity governance is shared among
several key actors. The Swedish Civil Contingencies Agency
(MSB) is responsible for coordinating society’s information and
cybersecurity efforts, providing guidance, and supporting both
public and private sector organizations in their systematic cyber-
security work [13]. The National Cybersecurity Center (NCSC),
established in 2020, plays a central role in strengthening
Sweden’s collective capacity to prevent, detect and manage cyber

11
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threats. The center acts as a collaboration platform that brings to-
gether relevant government agencies and the private sector to im-
prove Sweden’s overall cybersecurity posture [14].

In addition to MSB and NCSC, other key actors influence and
contribute to Sweden’s cybersecurity governance. Sverige Kom-
muner och Regioner (SKR) [15], the Swedish association of local
authorities and regions, plays an important role in supporting mu-
nicipalities and regions in their digital development and cyberse-
curity efforts. When it comes to cybersecurity, SKR works with
gathering and providing information about cyber attacks as well
as providing guidance for municipalities on how to work with
these issues [16]. Operational support for handling cyber incid-
ents is provided by another organization, CERT-SE. That is
Sweden’s national Computer Security Incident Response Team,
which is operated by MSB [17]. This organization supports both
public and private sectors in preventing and managing cyberse-
curity incidents, with a particular focus on critical infrastructure.
CERT-SE has a close collaboration with NCSC and plays a critical
role in strengthening Sweden’s overall cyber resilience.

The evolving threat landscape has placed significant pressure
on Sweden’s existing cybersecurity structures and actors to adapt
to the increasingly complex threat environment. However, as high-
lighted by both the Swedish Security Service [11] and the National
Defence Radio Establishment (FRA) [12], the pace of improvement
has not kept up with the evolving threats, leaving systemic vulner-
abilities unaddressed. In response to these challenges, the
Swedish government adopted an updated National Cybersecurity
Strategy in 2025, aiming to strengthen the country’s overall cyber
resilience by addressing these structural gaps and enhancing co-
ordination and preparedness across all levels of society [10].

2.2 National Cybersecurity Strategy

This section aims to provide context for Sweden's national
strategy for cybersecurity and its three strategic pillars, which
serve as a central point of reference in the study.

In March 2025, the Swedish government presented a new na-
tional cybersecurity strategy (2025-2029). The strategy aims to
strengthen digital resistance and protect essential societal func-
tions. This is an updated and extended version of the previous
strategy that was presented in 2017 due to the challenges of the
expanding digitization and evolving cyber threats [10].

It is stated in the strategy that many organizations, such as
smaller municipalities, lack sufficient preventive and systematic
cyber security measures, partly due to limitations in resources and
expertise [10].

12
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A broader and more integrated vision for how Sweden should
work to strengthen their cyber resilience is presented. The
strategy highlights the fact that cybersecurity is no longer a
merely technical issue but must be seen as a critical aspect of na-
tional security, societal resilience and public trust [10]. This show-
cases the need of embedding cybersecurity into all areas of gov-
ernance and public administration.

Central in the strategy are three strategic pillars, each with
defined goals:

e Pillar A: Systematic and efficient cybersecurity work

e Pillar B: Developed knowledge and competence within
cybersecurity

e Pillar C: Ability to prevent and handle cybersecurity incid-
ents.

Pillar A aims to increase Swedish cyber resilience by providing
organizations with the means to strengthen their systematic cy-
bersecurity, increasing security in digital supply chains and
products, and protecting critical systems and operations [10].

The goals of Pillar A collectively establish the foundation of a
more resilient and secure society by ensuring that cybersecurity is
a core part of both public and private organizations. Great em-
phasis is put on the NIS 2-directive, and for its requirements to
have an impact even on organizations that are not directly covered
by the directive. These goals highlight the importance of system-
atic and risk-based cybersecurity work, and that national support
in the form of regulatory guidance, sector-specific standards, and
state-provided tools that help organizations are needed in order to
achieve it [10].

The focus of Pillar B is raising awareness, developing and build-
ing competence in cybersecurity at all levels of society, as well as
promoting Swedish research, innovation and the secure applica-
tion of new technologies [10].

The goals under this pillar aim to further integrate cybersecur-
ity as an essential component across all levels of education, work-
force development, and technological advancement. The educa-
tional system plays a crucial role in sparking an interest in, and
supplying the fundamental knowledge about, cybersecurity. The
strategy envisions a long-term investment in education, from early
schooling to workplace training, ensuring that individuals across
society develop both awareness and practical skills in cyber hy-
giene and secure digital behavior. The public sector, private in-
dustry, and civil society are encouraged to collaborate on outreach
and training efforts, in order to foster a strong security-conscious
culture [10].

Pillar C aims to strengthen the ability to rapidly identify threats
and prevent cyber security incidents through effective information

13
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sharing, as well as to reinforce the national system for and cooper-
ation around incident management. The management of cyberse-
curity incidents involves identifying, responding to, and recover-
ing from incidents by being well-prepared, understanding what
has occurred, and evaluating whether the response was adequate.
In cases where cyber security incidents affect multiple countries,
international cooperation is crucial for effective incident manage-
ment [10].

Pillar C’s goals underline that effective incident management
relies not only on technical solutions, but also on collaborative in-
frastructures and shared situational awareness across multiple
sectors. The importance of having comprehensive systems in place
for reporting, analyzing and responding to cyber incidents is cent-
ral, as well as ensuring that public authorities are able to provide
timely and constructive feedback to affected organizations [10].

The strategy sets an ambitious and necessary direction; the
success is heavily dependent on how effectively local governments
can operationalize the directions. Municipalities are expected to
follow this new strategy and work proactive with risk management
and systematic cybersecurity work, a shift that may present both
organizational and technical challenges.

2.3 Municipalities’ role in Cybersecurity

Sweden’s public administration is highly decentralized, with 290
municipalities that are all responsible for providing a broad range
of essential services to the public. Healthcare, education and so-
cial care are just some examples [18]. Many of these services are
increasingly dependent on digital systems, making municipalities
critical actors in ensuring cyber resilience [10].

The municipalities of Sweden are autonomous, as determined
by the Swedish Local Government Act [19]. However, they are ob-
ligated to follow Swedish law and are expected to contribute to
national cybersecurity efforts. The Swedish Civil Contingencies
Agency (MSB) provides guidance and support to municipalities in
this area, but the implementation of cybersecurity measures re-
mains a local responsibility [8].

According to MSB, municipalities are responsible for ensuring
the continuity and security of services classified as “samhallsviktig
verksamhet” (critical societal functions), which must be main-
tained even under crisis. To ensure this, municipalities are expec-
ted to work systematically with risk management and cybersecur-
ity, aligning their efforts with EU directives such as NIS2 [13].

In the 2025 national cybersecurity strategy, municipalities play
an essential role in implementing the three strategic pillars at a
local level. The decentralized nature of Sweden’s public sector

14
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creates significant challenges for consistent implementation. Fur-
ther, municipalities vary widely in size, resources and technical
maturity, which will affect their capacity to engage in structured
cybersecurity work [16]. These structural conditions create im-
portant context for understanding the barriers to local implement-
ation of the national strategy, as further explored in the following
sections.

Even though it is clear that municipalities have a large respons-
ibility when it comes to Sweden’s cyber posture, MSB’s 2024 res-
ults report for “Cybersakerhetskollen” [8], which measures the
level of organizations' systematic cybersecurity work, ranked mu-
nicipalities as the actors within the public sector with the lowest
overall results. At the same time, municipalities are the group that
report a higher staff turnover, lack of personnel, lack of leadership
engagement and insufficient budget for cybersecurity.

As presented in Figure 1, 70.6% of Swedish municipalities fail
to reach MSB'’s base level of cybersecurity (Niva 1) and therefore
are lacking the basic elements of a systematic information- and
cybersecurity work. Areas where MSB [8] highlights that municip-
alities need improvements are following up and evaluating their
efforts when it comes to systematic cybersecurity work, staff train-
ing methods and their effectiveness, and processes for risk man-
agement.

These findings illustrate a significant gap between municipalit-
ies’ formal responsibilities for cybersecurity and their actual capa-
city to implement systematic security work. These challenges are
further examined in the following section, which reviews related
research on barriers to cybersecurity implementation in the public
sector.

2.4 Policy Implementation in Municipalities

This section reviews existing research on barriers to cybersecurity
implementation in the public sector, with a focus on organizational
and resource-related challenges relevant to Swedish municipalit-
ies. Several studies show that there are difficulties when public
organizations try to carry out national cyber strategies.
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Andreasson et al. [20] looks into how cybersecurity work is or-
ganized and carried out at Swedish administrative authorities. The
study is based on 17 semi-structured interviews with cybersecur-
ity staff and focuses on three main areas: organizational condi-
tions, information gathering for cyber situation awareness and ex-
periences with cyber incidents. The findings show that cyberse-
curity practices vary a lot between authorities. Some employees
have a strong mandate to act, while others mainly serve in an ad-
visory role without real power for decision-making. Management
support for cybersecurity also varies and can change quickly with

Niva

Figure 1. [8] The level (“Niva”) of Swedish municipalities’ sys-
tematic cybersecurity work.

new leadership. National level support, such as guidelines from
MSB, is seen as insufficient by many responders, especially for
smaller authorities that need more basic, hands-on help. The study
highlights that cyber situation awareness relies on a mix of intelli-
gence gathering, technical tools, organizational knowledge and
compliance with standards. However, the technical information is
often missing. Authorities experience a lack of clear communica-
tion, both internally and from a national level, which complicates
the cybersecurity work. Andreasson et al. [20] provide valuable
empirical evidence showing how complex and uneven cybersecur-
ity implementation is among Swedish authorities.

AlGhamdi et al. [21] conducted a systematic literature review of
60 studies to identify the challenges and success factors in imple-
menting information security governance. Their findings emphas-
ize that effective implementation depends on internal conditions
such as top management support, clearly defined roles and re-
sponsibilities, organizational awareness and alignment with stra-
tegic goals. The study argues that technical controls and formal
compliance are insufficient on their own, a strong security culture
and leadership commitment are critical. These insights suggest
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that for municipalities to successfully implement national cyberse-
curity strategies, internal governance structures and cultural
readiness may be more important than external requirements
only.

Similar themes are found in international research. Aman and
Al Shukaili [22] focus on the key factors that influence the develop-
ment and implementation of cybersecurity strategies in public sec-
tor organizations. Based on a literature review and semi-struc-
tured interviews with cybersecurity experts, they present a sys-
tematic classification of 31 essential factors grouped into six cat-
egories: organizational, cultural, legal/political, economic, tech-
nical and risk factors. Their findings show that successful cyberse-
curity work requires not just technical solutions but also strong
leadership, funding, compliance with laws, cultural change and
clear risk management strategies. They also show that many pub-
lic organizations lack systematic approaches across these areas,
which weakens their cybersecurity efforts. While Aman and Al
Shukaili [22] provide a valuable and structured overview of im-
portant factors for cybersecurity strategy implementation, their
study is focused on public sector organizations in Oman. This
means that some factors, such as political environment and re-
source allocation, may differ from the Swedish municipal context.
However, the general classification of challenges remains highly
relevant for understanding barriers in Sweden.

Frandell & Feeney [23] examine cybersecurity threats in local
governments through a sociotechnical lens, focusing on the inter-
action between technical capacity and organizational factors.
Based on survey data from 500 US municipalities, their study
shows that technical capacity, such as skilled personnel, appropri-
ate software tools as well as sufficient time for cybersecurity tasks,
are strongly associated with a lower number of cyber incidents.
Additionally, the study shows that local governments with more
centralized IT governance structures tend to experience fewer cy-
bersecurity issues, suggesting that coordination and oversight
play a significant role. These findings point to the importance of
internal capacity and structured governance in achieving effective
cybersecurity work at a municipal level.

Norling [24] examines digital transformation strategies in
Swedish local governments and identifies several organizational
factors that may also affect the implementation of national cyber-
security policies. The study finds that many municipalities display
a strong status quo bias, where strategy documents emphasize
continuity and technical upgrades over broader structural or cul-
tural change. Strategies often lack clear definitions, actionable
goals and measurable outcomes, which makes implementation
difficult to evaluate. Although terms such as digital capability and
public value are frequently used, they are rarely translated into
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operational plans. Norling’s findings suggest that similar barriers
might exist when municipalities are expected to implement na-
tional cybersecurity strategies, particularly when the strategy re-
quires long-term planning, coordination and organizational adapt-
ation.

Leadership, internal alignment and staff awareness are further
emphasized in a system review by Alassaf and Alkhalifah [25].
They explore the factors influencing compliance with information
security policies. Their findings show that internal factors, such as
leadership, training and awareness, play a more critical role in
driving compliance behavior than external mandates or formal
policies. This highlights the importance of organizational culture
and individual motivation, showing that technical controls and top-
down regulations are insufficient unless supported by strong in-
ternal alignment. These insights suggest that municipal success in
meeting national objectives likely depends on their internal capa-
city and leadership commitment, rather than on external pressure
alone.

Subban and Jarbandhan [26] discuss how cybersecurity should
be understood as an essential part of good governance in modern
public administration, and that governments must view it as one of
their basic responsibilities towards their citizens. They emphasize
the fact that cybersecurity is not merely a technical issue but
rather a question of good governance. They argue that protecting
digital services and the personal information of citizens require
accountability, transparency and strong public leadership. The
authors mean that cybersecurity work must be systematic and in-
volve both technical protection and organizational structures for
leadership and responsibility. It is highlighted that in this digital
age, citizens have the right to safe and trustworthy digital ser-
vices, and how governments must actively strive for protecting
these rights.

Furthermore, the authors stress the need for better coordina-
tion between public organizations and private actors when it
comes to ensuring a strong cyber resilience, in the sense of being
able to effectively identify, respond to and recover from security
incidents. Finally, their study reflects on the challenges that are
brought by rapid technological changes, thus making cybersecur-
ity an even more pressing matter [26].

In summary, the existing research points to a range of organiza-
tional and resource-related challenges that affect cybersecurity
implementation in organizations in the public sector. Although
some studies focus on national-level strategies or international
comparisons, they highlight important barriers such as lack of
leadership, unclear roles, insufficient funding, limited technical
capacity and weak internal coordination. However, a few studies
explore how these issues specifically affect the implementation of
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Sweden’s new national cybersecurity strategy at the municipal
level, leaving a gap that this thesis aims to address.
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3 Method

This chapter outlines the research design and methodological ap-
proach used in this study. It describes the data collection process,
participant selection, data analysis procedures and ethical consid-
erations. All to be able to answer the research question: What are
the key organizational and resource-related barriers Swedish mu-
nicipalities face when implementing the 2025 national cyberse-
curity strategy?

3.1 Research Approach and Design

This study adopts a qualitative research design to investigate how
Swedish municipalities are responding to the 2025 national cyber-
security strategy, with a particular focus on identifying organiza-
tional and resource related barriers to implementation. A qualitat-
ive approach was chosen due to the exploratory and interpretive
nature of the research question, which aimed to discover organiza-
tional, technical and resource-related barriers to strategy imple-
mentation. Rather than testing a hypothesis or measuring pre-
defined variables, the study aims to gain deeper understanding of
how municipal actors perceive and experience the implementation
of national policy in their local context.

The implementation of cybersecurity strategies is shaped by a
variety of local factors. These factors are often context-dependent
and complex and may not be adequately captured through quantit-
ative methods alone. A qualitative approach allows for more flexib-
ility in exploring these dynamics and enables participants to share
their experiences, challenges and interpretations in their own
words. By engaging directly with municipal staff, this research
design allows for an in-depth exploration of variation across muni-
cipalities in terms of strategy adoption, resource constraints and
internal governance.

Overall, this methodology is fitting to uncover the practical
realities and local interpretations that shape how national cyber-
security strategies are translated into action at a municipal level in
Sweden.

3.2 Literature Review Method

To provide a theoretical foundation for the study, a focused literat-
ure review was conducted. The aim of the review was to explore
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previous research on policy implementation challenges in the pub-
lic sector as well as cybersecurity governance at local and muni-
cipal levels. The literature search was carried out using academic
databases such as Google Scholar and Scopus. Reports from the
Swedish Civil Contingencies Agency (MSB) and the Swedish Se-
curity Service (Sakerhetspolisen). Keywords used in the search

” [

included combinations of: “cybersecurity governance”, “municip-
alities”, “cybersecurity strategy”, and “policy implementation”.

To ensure relevance, articles and reports were selected based
on a set of criteria. The sources should be focused on the public
sector, local governments or in a municipal context. To ensure rel-
evancy, it was also important that the sources were published in
the near time, this meant that previous research was limited to
studies published in the latest five years. A snowballing approach
was also applied, where reference lists of interesting articles were
reviewed in order to identify additional interesting studies [27].

The literature review provides a comprehensive understanding
of both the Swedish and international research landscapes. While
several studies address national-level cybersecurity strategies and
technical measures, limited research exists focusing on the muni-
cipal level, especially in a Swedish context. This gap reinforces the
relevance of this study.

3.3 Data collection

This section presents how the data collection for the study has
been carried out, describing the sampling strategy and process for
selecting participants. In addition, a framework for the interviews
conducted in the study is also presented.

3.3.1 Selection of Participants and Sampling Strategy

The ambition for the selection of municipalities for the study was
to base it on a purposeful sampling strategy to ensure diversity in
size and population as well as geographic location. However, due
to the studies limited time frame and the frequency of responses
from the initial contact with the municipalities, a convenience
sampling strategy was adopted, where the availability of the re-
spondents laid the foundation for the sampling [28]. The sampling
strategy targeted municipal employees responsible for IT security
or digitalization. In total, five interviews were conducted. The
number of interviews was chosen so that scope of the research
would be manageable within the timeframe, while still allowing a

Table 1. Respondent number, respondent’s role and approx-
imate population of the respondent’s municipality.

Respondent Role Popula-
# tion

1 Information Security Specialist ~10 000
2 Information Security Strategist ~100 000
3 Information Security Strategist ~50 000
4 IT and Digital Development Lead ~30 000




Degree Project for Master of Computer Science with specializa-
tion in Cybersecurity
Cybersecurity Governance in Practice - Method

meaningful comparison. Table 1 describes the roles of the re-
spondents and approximate populations of their municipalities, as
well as a respondent number.

3.3.2 Interview Method and Procedure

The main source of empirical data for the study has been semi-
structured interviews with individuals working with cybersecurity
within selected municipalities. The scope of official roles for the
interviewed respondents includes IT security personnel, IT man-
agers and CISO:s. The interviews had the goal of exploring current
cybersecurity practices and perceived obstacles in relation to the
new cybersecurity strategy. A semi-structured interview guide
with relevant questions was developed to ensure consistency
throughout the interviews while still offering a flexibility to follow
up on interesting revelations or questions.

Since the study addresses Sweden's cybersecurity strategy,
and the interviewees consist of Swedish municipal workers, it was
decided that the interviews would be held in Swedish. Translations
of themes derived from the interviews as well as the source mater-
ial were therefore done by the researchers themselves.

The interviews were all conducted using Microsoft Teams,
partly due to the varying geographical location of the inter-
viewees, but also in order to ensure consistency across the com-
plete set of interviews. The use of Microsoft Teams as a platform
for the interviews also allowed for a streamlined process in record-
ing and transcribing the collected material.

The time allocated for each interview was 45 minutes. Consid-
ering the semi-structured nature of data collection, the total time
for a given interview varied slightly depending on the depth of the
answers given and potential follow up questions. The interviews
varied from 25 to 50 minutes. An interview guide was followed
during the interviews to ensure consistency, see appendix A.

3.4 Data Analysis

Given the exploratory nature of this study, which seeks to under-
stand the organizational and resource-related barriers faced by
Swedish municipalities when implementing the 2025 national cy-
bersecurity strategy, thematic analysis was selected as the
primary method for data analysis. Thematic analysis is suited
when the aim is to identify, analyze and interpret patterns within
the qualitative data [29]. It offers flexibility in capturing both obvi-
ous and hidden themes, allowing a nuanced understanding of the
answers from the respondents. The flexibility is essential, as the
aim of this study is not only to present the municipalities’ inter-
pretation but also to uncover underlying challenges, perceptions
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and interpretations that influence their implementation of cyber-
security strategies.

An additional rationale for choosing thematic analysis is its ca-
pacity to combine deductive and inductive approaches, as outlined
by Fereday and Muir-Cochrane [30]. This flexibility was critical in
this research, as the study used the three strategic pillars of the
national cybersecurity strategy as a deductive framework, while
also allowing for an inductive process when deriving themes from
the participants’ narratives. This approach ensured that the ana-
lysis remained grounded in the empirical material, while maintain-
ing a clear correlation to the strategic framework.

3.4.1 Coding Process

The analysis followed a hybrid approach with both deductive and
inductive coding. For the deductive coding, initial codes were or-
ganized under the three strategic pillars outlined in the national
strategy (Pillar A, B and C). These served as primary categories to
guide the analysis and ensure that the study maintained alignment
with the framework. For the inductive coding, it allowed unexpec-
ted issues and narratives to emerge from the data. This ensured
that the analysis remained grounded in the participants’ experi-
ence and perspective, rather than just being strictly coded to the
framework.

The coding process followed a structured approach beginning
with familiarization with the data, during which all interview tran-
scripts were read multiple times to gain a comprehensive over-
view. This was followed by initial coding, where both descriptive
and interpretive codes were applied to the data. Based on these
codes, preliminary themes were formulated by grouping related
codes together. The next step involved reviewing these themes to
ensure their consistency and relevance across all interviews. Fi-
nally, the themes were refined and clearly defined, with careful
attention to ensuring that they accurately reflected the underlying
data.

Each of the strategic pillars were assigned unique focus areas.
For Pillar A, the analysis focused on structures, processes and gov-
ernance mechanisms in place. The analysis for Pillar B was related
to training, awareness level and skill development. Lastly, the ana-
lysis for Pillar C revolved around incident response capabilities,
preparedness and collaboration with external actors. Through the
iterative analysis, cross- cutting themes that impacted all three
pillars were also identified, such as leadership engagement and
resource allocation.
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3.5 Ethical Considerations

All interview participants were provided with information explain-
ing the purpose of the study, the data handling procedures and
their right to withdraw from the study any time. The respondents
were also informed that all responses would be anonymized and no
identifiable information about neither persons nor municipalities
would be disclosed. This approach aligns with established ethical
research principles emphasizing informed consent, confidentiality
and respect for participant autonomy [31, 32].

Interviews were recorded with participants’ consent, and the
audio recordings and transcripts are safely stored and accessible
only for the authors. The recordings were deleted directly after
the interviews had been transcribed. It was also acknowledged
that participants, due to the nature of their roles, might not be
able to disclose certain information related to internal security
measures or ongoing incidents. The interview questions were
therefore designed to focus on general practices and perceived
challenges, rather than specific details or confidential matters.
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4 Results

This chapter presents the empirical findings of the study, based on
the interviews conducted with representatives from Swedish mu-
nicipalities. The findings are based on five semi-structured inter-
views with cybersecurity responsible staff at different municipalit-
ies in Sweden. The results are structured thematically, reflecting
both the overall perceptions of cybersecurity work at the muni-
cipal level and the specific challenges identified in the implement-
ation of the national cybersecurity strategy. The chapter begins by
exploring the general perspectives on cybersecurity work in muni-
cipalities, providing insights into how cybersecurity is currently
understood, prioritized and organized at the local level.

This is followed by a detailed account of the challenges and bar-
riers to implementation, which are categorized into organizational
and resource-related challenges. These categories highlight the
internal and external factors that municipalities perceive as
hindering their cybersecurity efforts.

Subsequently, the key barriers are analyzed in relation to the
three strategic pillars of the 2025 national cybersecurity strategy.
This section presents the barriers identified in relation to system-
atic and efficient cybersecurity work (Pillar A), knowledge and
competence development (Pillar B), and the ability to prevent and
handle incidents (Pillar C). The chapter concludes with a summary
of key cross-cutting themes, highlighting recurring patterns and
overarching challenges that affect municipalities’ ability to imple-
ment the strategy effectively.

4.1 Perspectives on cybersecurity work in municipalities

The respondents described cybersecurity as a shared responsibil-
ity and emphasized the municipality’s role in safeguarding sensit-
ive information and upholding regulatory standards. The respond-
ents’ shared view is that municipalities are not isolated actors but
part of a broader national cybersecurity ecosystem. One of the re-
spondents described their municipality’s role as “a cog among
other cogs”, another respondent said, “We are a brick among all
the others that create stability.”, both emphasizing the collective
responsibility and need of municipalities to fulfil regulatory re-
quirements to avoid becoming a weak link.
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Several respondents emphasize their responsibility in protect-
ing sensitive data and ensuring critical public services, which posi-
tions municipalities as essential actors in national cyber resili-
ence. One of the respondents explained that they see cybersecur-
ity as an integrated strategic function rather than a technical task,
for example they work with cybersecurity awareness throughout
the organization and not only limited to the IT personnel. Another
respondent emphasized the importance of cross-functional collab-
oration, stating, “It’s important that we work together”. One re-
spondent stressed that cybersecurity work must be long-term and
grounded within the organization, saying, “It doesn’t help to bring
in external consultants, what they do disappears. It needs to be
integrated and sustainable”.

At the same time, cybersecurity is one of many parallel respons-
ibilities placed on the municipalities, as one respondent put it
“We’re supposed to run home care, educate, build infrastructure...
and also digitize at the same time”. Two other respondents have
similar thoughts, “Much of public service delivery originates at the
municipal level... if a municipality fails, no one else can take over.”
and “We’re not like healthcare or a company with a single core
task. We handle a full breath of responsibilities that must function
securely in both normal and crisis conditions”. This view under-
lines the weight of responsibility placed on local governments and
their need for autonomy in cybersecurity readiness.

In multiple interviews the respondents explain that nearly
every employee in the municipality handles and interacts with
sensitive data or digital systems, meaning that security needs to
be a shared responsibility across all roles. One respondent
stressed the importance of usability and routine in building cyber-
security culture: “It has to be easy for staff to do the right thing...
how to handle their email account, how to click on links”. Cyberse-
curity, in this view, must be embedded in everyday actions.

Among the respondents there was strong support for more
centralized solutions, with one respondent stating, “It’s nonsense
that 290 municipalities are expected to reinvent the wheel.”. The
respondent expresses the need for coordinated efforts and na-
tional tools to strengthen collective readiness.

These perspectives form the understanding of how municipalit-
ies approach the practical implementation of cybersecurity. The
efforts are not shaped only by internal organization capacity but
also by the national-level support, which is explored in the follow-
ing sections.

4.2 Challenges and barriers to implementation

The interviews revealed several challenges that municipalities
face in their efforts to implement effective cybersecurity practices.
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These challenges are grouped into three main categories that de-
rived from the thematic analysis: organizational challenges, re-
source-related barriers and external challenges. Each of these cat-
egories captures different aspects of the factors that hinder the
local implementation of national cybersecurity goals.

4.2.1 Organizational challenges

A common theme among the respondents was the difficulty of co-
ordinating cybersecurity work in decentralized organizations. Re-
spondents explained that it was hard to reach the entire organiza-
tion with information and create a unified practice across depart-
ments. This difficulty was explained with the wide variation in how
the staff engage with digital tools. Some employees work primarily
with digital systems, others may only interact with IT systems
sporadically.

One respondent noted that “It has to be easy to do the right
thing”, highlighting the importance of integrating security seam-
lessly into the daily routines for all staff. The decentralized nature
of Swedish municipal structure further complicates implementa-
tion of cybersecurity work. As one respondent said, “We need to
embed information security across the entire organization, it can’t
just be one department's task”.

Many respondents also reflect on the difficulty in maintaining
attention and engagement around cybersecurity in their organiza-
tions. The wide range of responsibilities handled by municipalities
means that cybersecurity is assigned to the IT department rather
than being embedded in broader governance structures.

The challenge of securing leadership engagement at all organ-
izational levels was also mentioned. While some respondents ex-
perienced strong top-level support, one respondent said, “They
want to lead, as long as they’re given the conditions to do so”,
meaning there is a challenge to align strategic management with
operational cybersecurity efforts. When discussing leadership en-
gagement, another respondent stressed the importance of educat-
ing people in leadership positions, expressing a desire for expan-
ded training initiatives held by national actors such as MSB.

4.2.2 Resource related barriers

All of the respondents identified limited resources, both financial
and human, as a major barrier to conducting systematic and ef-
fective cybersecurity work. While there is willingness to invest
more in this area, cybersecurity must compete with other high-pri-
ority demands such as elderly care, education and infrastructure.
As one respondent said, “We want to work on this, but we also
need to run home care, build things, and educate”. This tension
between long-standing municipal responsibilities and increasing
digital demands creates a strain on the available capacity.
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As one respondent noted:

Costs are often compared against each other; the
cost of a cybersecurity initiative might be equal to
that of hiring a teacher. An election is not going to
be won based on the fact that we want a new SOC-
service, but more likely on committing to in-
creased staffing in our schools.

Several respondents emphasized that the problem is not a lack
of awareness or interest, but rather a lack of time, staff and budget
to operationalize cybersecurity work. One respondent explained
that they were “Not many working with these tasks” and that time
for cybersecurity efforts is often down prioritized for more urgent
matters. Another respondent highlighted the impact of the eco-
nomic situation saying “The biggest challenge is resources. And in
the end, that means money”.

The shortage of competence was another key concern ex-
pressed, one respondent reflected over how IT work has become
more fragmented and specialized over time, making it harder to
maintain the necessary expertise internally. “You used to be a gen-
eralist and could manage just fine. But today, IT and cybersecurity
require more specialized knowledge and the area you work in be-
comes narrower each day”. This results in skill gaps that are diffi-
cult to compensate for, especially for smaller municipalities.

These findings demonstrate that resource-related barriers are
not only a matter of limited funding, but also reflect structural ten-
sions between digital ambitions, evolving cyber threats and the
reality of municipal capacity. The result is that cybersecurity work
is under-resourced, not because of the lack of engagement but due

Time Money Competence

W Number of respondents

Figure 2. The different resource related barriers identified.

to systemic constraints. Figure 2 describes the different resource
related barriers identified by the respondents.
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4.2.3 External challenges

While municipalities hold significant responsibility for implement-
ing cybersecurity at a local level, all respondents desire more sup-
port and guidance from a national level. The desire for clearer,
more actionable national direction was a recurring theme among
respondents. Respondents acknowledge the efforts from actors
such as MSB, SKR and CERT-SE in providing information, we-
binars and reports, but they emphasized that much of the support
is general or high-level.

In addition to the need for technical tools, respondents ex-
pressed a desire for stronger coordination in incident response.
One municipality noted that during incidents, they often had to
rely on private consultants, which was both expensive and ineffi-
cient. Another respondent had similar thoughts and talked about
the will to have national services, for example a Security Opera-
tions Center, that could help municipalities practically with their
cybersecurity work. Several respondents also expressed a lack of
structured collaboration with NCSC. While they take part in re-
ports, alerts and scans, they noted that ongoing and proactive en-
gagement is limited. Overall, a common theme among the re-
spondents was that a higher level of governance on a national level
would be welcome.

The findings point to a critical gap between national ambitions
and local reality. While national actors play an important role in
developing strategy and coordinating efforts, municipalities re-
port that the practical daily implementation of cybersecurity
policies often lack sufficient support, structure and communica-
tion from the top.

4.3 Key barriers identified across the three pillars

This section connects the previously identified challenges to the
three strategic pillars of Sweden’s 2025 national cybersecurity
strategy. The aim is to assess how barriers such as limited re-
sources, organizational complexity and lack of external support
specifically impact the implementation of each pillar.

4.3.1 Pillar A

The interviews indicate that municipalities face several barriers in
achieving systematic and efficient cybersecurity work, as outlined
in Pillar A of the national strategy. A commonly expressed chal-
lenge was the decentralized organization structure of municipalit-
ies. Respondents described difficulties in ensuring uniform cyber-
security practices across departments, partly because of the de-
centralized governance model and the significant variation in di-
gital work across roles.
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The decentralized organizational structure of municipalities is
a recurring theme in the interviews, with several respondents ex-
pressing that national actors often perceive municipalities as co-
hesive entities, failing to recognize their internal fragmentation.
This perception makes it difficult to design guidelines that can be
applied across all parts of the organization.

As noted in section 4.2.2, limited internal capacity also affects
the ability to follow up on governance processes within municipal-
ities. One respondent explained “We want to meet the targets out-
lined by MSB, but we don’t have the resources to get there”. An-
other respondent stated that they were “not so many working on
these tasks”, pointing to the high workload for the individuals re-
sponsible for cybersecurity implementation.

A recurring theme was the challenge of aligning ongoing opera-
tions with external regulatory frameworks such as NIS2. While the
respondents were generally aware of the strategic direction, they
expressed uncertainty regarding how to interpret and apply the
requirements in practice. As one respondent noted “We know
what we need to do, but coordinating that across all departments
is difficult, especially without more resources”. Several respond-
ents also discussed the difficulties in integrating cybersecurity
into areas such as continuity planning and preparedness. These
efforts were often described as fragmented or under-resourced,
which complicates the establishment of systematic cybersecurity
work.

Overall, the barriers linked to Pillar A reflect a combination of
structural challenges, limited resources and a gap between policy
and local implementation. While the intent to improve cybersecur-
ity is evident, the conditions required for systematic and efficient
implementation are often not in place.

4.3.2 Pillar B

All the respondents described ongoing efforts to strengthen cyber-
security awareness within their organization, and several reported
that awareness among employees has improved over the past few
years. Structured initiatives, such as regular training programs,
awareness campaigns and internal communication plans were
mentioned as contributing to this development. However, the gen-
eral view was that the level of competence remains uneven across
the organization.

A commonly mentioned challenge was the difficulty of reaching
staff who do not regularly work at a computer. One respondent ex-
plained that while digital training may be effective for administrat-
ive personnel, it is less accessible to employees in for example
home care or other field-based roles. “If we send the same training
to someone in home care who only uses a phone, they just think it’s
something irrelevant about IT again”, a respondent stated. This
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highlights the need for tailored communication and training
formats that reflect the different routines of different employee
groups.

Several respondents described the lack of time and personnel
to produce material or follow up training results. Although there
was often a plan in place, capacity limitations made the imple-
mentation inconsistent. “We try to work with awareness on an on-
going basis, but there’s always something else that takes priority”
a respondent stated.

Many respondents emphasized the value of having access to
national tools and shared resources to support competence devel-
opment, such as phishing simulation programs. These were seen
especially important for small municipalities that lack the capacity
to develop their own training practices.

In summary, the barriers connected to Pillar B relate to both
practical limitations in delivering targeted training and a wider
challenge of spreading awareness and competence across diverse
roles. While progress is being made, competence development re-
mains a time-and resource-intensive process that depends heavily
on local conditions.

4.3.3 PillarC

The interviews show that while municipalities have established
routines for reporting incidents, several challenges remain in
terms of prevention, detection and structured incident response.
Respondents described a basic level of preparedness but noted
that more advanced capabilities are often lacking due to limited
resources. Some respondents expressed concerns about the muni-
cipality’s ability to detect threats proactively. Overall, the inter-
views show that routines are in place, but there is need for im-
provement “It is working okay, but we’re aware that we need to
further develop these areas”.

During incidents, municipalities often turn to private consult-
ants for support, which respondents described as costly and not
always sustainable. One participant stated, “If something hap-
pens, we often need to bring in expensive external help and that’s
not really a long-term solution”. This points to a gap in national-
level operational support for smaller municipalities that lack in-
ternal capacity to handle complex incidents on their own.

Several respondents called for clearer national coordination
and access to practical tools, such as phishing simulations and in-
cident response guidelines. While some had positive experiences
with CERT-SE and expressed interest in future services like a
centralized SOC, collaboration with national actors was often de-
scribed as one-directional, with a need for more proactive and
structured support.
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In addition, regional collaboration was discussed as an area
with potential, but most respondents describe that such efforts are
currently informal or need improvement. One respondent reflec-
ted that while municipalities often claim they are too different to
collaborate, but once they begin discussing challenges, “we all
realize we’re dealing with the same problems”.

To summarize, the barriers identifier in relation to Pillar C
largely concern limited operational capacity and dependence on
external expertise. While basic incident handling routines are in
place, respondents called for more structured national guidance,
shared resources and stronger collaborative networks to support
local incident management efforts.
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5 Discussion

In this section, the key findings of the study are discussed in rela-
tion to previous research and the broader context of Sweden’s na-
tional cybersecurity strategy. By examining issues such as imple-
mentation, resource constraints, awareness efforts and gaps in
national-municipal coordination, the discussion offers a deeper
understanding of the barriers that hinder cybersecurity work at
the local level.

5.1 Fragmented Implementation of Municipal Cybersecurity

Sweden’s municipalities clearly see themselves as key actors in
the larger cybersecurity landscape, and that they have a role in
upholding a strong national cybersecurity posture. Despite this,
their ability to carry out this task and systematically work with cy-
bersecurity questions varies drastically. This reflects the findings
of Andreasson et al. [20], where cybersecurity practices differed
significantly across organizational authorities. In both cases, the
variability heavily stems from differences in organizational capa-
cities and leadership engagement. This is further supported by
[21], [25] and [26], who all emphasize the critical role of leader-
ship, governance and internal alignment.

Just as Andreasson et al. [20] highlight how some cybersecurity
staff operate with clear authority while others have no real power
for decision-making, the municipalities in this study also express
challenges in aligning strategic intent with operational execution.
Leadership support is often conditional and dependent on broader
structural support; as one respondent stated, “They want to lead,
as long as they’re given the conditions to do so”.

The variation in municipalities' ability to work systematically
with cybersecurity is further explained by the significant gaps in
digital maturity across different departments within the organiza-
tions, as highlighted by the interviews. This reflects national as-
sessments [8] showing most do not meet the base level of cyberse-
curity. These discrepancies make it difficult to standardize or scale
best practices without targeted, maturity-based support mechan-
isms in place.
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5.2 Resource Constraints and Competing Priorities

A key theme in the interviews was the lack of financial and human
resources. Respondents across all municipalities described a ten-
sion between the cybersecurity ambitions and the reality of limited
budgets, high workload and lack of competence in house. These
findings reflect the core challenges of Pillar A in the national cy-
bersecurity strategy, which emphasized the need for systematic
and efficient cybersecurity work. However, for many municipalit-
ies, resource limitations make it difficult to operationalize system-
atic efforts.

These findings align with previous reports by MSB [8], which
highlight how municipalities struggle to have enough time and
funding for cybersecurity work, especially when it competes with
other priorities such as healthcare and education. Similar themes
are found by Aman and Al Shukaili [22], who identified limited
funding, staffing constraints and competing political priorities as
major obstacles to cybersecurity implementation in public sector
organizations.

Respondents consistently emphasized that while there is a will-
ingness to prioritize cybersecurity, the cybersecurity work in mu-
nicipalities competes with other fundamental responsibilities such
as education and healthcare. These competing demands, com-
bined with economic limitations, often result in cybersecurity be-
ing under-resourced despite strong internal motivation. This is in
line with previous research [20], who found that Swedish public
authorities, especially smaller ones, struggle with similar capacity
limitations. Their study highlighted a lack of personnel, insuffi-
cient national support and unclear guidance as barriers to effect-
ive cybersecurity governance. The results of this study and Andre-
asson’s [20] findings both suggest that economic constraints are a
key barrier to implement structured governance and limit the or-
ganizations’ ability to adapt and respond to new regulations.

In addition to budget and staffing shortages, several respond-
ents described growing competence gaps within their organiza-
tions. IT and cybersecurity work is becoming increasingly special-
ized, requiring skills and technical understanding that many muni-
cipalities currently lack. This is a significant barrier to fulfilling the
expectations of Pillar A. The competence issue is also identified by
Frandell and Feeney [23], their research shows that local govern-
ments with lower technical capacity and time resources reported
more frequent cybersecurity incidents, underscoring the import-
ance of adequate internal expertise. This trend is also reflected in
MSB reports [8], which point to the growing need for municipalit-
ies to attract and retain cybersecurity expertise in house in order
to meet the demands of evolving threats and regulatory compli-
ance.
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In addition to these capacity issues, many municipalities also
face structural and strategic limitations. Norling’s [24] findings
show that strategy documents frequently lack clear definitions,
which makes it difficult to evaluate or adapt efforts over time.
These structural limitations can also be observed in the imple-
mentation of cybersecurity strategies, where long-term planning
and coordination are needed but often underdeveloped. This sup-
ports the finding that municipalities struggle to transform national
cybersecurity objectives into actionable and sustainable local
practices, especially when long-term change requires both finan-
cial and organizational investment.

Together, the findings demonstrate that resource-related barri-
ers are not just circumstantial but structural. They stem from a
mismatch between the local capacity and the growing demands of
cybersecurity, especially by national frameworks such as the 2025
strategy. Municipalities support the goal of the 2025 strategy but
lack the ability to fully implement them.

For the ambitions of Pillar A and the wider 2025 strategy to be
fully realized, future efforts must address not only what municipal-
ities should do, but also what they are realistically able to do
within their current condition. This includes increasing funding
for cybersecurity, establishing long-term capacity, and addressing
critical skill shortages that threaten implementation.

5.3 Cybersecurity Awareness and Organizational Culture

The findings show that awareness efforts are a highly prioritized
area across the interviewed municipalities. Several respondents
emphasized improvements in internal education, particularly
through the introduction of recurring training material and aware-
ness campaigns. These initiatives reflect an important step toward
building a stronger cybersecurity culture and align well with the
objectives in Pillar B of the national strategy, which emphasized
knowledge and competence development.

However, the reach and effectiveness of the awareness efforts
often remain uneven throughout the organizations. Respondents
noted challenges in reaching employees who are not regularly en-
gaged with digital tools, such as home care-personnel or field
workers. They were less likely to take part in awareness cam-
paigns or educational efforts because they may see them as irrel-
evant. This gap highlights a mismatch between the format of
awareness efforts and the daily realities of different employee
groups. This observation supports findings from AlGhamdi et al.
[21], who emphasized the need for tailored awareness efforts and
the alignment of training initiatives with organizational roles and
routines.
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Another recurring theme in the interviews was that cybersecur-
ity needs to be embedded in organizational culture and the prac-
tices need to be user-friendly. Similar challenges were identified
by Aman and Al Shukaili [22], who argue that successful cyberse-
curity implementation in the public sector depends heavily on cul-
tural readiness and staff engagement. Several respondents
stressed that security practices must be easy to adopt and be in-
tegrated into everyday work processes. This usability focus re-
flects the view of Alassaf and Alkhalifah [25], who argue that com-
pliance with cybersecurity policies depends more on internal cul-
ture, training and motivation than on formal rules only.

In summary, while municipalities are taking clear steps toward
strengthening awareness and competence, the findings suggest
that the goals of Pillar B will only be fully achieved through contin-
ued, tailored and inclusive training efforts. These must reflect the
diversity of employee roles and be part of a broader cultural shift
that treats cybersecurity as a shared, embedded and strategic re-
sponsibility.

5.4 National-Municipal Coordination gaps

The interviews highlight a consistent gap between national ambi-
tions and the practical capacity of municipalities. While respond-
ents expressed appreciation for the role of national actors such as
MSB, SKR and CERT-SE, several emphasized that the support
provided is often too general or passive. Information is typically
shared through reports, webinars and alerts, but municipalities
are left to interpret and implement guidance with limited re-
sources.

What municipalities consistently asked for was not more in-
formation, but rather more actionable and hands-on tools. Several
respondents stressed the need for practical resources that could
be used directly. One participant described the current situation
as inefficient, stating that “it makes no sense for 290 municipalit-
ies to reinvest the wheel”. This reflects earlier research by Andre-
asson et al. [20], who found that many Swedish public authorities
experience national support as vague and lacking in practical ap-
plication. Their study emphasized the need for clearer communic-
ation, more accessible guidelines and tailored tools for smaller
actors who lack in-house expertise.

Another issue raised was the overreliance on private consult-
ants in the event of cybersecurity incidents. Respondents de-
scribed this as expensive, unsustainable and inefficient from a con-
tinuity perspective. The desire for stronger national coordination
in incident response was clear, some respondents even brought up
the wish for a national SOC service as this could provide scalable
support to municipalities with limited resources.

36



Degree Project for Master of Computer Science with specializa-
tion in Cybersecurity
Cybersecurity Governance in Practice - Discussion

In summary, while national actors play a key role in developing
strategy and setting direction, municipalities report a lack of prac-
tical engagement. This gap has significant implications for Pillar C
of the national cybersecurity strategy, which emphasizes the abil-
ity to prevent and handle cybersecurity incidents. Without
stronger national-municipal coordination, municipalities will con-
tinue to face difficulties building effective incident response capa-
city. To support the goals of Pillar C in practice, there is a need for
tailored, coordinated and long-term support mechanisms that
align with the reality of local governments.
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6 Conclusion

This study set out to explore how Swedish municipalities imple-
ment the 2025 national cybersecurity strategy, with a focus on
identifying key organizational and resource-related barriers. The
findings show that while municipalities recognize their role as es-
sential actors in national cybersecurity, their capacity to imple-
ment the strategy is hindered by fragmented governance struc-
tures, limited resources, uneven internal competence and insuffi-
cient national support.

To support the ambitions of Pillar A, municipalities need more
centralized and standardized resources. Especially support in the
form of practical tools such as incident reporting templates, phish-
ing simulations and pre-configured monitoring solutions. Re-
spondents across all municipalities agreed that general guidance
is not enough, especially for smaller or less-resourced municipalit-
ies. The current support is often perceived as too abstract or gen-
eral, making it difficult to translate into concrete actions.

Tailored support is also crucial for realizing Pillar B, which fo-
cuses on knowledge and competence development. Many municip-
alities are working actively with education of staff and see a clear
improvement in cybersecurity awareness, however there is a need
for more resources to be allocated to these tasks. Nationally
provided tools, such as reusable training modules or simulation
exercises could help embed cybersecurity awareness more effect-
ively across municipal departments and workgroups.

Finally, achieving the goals of Pillar C requires improved na-
tional-municipal coordination. Several municipalities currently
rely on expensive consultants during incidents, a model that is
neither scalable nor sustainable. Shared national services, such as
a centralized SOC, were mentioned as a desired solution that
could offer cost-effective and scalable support. Centralized re-
sources would not only help under-resourced municipalities but
also reduce fragmentation and enable more consistent implement-
ation throughout the country. Recognizing that municipalities
vary significantly in digital maturity and capacity, national tools
must be able to be adaptable to local conditions. What works for a
large city may not suit a small municipality with one staff member
working with cybersecurity.

To succeed, the national strategy must be watched with prac-
tical tools, centralized support and governance models that ac-
knowledge the varied conditions of Sweden’s 290 municipalities.
Without this alignment, local implementation will risk falling
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short, not due to lack of intent but due to structural and capacity-
related constraints.

6.1 Critical Discussion

While the study provides important insights into the challenges
Swedish municipalities face when implementing the 2025 national
cybersecurity strategy, several limitations must be acknowledged.

First, the study is limited by the small sample size and focuses
on a limited number of municipalities (5 out of 290). This limited
sample size restricts the ability to draw conclusions that are fully
representative of all Swedish municipalities. The municipalities
that were interviewed were selected through convenience
sampling, influenced by response time and the time constraints for
this project. As a result, there may be a selection bias as the parti-
cipants who agreed to take may be more engaged in cybersecurity
than average, which could affect the results.

Second, the timing of the study must be considered. The 2025
strategy was very recently introduced meaning many municipalit-
ies were not yet working on implementing it. The research reflects
the current conditions and perceived obstacles rather than long-
term outcomes or success factors. As municipalities continue to
adapt the strategy, some of the identified barriers may evolve or
be resolved.

Third, the focus of the interviews and the analysis was on or-
ganizational and resource-related factors. While this aligns with
the research question, it means that other dimensions such as
technical and legal barriers were not explored. This narrows the
scope of the conclusions.

Despite these limitations, the study provides results that are
analytically generalizable. The themes identified: resource con-
straints, fragmented organizational structures, uneven awareness
efforts and limited national coordination, are consistent with find-
ings in both national reports and international literature. Although
specific experiences vary, the structural barriers and capacity
challenges observed are likely shared by many Swedish municipal-
ities. Therefore, while statistical generalization is not possible, the
results contribute to the broader understanding of local policy im-
plementation in cybersecurity.

Finally, the use of qualitative thematic analysis allowed for an
in-depth exploration of how the strategy implementation process
is experienced within the municipalities. The combination of de-
ductive coding based on the pillar of the strategy, as well as in-
ductive insight emerged from the interview material helped en-
sure that the analysis remained structured. This approach
strengthened the validity of the findings.
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6.2 Future Work and Research

Future research should continue to explore how Swedish municip-
alities implement national cybersecurity strategies over time, es-
pecially as the 2025 strategy matures. A larger sample size would
strengthen generalizability. Comparative studies across municip-
alities of varying size and resources could provide deeper insight
into which support mechanisms are the most effective. Future
work could also include perspectives from national-level actors or
examine how collaboration with other municipalities work in order
to better understand the broader governance of cybersecurity in
Sweden.
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A. Interview Guide

B. Introduction

¢ A short presentation of the researchers as well as the topic and
purpose of the study.

e Explanation of voluntary participation, confidentiality and the
respondents right to withdraw from the study at any point of the
interview.

e Asking about consent to record the interview for transcription
purposes.

C. Background

e Could you in brief describe your role and areas of responsibility
within your organization?

e How do you view your organization's role in the wider Swedish
cybersecurity landscape?

D. Pillar A: Systematic and effective cybersecurity work

e What challenges does your organization face in working system-
atically with cybersecurity?

¢ How does resource allocation affect your organization’s cyberse-
curity work?

e What challenges have you encountered in practice when it
comes to following frameworks and regulations, such as the
NIS2-directive?

e Do you currently collaborate with the national cybersecurity
center (NCSC)? If so, in what way?

E. Pillar B: Knowledge and development of competence
in cybersecurity

e How would you describe the general level of competence re-
garding cybersecurity across your organization?

e What type of education or competence development initiatives
exist for the staff?

e What are the biggest challenges when it comes to development
of competence regarding cybersecurity among personnel?

e Are you in any way working with improving the cybersecurity
awareness for the general public?

F. Pillar C: Ability to prevent and manage cybersecurity
incidents

¢ What routines does your organization have in place to identify,
report and manage cybersecurity incidents?

e How would you describe your organization's current collabora-
tion with other municipalities, national actors and the private
sector in incident management?
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e Have you experienced any difficulties in receiving support, re-
commendations or information from national actors such as
MSB or NCSC?

e Broader reflections

e In your opinion, what are the largest cybersecurity gaps that
Sweden must address?

e What additional support (national or local) would help your or-
ganization in strengthening their cybersecurity work?
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