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Abstract

The digital twin is a concept that has attracted the attention of both industry and academia in
the last decade with the advent of Industry 4.0 and the adoption of future technologies. Previous
research has shown that the automotive industry is facing significant challenges as demand for
advanced, connected systems increases, and with it, cybersecurity risks. As the automotive
industry has evolved, this concept has become prevalent in many areas and is now applied to
products and systems throughout their lifecycle, which also means that the digital twin plays a
key role in many development processes. Therefore, it is important to investigate what the
cybersecurity stands in terms of cybersecurity. This study takes an exploratory approach that
primarily aims to investigate and gain a broader perspective on a relatively unexplored topic,
namely cybersecurity for digital twins in the automotive industry. The application of digital
twins in the automotive industry was explored to determine what security challenges exist and
whether these challenges can be solved using existing security paradigms. Industrial use cases
were developed to illustrate the digital twins that exist in the automotive industry. In addition,
at an overall level, a threat analysis and risk assessment (TARA) is conducted, again using
STRIDE, one of the most commonly used threat models, to identify potential risks and attacks
that exist and how they might be addressed in each case. Semi-structured interviews were also
conducted with four experts working with digital twins and future innovations in the automotive
industry to gain insight into how the experts view the digital twin in the context of cybersecurity,
risks and threats of digital information. The results of the TARA analysis and the interviews
showed that there are many different risks for digital twins that may vary between digital twins,
and that there is a common denominator for all of them that can be defined as the biggest
challenge for the digital twin, which is data and its related risks. Thus, it can be said that the
security paradigms for solving the digital twin are based on the threats and risks of the

individual digital twin.

Keywords: Digital Twin, Cybersecurity, Automotive Industry, Digitization, Threat Analysis, Risk
Assessment, TARA



Sammanfatining

Digital tvilling ar ett koncept som har uppmarksammats av bade industrin och akademin under
det senaste decenniet i och med uppkomsten av Industri 4.0 och introduktionen pa framtidens
tekniker. Tidigare forskning visar pa att bilindustrin star infor stora utmaningar dar efterfragan
pa avancerade uppkopplade system efterfragas, i samband med detta har é&ven
cybersékerhetsriskerna okat. Detta koncept har dven med bilindustrins utveckling adopterats
brett inom manga omraden och tillampas idag pa produkter och system under hela dess
livscykel, vilket &ven innebéar att den digitala tvillingen har en nyckelroll i manga
utvecklingsprocesser. Darmed ar det relevant att undersoka hur den digitala tvillingen star sig
géllande cybersdkerhet. Denna studie har en explorativ ansats som primart syftar till att
undersoka ett relativt outforskat &mne och fa ett bredare perspektiv, namligen cybersakerhet for
digitala tvillingar inom bilindustrin. Tillimpningen av den digitala tvillingen inom bilindustrin
undersoks for att ta reda pa vilka sakerhetsutmaningar som finns samt identifiera om dessa
utmaningar kan l6sas med befintliga sékerhetsparadigm. Industriella anvéndningsfall tas fram
for att exemplifiera pa digitala tvillingar som finns inom bilindustrin, vidare utfors hotanalys
och riskbeddmning (TARA) pa en Gvergripande niva dar aven STRIDE, ett av de mest
tillampade hotmodeller, anvénds for att kartlagga mojliga risker och attacker som finns hur de
mojligtvis kan atgardas for det enskilda fallet. Semi-strukturerade intervjuer utférdes med fyra
experter som arbetar med digital tvilling och framtida innovationer inom bilindustrin for att fa
insikt pa hur dessa experter ser pa den digitala tvillingen i kontexten cybersakerhet, risker och
hot av digital information. Med resultaten fran TARA analysen samt intervjuerna gick det att
fa fram att det finns manga olika risker for digitala tvillingar som kan variera mellan de enskilda
digitala tvillingarna samt att det finns en gemensam namnare for samtliga som gar att definiera
som den storsta utmaningen for den digitala tvillingen vilket ar data och dess relaterade risker.
Med detta kan man saga att sakerhetsparadigmerna for att I16sa den digitala tvillingen baseras

pa den enskilda digitala tvillingens hot och risker.

Nyckelord: Digital Tvilling, Cybersdkerhet, Bilindustrin, Digitalisering, Hotanalys,
Riskbeddmning, TARA
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PART 1

This part presents the background of the study to give a holistic view of what it will cover. The
ongoing digitization and emerging technologies resulting from the new paradigm will be
emphasized in the study. Furthermore, the problem statement will be presented, followed by the

study's aim and objectives. Lastly, the delimitations will be defined.

1 Introduction

Digital transformation is happening at an incredible pace worldwide, which has also increased
the interest in technological development in the last decade (Pires et al., 2019). For
manufacturing organizations and industries, digitization means a paradigm shift, transitioning
from Industry 3.0 to Industry 4.0 (14.0), which also stands for the fourth industrial revolution
and focuses heavily on the technologies of the future (Ghobakloo & Fathi, 2019). The new
paradigm focuses on industry efficiency and flexibility at a higher level with efficient and
adaptable technological solutions (Huang et al., 2022) that can learn and make autonomous
decisions (Pires et al., 2019). 14.0 has been the main driver of the digital transformation that has
taken place in recent years and has brought many new concepts and emerging technologies to
the surface (Pires et al., 2019). Digital twins (DT) are a promising technology concept that has
appeared in the context of 14.0 and has received considerable interest in industries and academia
(Holmes et al., 2021). A digital twin is a virtual representation of a physical entity (physical
twin) that can be interconnected and exchanges data in real-time (Singh et al., 2021). This is a
technology that can be used throughout a whole product lifecycle, from design and development
to predictive maintenance (Piromalis & Kantaros, 2022). The digital twin has shown a lot of
potential and has been adopted in several industries, such as medicine, smart cities, the

automotive industry, etc. (Botin-Sanabria et al., 2022), and the technology keeps evolving.

The market has changed as digitization has progressed, and the demand for more advanced
technologies has increased in the automotive sector (Piromalis & Kantaros, 2022), which has
increased the attraction for security attacks with various motives on vehicles and infrastructures
(Macher et al., 2020). Cybersecurity has become one of the most critical challenges for the
automotive development cycle (Dobaj et al., 2021). Therefore, it is essential to consider the
cybersecurity of digital twins as this technology can be a key determinant of a product's
lifecycle. Digital twins are widely used in the development of products, including advanced

technologies, which makes it an exciting target for attackers. Not only do they provide a large



amount of data about the physical product in question, but the interaction between the digital
and physical twin can also be automated and bidirectional (Kritzinger et al., 2018; Holmes et

al., 2021), which means an attack can disrupt an entire process.

1.1 Background

1.1.1 Digital Twin

A digital twin is a virtual representation designed to mirror a physical product, system, or
process that exchanges real-time data applied to the digital twin (Gartner, n.d; Holmes et al.,
2021; Singh et al., 2021). It is a cross-industry concept that relates to the simulation of artificial
and physical products and has seen a tremendous upsurge in the last decade with the new
paradigm of 14.0 (Newzrella, Franklin & Haider, 2022; Piromalis & Kantaros, 2022).
Originally, this technology was only descriptive of what is now called the digital model (Trauer
et al., 2020). However, the degree of interaction between the digital and physical twin is
described to be automated and even bidirectional (Kritzinger et al., 2018; Trauer et al., 2020;
Holmes et al., 2021), allowing the digital twin to co-evolve with the physical twin (Newzrella,
Franklin & Haider, 2022). The combination of technologies such as the Internet of Things (l1oT),
Artificial Intelligence (Al), Big Data, Machine Learning (ML), etc., enables a realistic and
useful digital twin technology (Pires et al., 2019; Botin-Sanabria et al., 2022).

The digital twin concept is inevitably linked to 14.0, which was introduced in 2013 as the fourth
industrial revolution (Piromalis & Kantaros, 2022; Xu, Xu & Li, 2018). 14.0 relies heavily on
advanced technological innovations such as Cyber-physical Systems (CPS) and Information
and Communication Technologies (ICT) in systems that are widely used in modern industry
(Ghobakloo & Fathi, 2019). Although digital twins had their breakthrough with 14.0, the
concept can be traced back to the National Aeronautics and Space Administration’s (NASA)
Apollo 13 space program, when it was reportedly first applied (Liu et al., 2021). However, it is
widely recognized that this concept was coined in the context of a presentation on Product
Lifecycle Management (PLM) as the "digital equivalent of a physical product™ by Michael
Grieves in 2002, even before 14.0 existed (Grieves & Vickers, 2017; Kritzinger et al., 2018; Liu
et al., 2021, p.346). Over the years, the digital twin has taken on different definitions, leading
to confusion and misunderstanding about what is considered a digital twin (Holmes et al., 2021,
Liu et al., 2021).



A digital twin enables monitoring, identification, and prediction of potential problems and
optimization of the physical product (Singh et al., 2021), adding value to the end user
(Newzrella, Franklin & Haider, 2022). In other words, this technology is an essential enabler
for data-driven decisions (Botin-Sanabria et al., 2022), which can extend and improve the
lifecycle of a complex product (Piromalis & Kantaros, 2022). The digital twin has shown much
potential to significantly increase efficiency and business value (Holmes et al., 2021), which
has led to several industries adopting the technology, including smart cities, logistics, medicine,
and the automotive industry (Botin-Sanabria et al., 2022). A disadvantage of using digital twins
is that it is expensive and requires a lot of effort, which is undesirable for most companies
(Newzrella, Franklin & Haider, 2022). Piromalis and Kantaros (2022) point out that not all
products are complex enough to necessarily use and exploit the digital twin to its full extent.
However, if the digital twin is used properly, its potential can be fully exploited, which in turn
contributes to major advantages in the development cycle (Piromalis and Kantaros, 2022). For
example, you can test and analyze the digital twin before transferring the project to the physical
product (Holmes et al., 2021). This advantage helps minimize the risk of damage to the real

product, a reason that has made digital twins a valued technology.

However, the digital twin is rapidly evolving, which Trauer et al. (2020) point out requires the
technology to reach a certain level of maturity. For example, it could not yet be fully deployed
in the automotive industry because supporting technologies such as 10T and Al are not yet
mature enough to be used flawlessly (Piromalis & Kantaros, 2022). On the other hand, the
digital twin is still in its early stages, which means it has significant challenges to overcome
before it can reach its full potential (Botin-Sanabria et al., 2022). These include complexity,
information management, cost, and, most importantly, the lack of standards and regulations as
well as cybersecurity and communication issues (Botin-Sanabria et al., 2022). Nevertheless, the
growing market and interest in digital twins indicate that demand will continue to increase in

the coming years (Piromalis & Kantaros, 2022).

1.1.2 Cybersecurity in Automotive

Cybersecurity is the process of securing technical platforms such as IT systems in the
underlying infrastructure. This includes risks and threats to personal information, accounts,
files, as well as economic factors (Microsoft, n.d; MSB, 2023). In terms of threats, they fall into

three overarching categories: human threats, technological threats, and natural threats (MSB,



2022a). Human threats, for example, can be antagonistic in the form of attacks, but they can
also be non-antagonistic in the form of mistakes (MSB, 2022a). Technical threats are often
referred to as system failures, and natural threats include weather phenomena such as
earthquakes (MSB, 2022a). All factors can lead to incidents that compromise information and
cybersecurity, which in turn can have serious consequences for individuals and organizations
(MSB, 2022a).

However, cybersecurity strategies, methods, and perspectives may vary from country to country
(Cains et al., 2021). Swedish Civil Contingencies Agency, or MSB, emphasizes the importance
of managing risks and threats affecting information systems and critical infrastructure (MSB,
2023). They identify, analyze, and mitigate vulnerabilities and threats related to the use of
information systems and digital technologies (MSB, 2023). The agency also promotes a holistic
approach to cybersecurity that encompasses technical, organizational, and human aspects
(MSB, 2023). This involves not only technical protection measures, but also setting the right
policies, educating users, establishing effective incident management processes, and fostering
collaboration among various stakeholders to prevent and manage cybersecurity threats (MSB,
2023). MSB is also working on security for CPS, which they describe as computer-based
systems that enable interaction between machines, vehicles, and other devices such as sensors
(MSB, 2022b). Their work on security for CPS also includes Industry 4.0 and they divide CPS
into two main groups, Industrial Control Systems (ICS) and loT (MSB, 2022b), which is
relevant to this study.

The automotive industry is facing major challenges due to the digitalization of society and is
contributing to the radical changes that traditional companies are undergoing (Dobaj et al.,
2021). At the same time, they are also competing to be the leading technological innovators.
The demand for Advanced Driver Assistance Systems (ADAS), autonomous driving, and in-
car connectivity has made cybersecurity a key requirement for car manufacturers and a critical
factor in the automotive industry development cycle (Macher et al., 2016; Dobaj et al., 2021).
Millions of connected and automated vehicles today contribute to increasing demand for
advanced technologies such as connectivity, data sharing, road safety features, etc. (Macher et
al., 2020), resulting in a greater risk for a vehicle to be exposed to digital attacks (Baldini, 2022).
This also increases the attractiveness of attacks, as evidenced by the increase in cybersecurity
attacks in recent years, highlighting the importance of implementing security solutions (Baldini,
2022; Macher et al., 2020; Costantino, De Vincenzi & Matteucci, 2022a). The industry is



committed to developing and delivering safe and secure autonomous connected vehicles
(Macher et al., 2020). As a result, a major effort has been made to develop an industry standard

that addresses cybersecurity risks and protects vehicle assets (Macher et al., 2020).

Due to the urgency of the cybersecurity agenda in the automotive industry, a regulation and
standard have been drafted to ensure the development of secure vehicles in the automotive

industry (Costantino, De Vincenzi & Matteucci, 2022a), as follows:

UNECE WP.29 R155 was published in March 2021 by the United Nations Economic
Commission for Europe (UNECE), which defines the requirements for the safety and
security approval of road vehicles (Costantino, De Vincenzi & Matteucci, 2022a). The
R155 safety standards must be met for vehicles to be placed on the market. This applies
to all registered vehicles as of July 2024 (Costantino, De Vincenzi & Matteucci, 2022b).
This regulation is mandatory and has been applied in some countries since July 2022
and has started to be implemented in new vehicle types within the EU (Costantino, De
Vincenzi & Matteucci, 2022b).

ISO/SAE 21434 is a standard developed by the standardization organizations
International Organization for Standardization (ISO) and the International Society of
Automation (SAE), published in August 2021 (Costantino, De Vincenzi & Matteucci,
2022a). ISO/SAE 21434 provides guidelines and document support for cybersecurity
management, policies, and risks for each phase of the engineering process, in other
words, establishing a Cybersecurity Management System (CSMS) (Costantino, De
Vincenzi & Matteucci, 2022b). This standard, contrary to R155, is not mandatory but
aims to be commonly accepted and applied mainly in designing electric and electronic
(E/E) autonomous road vehicles (Costantino, De Vincenzi & Matteucci, 2022b).
ISO/SAE 21434 intends to provide a cybersecurity framework for the entire
development process in the automotive industry (Macher et al., 2020). Cybersecurity
should be considered as early as possible and addressed throughout the vehicle
development process, from design and development to distribution and production
(Macher et al., 2020). Thus, ISO/SAE 21434 includes 15 sections and eight annexes
where sections 4-15 are referred to as clauses, which exist to address cybersecurity in

an entire development lifecycle (Costantino, De Vincenzi & Matteucci, 2022b).



Although R155 and ISO/SAE 21434 are different, they have some similarities, which means
that they both present similar problems and solutions for the product life cycle (Costantino, De
Vincenzi & Matteucci, 2022a). In other words, they are compatible in many ways, and R155
refers to ISO 21434 in several places in terms of security (Costantino, De Vincenzi &
Matteucci, 2022a). ISO/IEC 27001 is the most widely used cybersecurity standard for
management systems and is part of the ISO 27000 series (Korkkinen, 2019). It does not directly
refer to automotive systems but may be a relevant standard in the context of information

security in the automotive industry (Macher et al., 2020).

1.1.3 Relevant Legislations

In addition to UNECE R155, some other relevant legislations and regulations that may affect

the application of digital twins that are worth considering.

The General Data Protection Regulation (GDPR) came into force in May 2018 and
regulates how personal data should be processed (PwC, n.d). It is an EU regulation that
aims to protect the integrity and rights of individuals by strengthening control over
personal data and increasing transparency about how organizations and businesses use
and process personal data (GDPR, 2016). The GDPR provides a legal framework that
governs consent, personal data processing, data protection functions, and data breaches,
among other things (GDPR, 2016).

The EU Cybersecurity Act entered into force in June 2019 and aims to strengthen the
European Agency for Cybersecurity (ENISA) by enhancing the security of digital
infrastructure and strengthening its ability to counter cybersecurity threats within the
EU (European Union, 2023). The act provides for numerous measures to improve
cybersecurity in the EU, such as setting minimum security requirements, certifying
secure products, and initiating cooperation among EU member states to improve cyber

incident management (European Union, 2023).

The Artificial Intelligence Act (Al Act) is a legislative proposal presented by the
European Commission. The Al Act is intended to regulate the use of Al in the EU to
protect the fundamental rights of EU citizens and to ensure that Al is used in an ethical

and responsible manner (The Al Act, n.d.). The regulation includes, among other things,



rules for different types of Al systems based on risk level, with facial recognition and

autonomous vehicles classified as high risk (The Al Act, n.d.).

1.2 Problem Statement

Industry 4.0 is based on nine pillars that represent the key technologies driving the paradigm,
with cybersecurity and simulation (digital twin) forming two pillars (Vaidya, Ambad & Bhosle,
2018). There is no doubt that potential security risks exist for digital twins given their function
in the automotive development cycle (Holmes et al., 2021). Attacks on a digital twin can create
highly vulnerable consequences, such as compromising data based on a product and inaccurate
calculations for the actual product. Holmes et al. (2021) also note that cybersecurity is often
neglected due to commercial pressures to get a product to market quickly. For the automotive
industry, there are several cybersecurity requirements that manufacturers must meet, including
international regulations. As one of the pillars of 14.0, cybersecurity should be one of the most
important aspects considered. This also highlights the importance of securing technologies used

for the automotive development cycle as digital twins.

1.2.1 Aim and Purpose

The study aims to identify cybersecurity challenges in the implementation and use of digital
twins in the modern automotive industry. Based on an industrial use case, a risk assessment will
be conducted to highlight potential security challenges and, along with industry insights gained
from interviews, identify how to secure future digital twins. Two research questions have been

formulated to meet the purpose of the study, which are as follows:

RQ1: What security challenges exist in applying digital twins in the automotive industry?

RQ2: How can these challenges be addressed in the future using different security paradigms?

1.3 Delimitations

There are some delimitations for the study, i.e., the study will only focus on the digital twin
technology used in the automotive industry from the cybersecurity point of view. Three use
cases were selected to illustrate the use of digital twins in the automotive industry. For one of

the use cases, a comprehensive threat analysis and risk assessment is conducted to highlight



potential risks of a digital twin, including possible threat scenarios that are processed and

evaluated.

PART 2
This part provides a comprehensive insight into digital twins; the concept, technologies, and

how they can be used in the automotive industry.

2 Digital Twin in Literature

2.1 Definition of Digital Twin

The concept of digital twins was introduced by Michael Grieves in 2002 during an industry
presentation on product lifecycle management (PLM) at the University of Michigan (Grieves
& Vickers, 2017; Kritzinger et al., 2018; Singh et al., 2021). The basic characteristics of digital
twins were presented extensively at the event (Trauer et al., 2020). Grieves distinguishes three
key components for the proposed model: the physical entity, the virtual entity, and the
connection with data transmission between the parties, initially referred to as the "Mirrored
Spaces Model™" (Singh et al., 2021). The terminology for the conceptual model proposed by
Grieves was later changed to the "Information Mirroring Model" in 2006 (Singh et al., 2021;
Alnowaiser & Ahmed, 2023). However, the basic concept of digital twins has not changed

significantly since its introduction (Grieves & Vickers, 2017; Trauer et al., 2020).

The term "Digital Twin" first appeared in the draft technology roadmap from NASA in 2010 in
the context of simulation-based systems engineering (Grieves & Vickers, 2017), where it was
referred to as the “Virtual Fleet Leader” (Singh et al., 2021). NASA defined itas “an integrated
multi-physics, multi-scale, probabilistic simulation of a vehicle or system that uses the best
available physical models, sensor updates, fleet history, etc., to mirror the life of its
corresponding flying twin.” (Trauer et al., 2020, p. 759; Singh et al., 2021, p. 3; Qi et al., 2021,
p. 5). Although the term digital twin was not specified until 2010, the concept can be traced
back to NASA's Apollo 13 space program in the early 1970s (Liu et al., 2021; Holmes et al.,
2021). The so-called "Mirrored Systems"” allowed potential rescue solutions to be modeled,
simulated, and developed (Barricelli, Casiraghi & Fogli, 2019; Holmes et al., 2021). It is
concluded that the digital twin was applied for the first time on this occasion (Holmes et al.,
2021; Liu et al., 2021).



Over the years, new terminologies and related modeling approaches have emerged and been
used as synonyms (Trauer et al., 2020; Liu et al., 2021). This has led to confusion about what
is defined as digital twins (Holmes et al., 2021; Liu et al., 2021). Although the concept itself
has not changed significantly, Liu et al. (2021) note that a large number of articles claiming to
address digital twins tend to describe a Digital Model (DM) or a Digital Shadow (DS) rather
than a digital twin. Kritzinger et al. (2018) state that digital twins can be divided into
subcategories, distinguishing the terms “digital twin ”, “digital shadow ”, and “digital model ”,
which are often used synonymously. The robust classification is based on the level of
integration that can be achieved between the physical entity and the digital representation
(Kritzinger et al., 2018; Holmes et al., 2021).

Digital Model

The digital model is the type with the lowest level of integration (Trauer et al., 2020).
The data exchange between the physical object and the digital representation is only
manual (Kritzinger et al., 2018). That is, if the state of the physical object changes, this
is not directly reflected in the digital model and vice versa, the data must be updated
manually (Kritzinger et al., 2018).

PHYSICAL OBJECT -+ VIRTUAL OBJECT

r

— AUtomatic data flow

................... » Manual data flow

Figure 1: Data flow, Digital model

Digital Shadow
In the digital shadow, the exchange of data between the physical object and the digital

representation is automatic (Kritzinger et al., 2018). However, it is only unidirectional,



i.e., a state of the physical object is reflected in the digital shadow, but not vice versa
(Kritzinger et al., 2018; Holmes et al., 2021).

PHYSICAL OBJECT '« snnsssnren s VIRTUAL OBJECT

———p Automatic data flow

v Manual data flow

Figure 2: Data flow, Digital shadow

Digital Twin

The digital twin is the type with the highest level of interaction between the physical
object and the digital representation (Trauer et al., 2020), and the data exchange is
automatic and bidirectional (Kritzinger et al., 2018; Holmes et al., 2021). This means
that not only does the digital twin accurately reflect the real-time state of its physical
counterpart, but changes to the digital twin, such as features developed and tested, can
also be applied directly to the physical object (Trauer et al., 2020; Botin-Sanabria et al.,
2022).

PHYSICAL OBJECT = VIRTUAL OBJECT

————» Automatic data flow

................... » Manual data flow

Figure 3: Data flow, Digital twin
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2.2 Types of Digital Twins

Digital twins can be classified into several types based on different criteria, as different authors
have found ways to distinguish the types of digital twins (Singh et al., 2021). For instance,
depending on when it was created, application, maturity, and others, but also depending on the

level of integration (Singh et al., 2021), as described earlier.

Time of Creation

Grieves and Vickers (2017) present two different types of Digital Twins, where the division is
based on the time of development in the product lifecycle. Both types are integrated and
operated on a platform that Grieves and Vickers (2017) refer to as the Digital Twin Environment

(DTI) and are used for multiple purposes.

Digital Twin Prototype (DTP) is created before the physical entity (Grieves & Vickers,
2017). It contains all the essential data to create a physical product from the digital
version (Grieves & Vickers, 2017), in other words, the product lifecycle starts with the
creation of the digital twin prototype (Singh et al., 2021, Botin-Sanabria et al., 2022).
This type of digital twin makes it possible to identify and avoid unpredictable and
undesirable outcomes (Grieves & Vickers, 2017; Singh et al., 2021).

Digital Twin Instance (DTI) is connected to its physical counterpart throughout its
lifecycle, i.e., it is created during the production phase (Grieves & Vickers, 2017). This
type of digital twin enables monitoring and prediction of the system, as the exchange of
data between the physical and digital twin is bidirectional (Grieves & Vickers, 2017;
Botin-Sanabria et al., 2022).

Application

Digital twins can also be categorized by application, in this case, five different types (Grieves
& Vickers, 2017; Singh et al., 2021). Within this categorization, the most prominent types are
digital twins for prediction and interrogation (Singh et al., 2021).

= Predictive DT is essentially used to predict the future performance and behavior of the
physical entity (Singh et al., 2021).
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= Interrogate DT is used to scrutinize and examine the current and past state of the
physical entity, regardless of its location (Singh et al., 2021).

= Product DT is used as a prototype to analyze the physical counterpart under different
conditions (Singh et al., 2021). This can ensure that future products function as intended
(Singh et al., 2021).

= Production DT is used to validate processes through simulation and analysis before
actual manufacturing (Singh et al., 2021). For example, this type can contribute to
developments that promote more efficient production methods for different
environments (Singh et al., 2021).

= Performance DT is used for decision-making by gathering, aggregating, and analyzing

data from smart products and environments (Singh et al., 2021).

Level of Maturity

Classification based on different maturity levels for digital twins can provide important insights
(Botin-Sanabria et al., 2022). A maturity model is generally a structured framework that helps
in assessing the maturity level, which in turn helps in improving the target in question (Kim,
Sankeun & Hyunjeong, 2020). The word maturity in this context means optimization,
advancement, or improvement (Kim, Sankeun & Hyunjeong, 2020). A maturity model contains
a pair of level descriptions that indicate the characteristics of the target domains in each level
as well as various key features or practices required to achieve a particular maturity level (Kim,
Sankeun & Hyunjeong, 2020). When it comes to maturity models for digital twins, it is intended
to be an assessment tool to understand the level of the digital twin based on its implementation

and functionality (Kim, Sankeun & Hyunjeong, 2020).

Maturity models are developed to create a common understanding among stakeholders (Kim,
Sankeun & Hyunjeong, 2020). Various maturity models have been developed, some of which
are more detailed and advanced than others when it comes to categorizing the level of maturity
(Kim, Sankeun & Hyunjeong, 2020). An example of a simpler subdivision of the maturity
model is the model described by Kritzinger et al. (2018) at three different levels with DM, DS,
and DT. A specific example of a common maturity model is the Atkins/Institution of
Engineering and Technology’s (IET) maturity model (Kim, Sankeun & Hyunjeong, 2020;
Botin-Sanabria et al., 2022), as shown in Table 1.
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Level = Defining principle Usage

0 . . . -

Reality capture (e.g., point cloud, —  Brownfield (existing) as-
drones, photogrammetry, or built survey.
drawings/sketches)

1 . o
2D map/system or 3D model (e.g., — Design/asset optimization
object-based, with no metadata or and coordination.

BIM)

2 Connect model to persistent data, — 4D/5D simulation
metadata, and BIM Stage 2 (e.g., — Design/asset management
documents, drawings, asset — BIM Stage 2
management systems)

3 Enrich with real-time data (e.g., — Operational efficiency
from 10T, sensors)

4 — Remote and immersive
Two-way data integration and operations )
interaction - Contro_l the physical from

the digital

5 — Complete self-governance

Autonomous operations and
maintenance

with total oversight and
transparency

Table 1: Maturity levels of digital twins (IET, 2019, p. 11)

The Atkins/IET’s maturity table is divided into six different levels. Botin-Sanabria et al. (2022)
note that a majority of the digital twins presented belong to maturity levels zero to three. Some
cases have started to evolve toward higher levels by integrating real-time data flows between
parties (Botin-Sanabria et al., 2022). These are underrepresented because the technologies used
are not accurate enough (Botin-Sanabria et al., 2022). For example, it is a challenge to collect
and process data in real-time, but also that the calibration is too poor, which in turn can lead to

missing data points (Botin-Sanabria et al., 2022).

All maturity models presented by Kim, Sankeun and Hyunjeong (2020) have a commonality in
common: the higher the level, the more advanced and complicated the digital twin. The models
differ in their structure, and not all of them can provide correct solutions, but only directions to
follow from various points of view (Kim, Sankeun & Hyunjeong, 2020). In addition to the
Atkins/IET maturity model, the Electronics and Telecommunications Research Institute’s

(ETRI) maturity model is equivalent but contains five maturity levels (Kim, Sankeun &
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Hyunjeong, 2020). In this model, the lower levels are incorporated into the upper levels (Kim,
Sankeun & Hyunjeong, 2020). Although the Atkins/IET and ETRI maturity models are slightly
different, Kim, Sankeun and Hyunjeong (2020) believe they are complementary and can serve

as a reference. Below in Table 2 is an example of a comparison between the two:

Atkins/IET ETRI
0 — Reality capture

1 — 2D map/system or 3D model

1 — Mirroring
2 — Connect model to persistent data, metadata,
and BIM Stage 2
3 — Enl‘iCh Wlth I‘eal-time data 2 — Monitoring and Control
4 — Two-way data integration and interaction 3 — Modeling and simulation
5 — Autonomous operations and maintenance 5 — Autonomous

Table 2: Comparison Atkins/IET and ETRI (Kim, Sankeun & Hyunjeong, 2020, p. 8)

Automotive

In the automotive industry, the use of digital twins has increased, and it has been shown that
the most important application areas today are prototype testing and manufacturing processes
(Botin-Sanabria et al., 2022). Biesinger and Weyrich (2019) highlight the main benefits of
digital twins, which include increased productivity, time savings, reduced costs, reduced
complexity, and improved quality. Botin-Sanabria et al. (2022) point out that there are different
types of configurations of digital twins and give seven different examples. These include, for
example, the prototype twin, which represents a fully developed car for simulating scenarios
(Botin-Sanabria et al., 2022). The simulation twin is mainly used for the development of new
software solutions or updates for existing vehicles (Botin-Sanabria et al., 2022). The geometric
twin is a prototype that integrates information from the physical production and assembly of
cars with the essential information that can be connected to individual vehicle components
(Botin-Sanabria et al., 2022).
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2.3 Key Enabling Technologies

There are still many technical challenges to overcome in the application of digital twins (Liu et
al., 2021). Digital twins are still in their infancy and to reach the higher levels and their full
potential, significant limitations and challenges must be overcome up front (Botin-Sanabria et
al., 2022; Piromalis & Kantaros, 2022). Data and modeling are the foundations of a digital twin,
while simulation is also an important aspect of the concept (Liu et al., 2021), which means that
several technologies must come together to create a digital twin (Singh et al., 2021). This
includes 0T, Big Data, Al, ML, 3D simulations, sensors, etc. (Pires et al., 2019; Botin-Sanabria
etal., 2021; Singh et al., 2021). These technologies among others, in parallel with digital twins,

are on a path of constant evolution (Singh et al., 2021).

To give an example of how these technologies function, Pires et al. (2019) consider a six-step
approach. Digital twins are about connecting the physical and digital worlds, through the use
of 10T technologies, data can be transmitted in real-time or near real-time (Pires et al., 2019;
Liuetal., 2021). The digital twin requires enormous amounts of data, which are usually diverse
and fast (Pires et al., 2019; Liu et al., 2021; Singh et al., 2021), which is indeed costly and
difficult to transfer to a cloud server (Liu et al., 2021). Therefore, Big Data comes into play as

an important component of data management (Singh et al., 2021).

According to Singh et al. (2020), one of the biggest issues with data is privacy, confidentiality,
transparency, and ownership of that data, as data sharing among multiple digital twins is another
potential problem. Singh et al. (2019) also emphasize that cybersecurity is something that
cannot be neglected when it comes to processing data. Al, simulation, and even ML can be used
for data processing and analysis, which in turn facilitates monitoring, prediction, and
optimization (Pires et al., 2019). In fact, digital twins can create complicated relationships
between datasets that can lead to data interoperability issues (Pires et al., 2019). Thus, when it
comes to algorithms for data analysis in the cloud, Deep Learning (DL) can be used (Singh et
al., 2021).
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PART 3
This part aims to provide a perspective on how digital twin technology can be applied in the
automotive industry. Therefore, three different use cases of digital twins are presented in

general terms to give some examples.

3 Digital Twin in Practice

Digital twins are currently being used to varying degrees in different areas of the automotive
industry and are continuing to evolve and even penetrate new areas.! To show concrete

examples, three use cases were selected to represent the three classifications DM, DS and DT.

1. Digital Model 3.3 Vebhicle Build
2. Digital Shadow 3.2 Mobility Services
3. Digital Twin 3.1 SLAM Maps

Table 3: Equivalence of classification, Use cases

3.1 SLAM Maps

SLAM stands for Simultaneous Localization and Mapping, a concept for building knowledge
about how the environment looks and behaves in real time. Semi-analog sensors such as light
detection and ranging (LIDAR), radio detection and ranging (RADAR), and cameras can be
used to gather information about the vehicle's surroundings. The collected data is captured
locally by the vehicle's sensors and sent to the servers/cloud of a connected system, which
processes and aggregates the data with SLAM algorithms. In turn, detailed, highly accurate
SLAM maps including the position of the vehicle in the map are created, and shared in a
connected system where subsequent vehicles can take part of the SLAM maps. This means that
all vehicles that are connected and support this feature, in turn, collect and update data that is
sent to the servers/cloud of the connected system. Thus, new SLAM maps are created and
updated. Depending on the car manufacturer and their requirements, the SLAM maps can also
be aggregated and stored on the vehicle's onboard computer to provide quick access to the map

for autonomous driving functions. The SLAM maps enable the vehicle to avoid or adapt to its

! Informant from Automotive Industry, Digital meeting 4th April 2023

16



surroundings and their obstacles, as it now knows what is in its environment. For example,
where people are, objects such as roadsides, trees, other vehicles, etc. This is one of the most
advanced and difficult types of digital twins that process extremely large amounts of data for

self-generating real-time maps.?

3.2 Mobility Service

Mobility services enable the on-demand rental or ordering of vehicles, for example via mobile
applications. This service uses a model that allows the company to determine where there is
demand and where vehicles need to be placed by collecting data about the people who use the
vehicles and the locations where people order service. This is a digital twin of a business-critical
nature that requires some form of digital access. There are no autonomous vehicles yet that
automatically position themselves where the need is. It still requires people to physically use
the vehicle and move it from point A to point B so you can collect data from the application,
among other things. For example, the digital twin of the service can be used to test new features
for the service against the data collected before implementing them in the real service, which
in turn can provide insight into how well the feature will work and whether it will be beneficial
to the service. The digital twin is also able to collect data about the performance, usage, and
maintenance of the vehicle, which can help predict future problems and improve operational

efficiency.?

3.3 Vehicle Build

This digital twin collects data and tracks every single vehicle that comes to market throughout
the product lifecycle, each with its own combination of components. The digital twin thus
processes data on items, i.e., the components contained in a given vehicle, both software and
hardware. Traceability of individual items by their part number is also a legal requirement.
Another important part that the digital twin processes is usage data, which indicates how a
particular component is used. A digital twin of each vehicle is created, where it is possible to
predict the condition of the vehicle or a particular component in the individual based on the
item data. For example, you should be able to predict maintenance so that the customer does

not end up in a situation where they have to make unforeseen repairs. Then there is the business

2 Informant from Automotive Industry, Digital meeting 4th April 2023
3 Informant from Automotive Industry, Digital meeting 4th April 2023
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aspect, where it is possible to see which specific vehicle individuals have components that are
suitable for a campaign, such as updates or new services that can be offered that are suitable for
vehicles with particular software. This type of digital twin follows the car in real-time
throughout its lifecycle, from development to aftermarket to scrappage. However, updating the
data still depends on someone reporting it, for example by scanning the part number when the

car is serviced, and a component is replaced.*

PART 4
This study primarily takes a qualitative approach, and the following part describes the

methodologies that were used to build this study.

4 Methodology

4.1 Exploratory Study

The choice of methods used in this study is based on the purpose of the study. Thus, the study
has an exploratory purpose, which means that the study represents an area that needs to be
mapped and investigated. According to Patel and Davidson (2019), the exploratory approach is
appropriate when there are knowledge gaps in a particular area, which means that the study
aims to investigate the topic more in-depth. The exploratory methods used in the study can be
used to create new perspectives (Kvale & Brinkmann, 2014). An exploratory nature indicates
that the study is not based on a hypothesis but explores the field without presuppositions
(Malhotra, 2010). Thus, the researcher has a broad approach to the study with the possibility of
narrowing the focus area as the work progresses, which can then be adjusted depending on the

results of the data collection and research (Malhotra, 2010).

An analysis of selected industrial use cases is performed using cybersecurity methods and
models, TARA and STRIDE to perform threat analysis and risk assessment to highlight and
identify specific cybersecurity risks. The use cases in question were collected from the
automotive industry during a session where each case was presented. The interviews were
conducted to gain insight into the challenges the industry faces in this area. The data collected

during the interviews and the risk assessment of the use case form the basis for achieving the

4 Informant from Automotive Industry, Digital meeting 4th April 2023
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research objectives. A literature search was also conducted to find relevant and valuable
scholarly material to support and ground the topic. Thus, the goal is not to understand a
particular situation or event in depth, but to gain a broader general understanding of a relatively

new topic such as digital twins in the context of cybersecurity.

4.2 TARA

It is strongly recommended that threat modeling be implemented as early as possible in the
product development cycle (Van Landuyt & Joosen, 2021). Early implementation means a
lower probability that the proposed solution will go into production with security vulnerabilities
(Sukiasyan et al., 2022). Threat analysis aims to identify, prioritize, and mitigate security risks

to protect the architecture, considering critical security aspects (Sukiasyan et al., 2022).

TARA is an acronym for Threat Analysis and Risk Assessment, which identifies potential threats
to the cybersecurity of the systems under consideration, enabling an assessment of the risks
associated with the identified threats (Dobaj et al., 2021). Threat modeling is a comprehensive
tool that can be adapted and used for cybersecurity analysis throughout the product
development life cycle (Dobaj et al., 2021; Van Landuyt & Joosen, 2021). With new regulations
and standards, TARA has become an essential component of cybersecurity, and the process has
been integrated into the automotive development lifecycle (Dobaj et al., 2021). Clause 15 in the
ISO/SAE 21434 standard sets the foundation for other clauses in the standard. This clause
requires the identification of potential cybersecurity threats, for example, by conducting a threat
analysis and risk assessment, TARA (Costantino, De Vincenzi & Matteucci, 2022b). Below in

Figure 4 is an overview of how Clause 15 addresses the TARA process.

Figure 4: TARA process overview

This study applies TARA based on ISO/SAE 21434, which includes these seven steps. For the
risk assessment, the descriptions in Appendix B.1-3, Table 17-20, will be considered and used

as guidance.
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(1) Asset Identification
This step involves identifying assets and determining threat scenarios by considering
cybersecurity properties (ISO/SAE International, 2021). The damage scenarios are
evaluated considering the cybersecurity properties and considering the risks if these
assets are compromised (Kugler Maag, n.d). Each asset is reviewed for confidentiality,
integrity, and availability, and these attributes, also called CIA triad, are described as
cybersecurity assets (ISO/SAE International, 2021).

Confidentiality | Unauthorized individuals, entities, or processes are not given
access to or revealed information.

Integrity Accuracy and completeness.

Privacy Being available and useable on demand by a legitimate entity.

Table 4: Cybersecurity assets, CIA triad

(2) Threat Scenario Identification
Once assets are identified and potential damage scenarios are defined, it is possible to
address potential threat scenarios (ISO/SAE International, 2021). Thus, one damage
scenario can correspond to multiple threat scenarios and vice versa (Kugler Maag, n.d.).
For this reason, we use the STRIDE method, which is comprehensive for threat scenario

identification.

(3) Attack Path Analysis
The goal of this step is to identify potential attack paths for all threat scenarios
(ISO/SAE International, 2021). According to the ISO standard, it is recommended to
thin in reverse, e.g., what path a potential attacker must take for such a threat scenario
to occur (Kugler Maag, n.d.).

(4) Impact Rating
This step involves analyzing the possible consequences of the damage scenarios
(ISO/SAE International, 2021). The impact assessment is performed here based on

financial, operational, privacy, and safety (ISO/SAE International, 2021; Kugler Maag,
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n.d.). The possible consequences can be assessed on a scale ranging from negligible,

moderate, and significant to severe (ISO/SAE International, 2021).

(5) Feasibility Rating
In this step, we evaluate the potential of the various attacks to be executed (ISO/SAE
International, 2021). The feasibility rating of the attack can be based on one of the
following methods: attack potential-based, CVVSS-based, or attack vector-based, where
the decision of which approach to choose may depend on the phase of the life cycle and
the available information (ISO/SAE International, 2021). In this case, we will use the
attack potential-based approach, in which the attack feasibility rating will be evaluated
based on the following core factors: elapsed time, the required expertise, knowledge of
the item or component as well as equipment, and the window of opportunity (ISO/SAE

International, 2021; Kugler Maag, n.d.).

In this study, the author primarily validates the impact rating and feasibility rating based
on the parameters in Appendix B.1, Table 17 and Table 18. This is processed and
reviewed with the assistance of three professional cybersecurity specialists from Knowit

Cybersecurity & Law to ensure these assessments are as reasonable as possible.

(6) Risk Value Determination
In this step, we evaluate the risk for all threat scenarios on a scale of 1-5, with 1
representing minimal risk and 5 representing high risk (ISO/SAE International, 2021).
The risk value is determined from the impact of the related damage scenario and the
attack feasibility of the associated attack path for each threat scenario (ISO/SAE
International, 2021). However, the 1-5 scale was not used in this study, but was based
on the risk matrix (Appendix B.3, Table 20), which used the very low, low, medium,

and high scales.

(7) Risk Treatment Decision
After evaluating each threat scenario, the final step is to consider how to manage the

risks, with the following treatment options including (ISO/SAE International, 2021):

a. Awvoidance

b. Reduction
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c. Sharing the risk
d. Retaining the risk

The last two options, sharing and retaining the risk, are recognized as cybersecurity claims
eligible for cybersecurity monitoring and vulnerability management in accordance with
Clause 8 (ISO/SAE International, 2021).

4.3 STRIDE

STRIDE was developed by Microsoft and is one of the most commonly used threat modeling
methods (Van Landuyt & Joosen, 2021; Sukiasyan et al., 2022). STRIDE is an acronym for
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation
of Privilege, the six categories of security threats examined (Sukiasyan et al., 2022). Table 5

provides an overview of the methodology.

Threat Definition Property

Spoofing Imitation of something/someone, e.g., = Authentication

pretending to be someone else.

Tampering Manipulation of data. Integrity
Repudiation Claiming not to do a particular action. =~ Non-repudiation
Information disclosure Disclosure of information. Confidentiality
Denial of Service Denial or degradation of Availability

service/function.

Elevation of privilege Able to perform despite being Authorization

unauthorized.

Table 5: STRIDE definition

The STRIDE method can be defined at different levels of abstraction, which in turn helps to
clarify and illuminate vulnerabilities and the potential impact on the system as a whole
(Sukiasyan et al., 2022). It is considered one of the most flexible approaches to threat modeling
because it provides comprehensive threat analysis and can be implemented at the component
and functional levels (Sukiasyan et al., 2022). In this study, the STRIDE methodology is used
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as help to map possible threats, which in this case forms the basis for an even more thorough
analysis and compliments the threat scenario identification in the TARA analysis. In the
application, the STRIDE model in the table above was walked through line by line to determine
if an attack such as spoofing was feasible or plausible for the particular threat scenario. If it was

not, it was excluded and proceeded to the next row in the table.

4.1 Use Case Collection

Industrial use cases are an essential component to fulfill the purpose of the study. Therefore, an
expert from a large Swedish car manufacturer with extensive experience with digital twins and
researching future innovations was contacted as an informant. A digital meeting was organized
through Microsoft Teams to identify relevant use cases for this work, but in the form of a regular
meeting rather than an interview. This meeting also discussed the definition of digital twin in
general to ensure that the author and the informant were on the same page. In accordance with
our definition of the digital twin, the informant then revised the various use cases that were

prepared.

The meeting was recorded by the informant and subsequently provided to the author, which
means that both parties have considered the ethical principles in this matter. Unfortunately, we
were not able to do an automatic transcription, so the author had to transcribe the recording
manually. In this way, a total of eight industrial use cases were collected. The selected use cases
were summarized and translated into English by the author. After consultation with supervisors
and a suggestion from the informant, three of the use cases were selected for this study. The
selection was based on the representation of different types and levels of digital twins, the

digital twin selected for risk assessment is of a more advanced level.

Respondent Language Time
Informant Swedish 1h 18min 47s

Table 6: Information meeting
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4.2 General Literature Review

Literature reviews provide an opportunity to get an overview of existing knowledge, point out
and formulate problems, and clarify concepts, etc. (Backman, 2016). This means that it helps
us to show the relevance of the problem we are trying to solve, for example, by pointing out
deficits and gaps in the knowledge base (Backman, 2016).

To find relevant scientific material, a general literature search was conducted using search
engines such as Academic Search Premier, Business Source Ultimate, Google Scholar, and
Scopus. A variety of keywords were used in the search, such as "digital twin", "cybersecurity",
"threat modeling", etc., as well as synonyms of the keywords. The keywords were used in the
search both individually and in combination with each other, to give some examples, a search
could be “cybersecurity risks in automotive industry”, “definitions of digital twins” or
“’industry 4.0° AND ‘digital twin’”. In addition, the search was primarily filtered by the
criterion that the material must have been written in English and published between 2015-2023.
When searching in e.g., Academic Search Premier and Business Source Ultimate, the criterion
“peer-reviewed” was also applied, which ensures that the material has been scientifically

reviewed.

The search results sorted above were processed first, with selection based on the title and
publication date of the material, with preference given to the most recent works. In addition,
the material was reviewed for relevance to this study based on the abstract. Reviewing the
various relevant works allowed for the discovery of additional words and terms that could be
used in various combinations for new searches, as well as the possibility of snowballing.
Snowballing is a method of examining the citations and references of the work to find other
relevant works (Wohlin, 2014). The study also includes material from Internet-based sources
found through the Google search engine. Only materials from well-known and credible

organizations and websites were carefully selected as sources.

4.2.1 Thematic Analysis

Thematic analysis is a method that incorporates themes found in existing research (Denscombe,
2018). The purpose of thematic analysis is to identify existing boundaries and explain the reason
for perceptions (Denscombe, 2018). In this study, the collected material, both from literature

and semi-structured interviews, is processed and analyzed by identifying salient themes and
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categorizing them through color coding. Denscombe (2018) explains that coding can be based

on, for example, a type of event, a direction of opinion, expressions or words that occur, etc.

The keywords "Digital twin", "Cybersecurity", "Automotive”, and "Industry 4.0" were used for
color coding to review the scientific literature. Articles were treated in a separate table column,
primarily reviewing the abstract, introduction, and conclusion and picking out the most relevant
in the text. This allows for color coding, for example, when the word “Digital Twin” or a related
phrase to it appears in the column of the summarized article, it is marked with the appropriate
category color. In this way, it is easier to see what an article is mainly about, and it is also easier
to go back to find relevant information. The approach used is inspired by the method presented
by Braun and Clarke (2006) involving six phases, which they describe as:

1 The researcher creates a basic understanding of the content of the collected material

and assesses possible patterns in the material (Braun & Clarke, 2006).

2 Identify and code the collected material by finding the salient parts that are considered
relevant (Braun & Clarke, 2006).

3 Identify different themes and chart the coded material to sort by similarities and
patterns (Braun & Clarke, 2006).

4 Review the developed themes and evaluate them in accordance with the material
(Braun & Clarke, 2006). It is common that themes may need to be modified to better
reflect the content of the material (Braun & Clarke, 2006).

5 Define all themes, the name of a theme should clearly reflect the core content (Braun
& Clarke, 2006).

6 The researcher presents, analyzes, and discusses the material, interpreting the content
of all the themes (Braun & Clarke, 2006). This includes considering their meanings
in correlation with the research questions and the purpose of the study (Braun &
Clarke, 2006).

Table 7: Thematic analysis guide
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Thematic analysis was performed using five different color codes: red, blue, yellow, green, and
purple, with each color representing different themes, as shown in Table 8 below. The
corresponding colors were used for highlighting in the text of the collected articles, as
mentioned above. The articles were summarized in a separate column where relevant
paragraphs were mainly from the abstract, introduction, and conclusion of the article, see
examples in Appendix C.1, Figure 7. The colors made it clearer what the article was about and

made it easier for the author to find the information that could potentially be used for this study.

Automotive

Digital Twin

Cybersecurity

Methodologies*

Industry 4.0

Table 8: Colour coding

* When a particular method or theory was used in an article, the green color coding served
primarily to highlight that particular part so that the author could better understand the article

and its content.

4.3 Semi-structured Interviews

The interview is a research method for qualitative data collection that focuses on self-disclosure,
unlike other qualitative methods (Denscombe, 2018). It is the interviewee's experiences,
perceptions, opinions, and aspirations that make up the research data (Denscombe, 2018).
Interviews can be structured in a variety of ways, Denscombe (2018) describes three types
where the extent of the sequence of questions and answers in relation to the agenda of the
interview makes the difference. These are structured, semi-structured, and unstructured

interviews (Denscombe, 2018).
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The interview method chosen for this study is the semi-structured interview. Denscombe (2018)
describes it as a hybrid style where the interviewer has a list of questions as in structured
interviews. On the other hand, you want to allow the interviewee to develop their thoughts and
ideas as in the unstructured interview (Denscombe, 2018). The purpose of the interviews in this
study is to get perspectives on the topic from people with relevant experience. Semi-structured
interviews are a flexible approach in this regard. Denscombe (2018) points out that with a semi-
structured interview, you have the option to change the questions for the interviews. For
example, the questions may change from one interview to the next based on information
gathered in the previous interviews. This is a feature that is considered useful and provides the

opportunity to adjust the interviews and obtain relevant data for the study.

A list of relevant people who have worked with digital twins was received from a contact in the
automotive industry, where two from the list were primarily selected in consultation with
supervisors. The selection was based on their specific area of work and how they have worked
with digital twin technology. Individual interviews were conducted with a total of four
individuals, all of whom have worked in different areas with digital twins in the automotive
industry. One of the four individuals interviewed works specifically in the area of cybersecurity.
This, in turn, provides an opportunity to learn from different experiences and perspectives to

gain deeper insights into this emerging technology.

All interviews were conducted remotely via Microsoft Teams, which also has a recording
feature and automatic real-time transcription capability. The duration of the interviews was
estimated to be 45 minutes, which also varied from interview to interview. Interviews were
booked and scheduled in advance, with both parties agreeing on a date. The information and

consent documents as well as invitations to the meetings were sent by email.

Respondent = Role Area Language Time
A Engi i Digital Twi . .

Respondent 1 dvanced Engineering lgital Twin English 29min 13s
Lead Technology

Respondent 2 Cyb_er Security Cybersecurity English 25min 30s
Engineer

27



Senior Research Digital Twin

R ish in 4
espondent 3 Strategy Manager Technology Swedis 56min 4s
Solution Program Digital Twin : .
Respondent 4 Manager (SPM) Technology Swedish 42min 24s

Table 9: Interview sessions

Conducting the interview remotely allows flexibility in terms of time and location. Denscombe
(2018) describes digital interviews as an attractive alternative because it provides the
opportunity to interview people around the world without having to consider travel costs, for
example. After the interviews have been conducted, the qualitative data collected will be
processed, analyzed, and evaluated. In this case, the transcripts of all interviews were the raw
data. The recordings made at the same time could be used for additional purposes, for example,

if something was unclear in the transcription.

The author was able to review all of the transcripts from each interview and select the material
that seemed most relevant to the study based on the responses to each question, see Appendix
A.3. The selected material from the raw data was compiled into a single document that could
contain either common or unique responses from the respondents. In a second phase, the author
reviewed and reassessed the relevance of the material by weeding out repetitive and redundant
information that had been deemed useful in the previous round, which facilitated the analysis
and summary of relevant findings presented in the study. The citations selected from the
interviews in Swedish were translated into English. The interviews are the part of the study
where ethical principles were considered and applied in all aspects, from planning to contacting,

conducting, and analyzing the results.

4.4 Ethics

This study is conducted in accordance with research ethics, with the primary goal of protecting
both participants and the public from harm because of the research (Denscombe, 2018). For
example, research ethics includes surveys, interviews, and observations. In other words,

research that involves the collection of data from and about living people (Denscombe, 2018).

Ethics in the research context adheres to fundamental principles that develop along four lines,

all of which represent the ability of researchers in the pursuit of knowledge to conduct reckless
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research (Denscombe, 2018). The principles define how research should be conducted and
provide a common vision of what researchers should strive for (Denscombe, 2018). Denscombe
(2018) compares them to a moral compass for research. The four ethical principles are as

follows:

(1) Participants interests should be protected, i.e., participants and the public should not be
physically, psychologically, or personally harmed by a research project (Denscombe,
2018). As a researcher, you have an obligation to assess the potential consequences of

participation in advance and take steps to protect them (Denscombe, 2018).

(2) Participation should be voluntary and based on informed consent. This means that
people should not be forced to participate in research, but that it should be voluntary
(Denscombe, 2018). People need to be able to receive enough information about the
research so that they can make appropriate decisions about their participation
(Denscombe, 2018).

(3) Researchers should be open and honest about the study. This means that researchers
should be clear about the research, such as the purpose, how and why it is being
conducted, and how the data will be used (Denscombe, 2018). It also means that the
researcher is fair and objective and does not, for example, allow personal preferences to

influence the results (Denscombe, 2018).

(4) Research should be in accordance with national legislations, which states that national
legislation must not be violated (Denscombe, 2018). Among other things, there are laws
that place restrictions on permissible areas of research, and there are specific data
protection laws, such as the GDPR, that should be considered because some type of data

will always be processed as part of the research (Denscombe, 2018).

Ethical principles were fully considered and applied in both the semi-structured interviews
conducted and the digital session for the collection of use cases. For principle 2-3, two
documents were prepared, the first document, Information on participation (Figure 5), provides
clear information about what is expected from both parties for the interview and how the data
will be handled. The second document, Consent to participate (Figure 6), is an informed
consent form that provides more information about the interview session and where the

participant can give their consent. In this way, participants can make a wise decision about their
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participation by carefully reading the information and an opportunity to give their written
consent. These documents were sent in advance to all participants. The author also made sure
that participants were reminded of the information and their rights before the meeting began.
The documents also note that participants are assured of confidentiality in order to protect the
interests of the participants, thus fulfilling the first principle. Compliance with the fourth

principle, which states that national legislation should be followed, is a priority in this study.

PART 5
This part presents the results of the study collected from conducted interviews and threat

analysis and risk assessments of an industrial use case.

5 Results

The digital twin is a concept that has been adopted in various areas of the automotive industry
and is already widely used. Respondents describe the digital twin as a concept in which a digital

representation of a physical entity is created with data that can be emulated and even simulated.

“[...] It’s quite complex, but I think there are many definitions, but my perception is
when you can truly represent digitally a device or an assistant in an environment that
has representativity of its sensing, reasoning and actions through data. So, | think that
the true connection of the real system with the digital system in a way that is

representative enough for its function and for its purpose ” (Respondent 1).

"I think that the first level is the most fundamental level. It is that you collect data, real-
time data about a physical phenomenon, something that exists in the physical world,
which you then digitize and distribute data to the next level. That is, when you actually

start building some kind of insights on the data you have collected” (Respondent 3).

There are many different definitions for the digital twin, and it is also possible to divide it into
levels, which makes it complex. However, the central feature of the digital twin is that it is

based on collected data, and this is something that all respondents describe.
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"Based on historical data, the semantic model is built so you can fast forward and set
up different scenarios [...] and then you can optimize the different scenarios to, for

example, get the effect you want at the end [...]" (Respondent 3).

The automotive industry has recognized the great potential and benefits of a digital twin. Its

function can help develop different purposes and perspectives. For example:

""a technocratic perspective, but we can also have a business perspective. We can have
a people perspective, so you can have different perspectives that you want to capture in
the digital twin" (Respondent 3).

"[...] but there are different cases, the technical related to cars but also those to

individuals or customers, they are different” (Respondent 4).

It can be approached from a technical perspective, but also from a people-oriented perspective.
Respondent 3 also explained that digital twins are most commonly used in the automotive
industry in the context of products. This involves product management of components in a

vehicle, for example, by tracking what is available for a car.

"It is perhaps most obvious when we talk about product data, that is, the product that is
rolling on the road, so that you can track what kind of product is in each individual

vehicle, is given a number so that you can enter the data about it" (Respondent 3).

The digital twin can also be used in early phases, e.g., in the design and development of
products. Respondent 1 describes that the digital twin allows developers to anticipate and detect

problems, which means things can be fixed early before they are applied to a physical product.

“A better flow in the product development because of the digital twins, or at least the
ways that we can create simulations of representative product [...] they can also do
virtual reality, augmented reality and mixed reality of cars [...] we can see the real
equals before it’s even a physical design and also discuss, change or enable the designs

in what way they can change things even before having a physical part” (Respondent
1).

“[...] I think the concept can be expanded to many different fields” (Respondent 1), This is
something that other respondents agree with, and it has already started to spread to the
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production and manufacturing side, where they have started to benefit from this technology as
part of the 14.0 trend.

"I think the digital twin will be used in almost every field. It can be applied to everything
from increasing the precision of how to assess the wear and tear of components in cars

to how to optimize business models” (Respondent 3).

“There’s a big trend on the industry 4.0 on manufacturing also try to have this
information system that is linked, connected somehow to the real process and then we
can easily identify issues or both the opportunities of improvement. So, | think that there
are a lot of possibilities on having these applications and even testing as well [...]”

(Respondent 1).

As more areas of the automotive industry adopt digital twin technology, cybersecurity will
become more important, as the heart of the digital twin appears to be data and emulation,
according to respondents. Respondent 2 notes that "[...] the car can potentially have a lot of
sensitive information about you". Therefore, an important aspect is to look at "[...] how do we
ensure that it is consistent and that it is secure, that it is resilient to different types of errors
that occur. It's like how to secure the data that comes in, how it's transferred, how it's handled ”
(Respondent 3).

Personal data is some of the most sensitive data a digital twin can process. The processing of
such data is subject to legislation, among other things, and the collection of personal data
usually requires the consent of customers. Respondent 4 highlights /.../ the disadvantages are

that it is costly and the privacy issues that you have to take ultimate responsibility for".

"[...] it is this with privacy. There is GDPR, these issues are probably the biggest
actually. That's where we keep running into the problem [...] everything connected to
our vehicles is individual. The information is then linked to a customer and that is

confidential” (Respondent 4).

Besides the risk of unauthorized access to sensitive data, there is also a lot of talk about the risk
of data manipulation. If a digital twin is used, for example, to develop and monitor products,
this means that it also contains basic data about the product and the target values. With these

target values, it is possible to measure performance and point out possible errors.
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"[...] it is basically to control that the vehicle is as it should be, i.e., if someone tries to
manipulate externally or internally in the car, we can see it on the digital twin because

we always have a set point [...]" (Respondent 4).

Respondent 2 states that it is obvious that a digital twin is a major target for attackers. Not only
does the digital twin process an enormous amount of data, but compared to the physical world,

it is also easier to perform something malicious against the digital world.

“[...] copy everything into the digital representation, an attacker will of course not go

to the car but to the digital twin to find it [...] ” (Respondent 2).

“[...] sophisticated attack is that you create fake entities that try to communicate and
talk to the digital twin, because digital communication is easier than the physical
communication, you can impersonate more easily in the digital world [...] *“ (Respondent
2).

Therefore, it is important to consider securing the digital twin right from the start when building

the digital twin by, for example, encrypting the data.

"How one is defined, how it not only keeps your privacy throughout the process by
ensuring that, for example, the data is encrypted [...] so there are lots of aspects that

you have to deal with when building it" (Respondent 3).

In other words, it is not about making it unbreakable and trying to secure it, but to realize the
importance of the risks and manage it to a degree. This is something that Respondent 1 points

out.

“ [...] I think bidirectionally it can be too much sometimes, so enabling actuation
teleoperation, remote activation, that could be a little bit dangerous because in the end
of the day, when we talk about security it doesn’t matter of being unbreakable, but the

time that it takes to break and have access to that system” (Respondent 1).

“There are encryptions that you can take like decades to break, [...] my point is more
of being aware that if you enable two-way communication, you might have a risk [...] ”
(Respondent 1).
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Respondent 3 points out that the full potential of the digital twin is not yet known. Although it

offers many advantages, there are some problems that need to be solved.

"But if we look ahead, it is difficult to see what potential they will actually provide in
the future, it's like looking at the internet when it started to emerge [...] it is somewhat

difficult to speculate on where the major use will be [...]" (Respondent 3).

It is also difficult to know where the main use of the digital twin will be. At the same time, the
digital twin is expected to be at the center of the future of the automotive industry, along with

other technologies.

"[...] there are a lot of technologies that will be central in the future where [...] the
potential for digital twins in combination with number of other mechanisms by all means
trust mechanisms like blockchain or similar. It is difficult to describe, and it is so easy

to understate™ (Respondent 3).

"The downside is that the more advanced the digital twin, the harder it is to build. But when we
look at the upside, there are huge benefits from having a digital twin" (Respondent 3), but where
we are today, there are few use cases for digital twins at a higher level. There are difficulties
when it comes to technology and key elements to create the digital twin, as it must be built with

a certain precision.

"For narrow applications that are very specific, we can get to a fairly high level [...] |
think that even those with medium level of digital twin, with more complex use cases.
They are quite difficult to build. It is not obvious how good the architecture looks or
what mechanisms should be in place, how data should be collected and managed and
stored over time. We also have to aggregate and learn in real time from the physical"
(Respondent 3).

"[...] the more advanced use cases you have in what we 're going to use the digital twin
for, the harder and more complex it is to build it and keep it updated over time"

(Respondent 3).

There are still many issues to be addressed in the development of advanced digital twins in the

automotive industry. Respondent 3 stated "[...] so in this broad sense, | think there is still a lot
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to do before we have a high-level digital twin". This concerns not only the technical side, where

not all technologies are fully mature, but also the cybersecurity risks that need to be addressed.

5.1 Threat Analysis and Risk Assessment

A threat analysis and risk assessment (TARA) are performed on the industrial use case SLAM
Maps, one of the most advanced use cases of digital twins in the automotive industry, presented
in earlier parts of this study. The use case is described on a general level, which means that we
have limited information and no further details. Therefore, TARA can only be performed at a
general level where assumptions must be made based on the case. Consequently, not all possible
elements of the digital twin may be covered, but the intention is to present concrete risks that
could exist for a digital twin. This TARA focuses on the overall process from collecting sensor
data to transmitting it to SLAM algorithm systems where the data is aggregated and sent back

to a connected vehicle.

The fundamental element of performing a TARA is to identify key assets that need to be

protected as well as possible attack vectors, see Table 10 and Table 11.

Assets
Asset Name Asset ID  Description Comment
Including the data of the
Sensor Data A01 Information collected from the sensor surroundings and positioning of the
vehicle.
Communication to Communication function to the server and/or To the SLAM algorithm system
A02 onboard the vehicle or/and OTA
server the system.
updates.
L lgori L
SLAM Algorithm AO3 Back-end system Creates and updates SLAM maps

System

using algorithms.

Table 10: Asset identification

In this particular case, there are three important assets, namely the data collected by sensors
such as LIDAR and radar. The second asset is the communication channel to the server where

the data is processed. This can be the data flow to a SLAM algorithm on board the vehicle or
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some kind of over-the-air (OTA) update. The third asset is the system, the SLAM algorithm,
which aggregates the collected data and converts them into highly accurate SLAM maps. These
SLAM maps can, in turn, be sent back to the connected vehicle, indicating how it should behave

in relation to the environment.

Attack Vectors
Attack Vectors Attack Vector ID | Description
Physical Tampering AVO01 A physical attack toward the asset.
Cellular Link Data AV02 Data flow between different units.
Cloud AVO3 Attacking through the cloud, where the data is flowing or/and
stored.
Sensor AV04 LiDAR, Radar, camera.

Table 11: Attack vector identification

There are several ways that attacks on our critical assets can occur. Physical tampering involves
carrying out the attack through something in the physical world. The second attack vector
identified is the flow of data between the different parties, thinking that an unauthorized party
could gain access to it. The last vectors identified are attacks that can take place through the

cloud servers and the sensors.

These elements were identified based on general and limited information we have about the
case. Therefore, it is important to note that there may be other assets and attack vectors that

have not been considered in this study.

By identifying critical assets and attack paths, it is possible to speculate on potential threats and
the impact of the combination from multiple perspectives. This means that there can be an
incredible number of combinations that indicate potential threats that need to be investigated.
According to the standard, each asset and potential attack vector should be assessed. However,
due to numerous limitations, only five different scenarios that may exist in relation to an asset

and potential attack vector are considered to showcase some concrete risks.
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Asset

AO01

AO01

A02

AO03

AO03

Asset

AO01

A01

Asset Name

Sensor Data

Sensor Data

Attack

Vector

ID

AV01

AV03

Communication to sever | AV02

SLAM Algorithm System | AV03

SLAM Algorithm System | AV01

Table 12: Properties, CIA

Properties, CIA

Attack Vector

Physical Tampering
Cloud

Cellular Link Data
Cloud

Sensor

Confidentiality | Integrity Availability
X
X
X
X
X X

In relation to the analyzed asset and the attack vector, the cybersecurity characteristics should

also be defined to show what is worth protecting. This is considered in terms of the CIA triad,

as shown in Table 4, which would be applicable in each combination.

A combination may fall under any of the CIA triads and therefore represents at least one

separate damage scenario. Thus, the black check marks correspond to the scenario exemplified

in this study in Table 13, and the gray check marks are the other possibilities with which the

combination could be considered relevant.

Attack
Vector

ID

AV01

AV03

Threat

T1

T2

Threat Scenarios

Threat Scenario

The attacker locates the sensors and

covers the sensors which prevents
measurements and makes the data

inaccurate.

Attackers perform denial-of-service
towards the cloud servers, thus

rendering the SLAM data unavailable.
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Attack Path

N

Attacker locates the sensors.
Covers the sensors.
The sensors send false readings.

Attackers sends a ton of request to the
server.
The server overwhelms.



A02

AO03

AO03

Asset

AO01

A01

AV02

AV03

AV04

T3

T4

T5

Attackers place a rouge base station and
interferes with the communication
channel which breaks the availability of
the asset.

Attackers access the cloud and
manipulate the algorithm parameters
resulting in corrupted data being sent to
the vehicle.

Attackers generate fake signals that
mimic the signals produced by the
actual sensors making the SLAM
algorithm to produce inaccurate or
incomplete SLAM maps.

Table 13: Threat scenario identification

N

The server gets unavailable.

Attacker places rouge base station.
The communication channel disrupts.

Attacker gains unauthorized access to
cloud servers.

Manipulates the algorithm
parameters.

Corrupted data is generated and sent
back to the vehicle.

Attackers spoof the sensor data.
SLAM algorithms use spoofed data.
The algorithm produces inaccurate or
incomplete SLAM maps.

Table 13 provides examples of potential threat and damage scenarios related to assets and their

possible attack vectors to present concrete risks. In order to develop these threat scenarios,

STRIDE was used as shown in Table 5 to determine the potential threats for each case.

Furthermore, impacts and feasibility are assessed based on several parameters and their

probability, as shown in Table 14 and Table 15. The impact assessment is based on the

perspective of users, i.e., vehicle owners, while the feasibility assessment is based on the

perspective of attackers, where we consider the conditions under which such an attack can be

carried out. Due to limited information on use cases, assumptions were made for the evaluation

based on what is considered plausible, using the parameter descriptions in Appendix B.1, Table

17 and Table 18.

Attack
Vector

ID

AV01

AV03

Threat

T1

T2

Impact Rating

Safety Privacy Financial
Major Negligible Moderate
Major Negligible Negligible
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Operational Impact Level
Major Major
Severe Severe



A02

AO03

AO3

Asset

AO01

AO1

A02

AO03

AO3

Asset

AO01

AO1

A02

AO03

AO03

AV02 T3 Major Negligible Negligible Major Major

AV03 T4 Major Negligible Negligible Severe Severe

AV04 T5 Major Negligible Negligible Severe Severe

Table 14: Impact assessment

Feasibility Rating

Attack | Threat @Specialist Knowledge Elapsed time = Window of Equipment Feasibility
Vector  ID expertise about the opportunity Level
ID item
AVO1 | T1 Layman Public <1 day Easy Standard High
AV03 | T2 Expert Internal <1 week Difficult Specialized Low
AV02 | T3 Expert Internal <1 month Easy Bespoke Low
AV03 | T4 Expert Internal <1 month Easy Specialized Medium
AV04 | T5 Expert Confidential | <1 month Easy Specialized Medium

Table 15: Feasibility assessment

Risk Assessment and Treatment

Attack | Threat @ Impact Level Feasibility Level Risk Level Risk Treatment
Vector ID

ID

AV01 T1 Major High High Mitigate

AV03 T2 Severe Low Medium Mitigate

AV02 T3 Major Low Low Accept

AV03 T4 Severe Medium Medium Mitigate

AV04 T5 Severe Medium Medium Accept

Table 16: Risk assessment
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The results of the impact rating and attack feasibility rating together determine a risk level for
each threat scenario, as indicated in the Risk Matrix, Appendix B.3, Table 20, which has a risk
level from low to high. Therefore, for some of these threat scenarios, certain suggested
measures have been developed to illustrate how you can protect your assets, in this case, assets

in a digital twin.

Risk mitigation means using security paradigms to manage the risk so that it can be considered
acceptable, the choice of what to do with the risk is based on Appendix B.2, Table 19. The
threats that we believe should be mitigated are T1, T2, and T4, as shown in Table 16. T1
describes that the vehicles sensor is subject to physical attack, which in turn results in its
inability to collect accurate data. One suggestion to prevent the car from reading the wrong
data, in this case, is that it can warn when a sensor is unavailable and compare the data collected
in this case that a sensor is covered with the input data from other sensors such as the vehicles
camera. T2 is the threat scenario of a Denial-of-Service (DoS) attack on the cloud server, where
a massive number of requests are sent to the asset, which in turn makes it unavailable. A first
step that can be taken to prevent this type of attack is to set up optimal firewalls, but also to use
a Distributed Denial-of-Service (DDoS) protection service that can detect and defend against
attacks before they can harm the cloud server. T4 is also a threat scenario that affects the cloud
server. However, unlike T2, this is a case of tampering, where you manipulate algorithm
parameters via the cloud, which means corrupt data is generated and sent. In addition to the
solutions proposed for T2, it is advisable to use security mechanisms such as strong access
control by implementing solid authentication to make the cloud more secure. For data hosted
and processed in the cloud, encryption should be considered as an important cybersecurity
measure to protect sensitive information from unauthorized access, as in the case of T4. For
example, the encrypted data needs to be decrypted in order to understand what it is, which
means a decryption key is required. Threat scenario T3 was accepted because it has a low level,
indicating that the probability of the threat being executed is not very high. Accepting a threat
means that no action is or can be taken to address it. In the case of T5, we decided to accept a

medium risk because there are currently no adequate measures for this risk.
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PART 6
In this part, the results presented in the previous section are analyzed and discussed in order

to draw parallels between them, which in turn can answer the objective of the study.

6 Analysis and Discussion

The concept of digital twins has received a lot of attention in recent years with the advent of
14.0, which emphasizes digitization with its nine pillars highlighting the technologies of the
future, as Vaidya, Ambad and Bhosle (2018) point out. The digital twin is not a stand-alone
technology, but by using multiple modern technologies, it is possible to create a digital twin
that can be used to emulate as well as simulate a physical entity throughout its product lifecycle
(Pires et al., 2019; Botin-Sanabria et al., 2022).

Although the digital twin is not a new phenomenon, respondents consider the digital twin to be
complex, indicating that there are multiple levels of abstraction, and it is unclear what is
considered as a digital twin. However, many researchers have attempted to divide what they
believe falls under the concept based on various factors, such as Kritzinger et al. (2018), who
classify digital twins according to the level of integration, which represents three different
levels. Then there is an even more detailed breakdown by maturity levels highlighted by Kim,
Sankeun, and Hyunjeong (2020). For example, Atkins/IET, where it is possible to divide the
digital twin into five different levels. The higher levels of these classifications describe digital
twins, where data exchange between the virtual and physical entities is bidirectional in real-
time, which in turn allows the digital twin to evolve along with its physical twin (Newzrella,
Franklin & Haider, 2022), this considered an advanced digital twin according to one of the

respondents.

Trauer et al. (2020) note that a distinctive feature of digital twins is the ability to directly
influence the physical twin through simulation, prediction, etc. This is mainly used in the
production phase, but digital twins can also be influenced in the operation phase, which is also
reflected by one of the respondents. The digital twin has also been adopted in several areas of
the automotive industry, and the respondents indicated that the digital twin can be applied from
different perspectives, such as a technical perspective or a people-centered perspective. Liu et
al. (2021) have noted that most of the models referred to as digital twins, which refer to the

more advanced type with bidirectional data exchange, have instead described the lower levels
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of digital twins that are not as advanced. This suggests that the more advanced digital twins are
not currently present in many industries, including the automotive industry, where respondents
indicated that there are few applications for the more advanced digital twins to be found in this
sector. According to Piromalis and Kantaros (2022), core enabling technologies such as 10T
and Al are not yet mature enough to be deployed flawlessly, so certain types of digital twins
could be used more widely in the automotive industry. This is something that one respondent
agrees with, implying that the digital twin is still at an early stage where its full potential has
not yet been demonstrated or realized. The respondent also believes that there is still much to
be done before advanced digital twins can be created on a larger scale in the automotive

industry.

According to the respondents, the digital twin in the automotive industry is mainly used in
relation to products. It is about creating a digital twin of a product, e.g., a car component, from
development through market launch to scrapping, in other words, applying the digital twin
throughout the product lifecycle, which is also highlighted by Botin-Sanabria et al. (2022). One
respondent stated that using the digital twin can improve the entire product development
process because you can see the equations and anticipate changes before applying them to the
physical twin. This shows that the digital twin plays an important role in the product lifecycle,
which means that there are major cybersecurity risks for the digital twin as it is a potential entry

point.

The automotive industry is undergoing a profound transformation due to digitization, which
means that more and more work is being done to develop e.g., automated and connected
vehicles. Macher et al. (2020) point out that there are millions of connected vehicles on the road
today, and demand for advanced systems such as ADAS, autonomous driving, in-car
connectivity, etc. continues to grow. For these systems, for example, digital twins can be used
for design, development, and maintenance. This also increases the attractiveness of attacks, as
cybersecurity attacks have increased in recent years according to Macher et al., (2020), which
also shows the importance of implementing security solutions (Costantino, De Vincenzi &
Matteucci, 2022a). The increasing security risks in the automotive industry have resulted in EU
regulations such as UNECE R155 and standards such as ISO/SAE 21434 to provide guidelines

on how to provide safe and secure vehicles (Costantino, De Vincenzi & Matteucci, 2022a).
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Liu et al. (2021) state that data and modeling are the basics, while simulation is an important
aspect. The biggest concern expressed by respondents regarding the use of digital twins is the
enormous amount of data collection and data management that is required. This includes basic
product data, development data with target values, and also collected data such as personal data
that can be processed in a digital twin. One respondent emphasized that the collection and
processing of personal data is a critical issue related to digital twins. For example, they can be
collected via vehicles, which in turn are connected to a digital twin. The collection and
processing of sensitive personal data is subject to laws such as the GDPR, which means there
are important requirements for the automotive industry to consider. Singh et al. (2020) also
address these issues, arguing that the problem is privacy, confidentiality, and the question of
who owns the data that is sent back and forth between different parties, such as from one digital
twin to another. One respondent points out that the risks of attacks on the digital twin are
enormous. If an attacker is trying to obtain information and knows there is a digital twin, they
will naturally target the digital twin first, because it is easier to attack the digital world than to

try to physically obtain or manipulate it.

By performing TARA on an industrial use case at an aggregate level, it is also clear that data
management is the biggest concern since it is such a central component of a digital twin. Based
on the threat scenarios, it was found that data manipulation is the most common attack cited as
a major concern by all respondents. Another identified attack is one that blocks the flow of data,
such as DoS or DDoS attacks. This means that the digital twin and its physical counterpart do
not receive any data and must in turn rely on previous data. It can be concluded that data
protection is the only commonality that applies to all digital twins from a cybersecurity
perspective. Measures suggested to protect data in the digital twin include implementing strong
access controls, and authentication control to minimize unauthorized access to the data. For
example, through two-step authentication, as used by many services and systems today, or even
role-based access control, as used by many companies for their systems. Encryption of data is
another vital security measure that was also mentioned by respondents. It makes it more
difficult for unauthorized persons to access the data and much more difficult to manipulate it
without decrypting it.

In other words, there are various threats and risks to a digital twin, which in turn can lead to
more or less severe risks that affect, for example, the safety of a car, as we can see in the TARA,

but can also affect other systems. It is impossible to say how a particular digital twin should be
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protected, as this may depend on the nature of the digital twin, its area of use, the technology
used, etc. In such cases, the identification of threats and risks requires, for example, the
implementation of a TARA for the individual digital twin to be able to mitigate the existing
risks on this basis. The performance of such risk assessments is already widespread in the
automotive industry for individual products. The standard ISO/SAE 21434 addresses TARA as
a possible instrument to be used as a part of the process of identifying cybersecurity risks
(ISO/SAE International, 2021).

PART 7
This section presents the conclusions of the study that could be drawn from the results and
analysis. Finally, the limitations of the study as well as future research opportunities are

presented.

7 Conclusion

The digital twin is a concept with a lot of potential that is believed to be at the heart of the
automotive industry in the future. As the automotive industry expands and the demand for
connected vehicles and advanced automation systems increases, the digital twin is becoming a
relevant approach that can be used for purposes such as development, testing, and maintenance.
As a result, cybersecurity risks are also increasing and are a critical issue for the development
process in the automotive industry. In recent years, however, cybersecurity has received more

attention as efforts are made to deliver safe and secure vehicles.

Therefore, this study aims to explore the cybersecurity challenges associated with the use of
digital twins in today's automotive industry and how these challenges can be addressed in the
future with different security paradigms. Based on industry insights and a threat analysis and
risk assessment of an industrial use case, parallels were drawn to conclude that the common
denominator that poses the greatest security challenge for all digital twins today is the data
management. This is because data is a fundamental component of a digital twin, so most attacks
will always involve and affect the data or the data flow. As for the second question, it can be
concluded that in order to overcome the existing security challenges, it is necessary to conduct
a threat analysis and risk assessment for the respective digital twin and implement the security

measures based on it. This is because digital twins differ depending on their area of use and
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technology, for example, making it impossible to find general security measures that are
suitable for every digital twin. In summary, when using digital twins today, different security
challenges may arise depending on the digital twin. However, the critical security challenge for
all digital twins remains data and data management, which is affected by cyberattacks
regardless. Therefore, it is important to emphasize that this is something that should be
considered first and foremost. To determine which possible security paradigms can be used to
address future security challenges, a digital twin should be treated as an independent product,
separate from the physical twin, with a threat analysis and risk assessment performed for the
individual digital twin. Based on this, appropriate cybersecurity paradigms can then be

developed for each digital twin.

7.1 Limitations

This study had some limitations, including the time frame and the fact that the topic is still
relatively unexplored, which made it an exploratory study. There was no clear definition of
what a is considered a digital twin, which made it difficult to delineate the information search
for the study. There was even less material when trying to look more closely at the automotive

industry and cybersecurity.

Because of the time frame of the study, this meant that the study had to take a different
approach. The idea was to perform an analysis of several use cases according to the different
levels of integration in order to compare them from a security perspective. However, there was
neither time nor enough information available to do this. The author is considering this as a
possibility for future studies. The narrow time frame also meant that the selection of
respondents was limited to only four people from the automotive industry. This may result in
the empirical data of the study being somewhat thin. The disadvantage of having only a few
respondents who also work in the same industry is that the responses and results could be biased
in favor of the company and the industry. More interviews and respondents from other
industries would have been needed to get a greater variety of responses and perspectives.
Individuals from other industries who are developing digital twins for the automotive industry,

for example, could have been relevant participants for the study.
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7.2 Future Research

For future research, the author sees opportunities to further explore digital twins by delving into
the architectural structure and technical layer to provide a more comprehensive threat and risk
analysis and risk assessment of, for example, multiple types of digital twins from different use
cases and industries. Since the digital twin is still in its infancy and there is still potential for
development, it could be interesting to find possible commonalities and gain a broader

perspective on cybersecurity.
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Appendix A

A.l Information on Participation
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Information on participation

My name is Rossarin Upara, and | am studying my last semester at University West in Trollhdttan. | am
currently working on my bachelor’s thesis in Informatics at Knowit Cybersecurity & Law in Gothenburg,
titled "Cybersecurity: Digital Twins in Automotive". The aim of the study is to identify the security
challenges associated with the implementation and use of digital twins in the automotive industry today,
and to determine the future opportunities from a cybersecurity perspective. The project runs over a 10-
week period, from 2023-02-20 to 2023-04-30.

The study considers the four ethical principles for research, including national legislations. This
document is provided to clarify the conditions for participation in the study, the following describes
what applies:

a. Use of Information
The material and information obtained from the interviews and other forms of collaboration
will be used solely for research purposes in this study.

b. Informed Consent

- Participation is voluntary and participants have the right to withdraw from the interview
without giving a reason.

- Consentis preferably given in writing using the consent document. | will also ask for your verbal
consent before the interview begins. You can withdraw your consent at any time.

c. Confidentiality

- Theinformation will be presented in such a way that it is not possible for others to identify the
individual. Hence, to provide confidentiality.

- Transcripts and recordings will be deleted after the thesis is approved.

In agreement with Knowit Cybersecurity & Law, the study will belong to University West. This means
that the participant will be able to take part of the study's results in the final thesis, which will be
published through Digitala Vetenskapliga Arkivet (DiVA).

Feel free to contact me with further questions.

Rossarin Upara

Figure 5: Information document
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A.2 Consent to Participate

Consent to participate

Informed consent is required from each participant for the use of empirical data in the thesis.
This document is a written informed consent form for participation in the study, including
further information about the interview process.

Information — Interview session
The interview will be semi-structured and held by Rossarin Upara.

Place: Teams (Online)
Date: According to the agreement (During March or April 2023)
Time: 45 min

The meeting will be recorded and transcribed.
= This assumes that you have taken part of the document: “Information on participation”
By signing this document, you confirm that you consent to participate in an interview and that

you agree with the information provided in this document and the statements in the
"Information on participation" document.

Signature Printed name

Date, Place

Figure 6: Consent letter
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A5 Interview Guide

English Version
Digital Twin
1. How do you define a digital twin?
2. What type of digital twins have you been working with?
a. Which supporting technologies are used?
b. Any use case you would like to highlight?
3. Can you give examples of the most common applications of digital twins in the
automotive industry?
4. What advantages and disadvantages do you see in the use of digital twins in the
automotive industry?
a. So far, how have digital twins impacted the industry?
5. What is the biggest challenge related to the application of digital twins in the
automotive industry today?
a. How do you think this can be addressed?
6. Thinking of the future, how do you think the digital twin will be used within the
automotive industry?
a. In which areas do you think this technology should be used more in the future?
Why?

Cybersecurity

For those who do not work in the security field, these questions are more about what they
believe.

1. Can the digital twin be or become a vulnerable node? How?

2. What cybersecurity risks are there for digital twins used in the automotive industry?

3. What do attackers want to achieve when they attack on the digital twin? What harm do
you think it could cause?

4. What measures can be considered to reduce the cybersecurity risks of digital twins?
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Swedish Version

Digital Tvilling
1. Hur definierar du en digital tvilling?
2. Vilka typer av digitala tvillingar har du arbetat med?
a. Vilka stodteknologier har anvants dar?
b. Finns det nagot anvandningsfall som du vill lyfta?
3. Kan du ge exempel pa det vanligaste tillampningen av digital tvilling inom
fordonsindustrin?
4. Vilka for- och nackdelar ser du med att anvanda digitala tvillingar inom
fordonsindustrin?
a. Hur har digitala tvillingar paverkat industrin?
5. Vad &r den storsta utmaningen som finns relaterat till tillampningen av digital tvilling
inom fordonsindustrin idag?
a. Hur tror du man kan éverkomma dessa utmaningar?
6. Om vi tanker framtiden, hur tror du digitala tvillingar kommer att anvéndas inom
fordonsindustrin?
a. Inom vilka omraden ser du att denna teknologi borde anvandas mer inom i
framtiden? Varfor?
Cybersakerhet

For de som inte direkt arbetar med cybersékerhet ar dessa fragor utifran vad de tror.

Kan digitala tvillingar vara eller bli en sarbarpunkt? Hur?

. Vilka cyberséakerhetsrisker finns det for digitala tvillingar som anvénds inom

fordonsindustrin?

. Vad vill angripare uppna med en attack pa den digitala tvillingen? Vilken skada tror

du detta kan medfora?

. Vilka atgarder kan vidtas for att minska cybersakerhetsrisker for digitala tvillingar?
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Appendix B

The following tables are from Knowit Cybersecurity & Law and are parameter descriptions and

guidelines for TARA. The tables are originally based on material from the ISO/SAE
21434:2021 standard (ISO/SAE International, 2021), but have been developed and modified by

Knowit to be applicable in practice with customers and others.

B.1 Parameter Description

Attack Potential Parameters

Parameter Value | Explanation
Specialist expertise
Lavman 0 Unknowledgeable compared to experts or proficient persons, with no particular expertise. E.g.,
4 = ordinary person using step-by-step descriptions of an attack that is publicly available.
- Knowledgeable in that they are familiar with the security behavior of the product or system
Proficient 3
type.
Familiar with the underlying algorithms, protocols, hardware, structures, security behavior,
Expert 6 principles and concepts of security employed, techniques and tools for the definition of new
P attacks, cryptography, classical attacks for the product type, attack methods, etc. implemented
in the product or system type. E.g., experienced technician or engineer.
Multiole Different fields of expertise are required at an expert level for distinct steps of an attack. E.g.,
ox err’zs 8 multiple highly experienced engineers who have expertise in different fields, and which are
P required at an expert level for distinct steps of an attack
Knowledge about the component
Public 0 Public information concerning the component (e.g., as gained from the Internet). E.g.,
information and documents published on the product homepage or on an internet forum.
Internal information concerning the component (e.g., knowledge that is controlled within the
Internal 3 developer organization and shared with other organizations under a non-disclosure
agreement). E.g., internal documentation shared between manufacturer and supplier,
requirements and design specifications.
Confidential information about the component (e.g., knowledge that is shared between
Confidential 7 discrete teams within the developer organization, access to which is constrained only to

members of the specified teams). E.g., Immobilizer-related information, software source code
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Restricted

11

Restricted information about the component (e.g., knowledge that is known by only a few
individuals, access to which is very tightly controlled on a strict need to know basis and
individual undertaking).E.g., customer specific calibrations or memory maps documented
internally by the manufacturer and/or supplier

Window of opportunity

Unlimited

High availability via public/untrusted network without any time limitation (i.e., asset is always
accessible). Remote access without physical presence or time limitation as well as unlimited
physical access to the component or component.

Easy

High availability and limited access time. Remote access without physical presence to the
component . E.g., pairing time of Bluetooth, remote software update, etc.

Moderate

Low availability of the component. Limited physical and/or logical access. Physical access to the
component without using any special tools.

Difficult

10

Very low availability of the component. Impractical level of access to the component to perform
the attack. E.g., decapping an IC to extract information, cracking a cryptographic key by brute
force faster than the key is rotated.

Equipment

Standard

Equipment is readily available to the attacker. This equipment can be a part of the product itself
(e.g., a debugger in an operating system), or can be readily obtained (e.g., internet sources,
protocol analyzer or simple attack scripts). E.g., Laptop, ordinary tools (screwdriver, soldering
iron, pliers).

Specialized

Equipment is not readily available to the attacker but can be acquired without undue effort.
This can include purchase of moderate amounts of equipment (e.g., power analysis tools, use
of hundreds of PCs linked across the internet would fall into this category), or development of
more extensive attack scripts or programs. If clearly different test benches consisting of
specialized equipment are required for distinct steps of an attack this would be rated as
bespoke. E.g., Specialized hardware debugging device, communication devices (hardware in the
loop test rig, high-grade oscilloscope, signal generator), special chemicals.

Bespoke

Equipment is specially produced (e.g., very sophisticated software) and not readily available to
the public (e.g., black market), or the equipment is so specialized that its distribution is
controlled, possibly even restricted. Alternatively, the equipment is very expensive. E.g.,
manufacturer-restricted tools, electron microscope.

Multiple
bespoke

Is introduced to allow for a situation, where different types of bespoke equipment are required
for distinct steps of an attack.

Elapsed time
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The time to identify a vulnerability and develop and (successfully) apply an exploit is less or

<1d 0
ay equal to 1 day.
<1 week 1 The time to identify a vulnerability and develop and (successfully) apply an exploit is less or
- equal to 1 week.
The time to identify a vulnerability and develop and (successfully) apply an exploit is less or
<1 month 4
equal to 1 month.
<6 months 17 The time to identify a vulnerability and develop and (successfully) apply an exploit is less or
equal to 6 months.
6 months 19 The time to identify a vulnerability and develop and (successfully) apply an exploit is more than
6 months.
Table 17: Attack potential parameters (Knowit Cybersecurity & Law, 2023)
Impact Level Parameters
Parameter Value | Explanation
Safety
Negligible 0 No injuries.
Moderate 1 Light and moderate injuries.
Maior ) Severe and life-threatening injuries (survival probable) or moderate injuries for multiple
J persons.
Severe 3 Life-threatening injuries (survival uncertain)/fatal injuries or severe injuries for multiple
persons.
Privacy
Negligible 0 The privacy damage leads to no effect or negligible consequences or is irrelevant to the user.
Moderate 1 The privacy damage leads to inconvenient consequences to the user.
Major 2 The privacy damage leads to serious impact to the user.
Severe 3 The privacy damage leads to significant or even irreversible impact to the user.
Financial
Negligible 0 The financial damage leads to no effect, negligible consequences or is irrelevant to the user.
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The financial damage leads to inconvenient consequences which the affected user will be able
Moderate 1 s
to overcome with limited resources.
Maior 5 The financial damage leads to substantial consequences which the affected user will be able to
J overcome.
Severe 3 The financial damage leads to catastrophic consequences which the affected user might not
overcome.

Table 18: Impact level parameters (Knowit Cybersecurity & Law, 2023)

B.2 Risk Treatment Decision

Risk Treatment Decision

The level of risk shall be managed by introducing or altering security controls so that the residual risk

Mitigate can be reassessed as being acceptable.

Accept The decision on retaining the risk without further action shall be taken depending on risk evaluation.

Avoidance The activity or condition that gives rise to the particular risk shall be avoided. E.g., by remove the risk
source interface

Sharing The risk shall be shared with another party that can most effectively manage the particular risk

depending on risk evaluation, e.g., through contracts or buying insurance.

Table 19: Risk treatment decision (Knowit Cybersecurity & Law, 2023)

B.3 Risk Matrix

Risk Matrix
Threat Level (TL)
Very Low Low High

Severe Critical

Impact level (IL) Major High

Moderate

Negligible

Table 20: Risk matrix (Knowit Cybersecurity & Law, 2023)
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Appendix C

C.I Thematic Analysis
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Cybersecurity |
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Abstract: Digital tvilling ar ett branschoverskridande k
svart att hitta en startpunkt. Den digitala tvillingen ar a
utveckling och implementering av digitala tvilling-tillam
Introduktion: Digital tvilling (DT) ar ett koncept som ir
bidrar med varde. Konceptet lovar att effektivt I6sa fys
implementera en digital tvilling medfér dock héga kost
generera ett hogt varde till kortast mojliga tid. Den mai

Figure 7: Application, Thematic analysis
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