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Sammanfattning 
Resultatet utav detta kandidatexamensarbete är en jämförelse mellan tre olika 
nätverksenheter och hur mycket prestanda som utnyttjas när SNMPv1 och SNMPv2c poll 
och trap används på enheterna. Enheterna som testerna utförs på är en gammal Cisco 
router, en modern Juniper gateway och en Linux server. Testerna visar att SNMP inte 
använder såpass mycket utav enheternas resurser att det påverkar prestandan på dessa 
enheter. Dessa tester görs för att försäkra oss om att SNMP inte tar upp så mycket 
prestanda på näverksenheterna att funktionaliteten och prestandan minskar. Detta 
kandidatexamensarbete visar huruvida SNMP övervakning är ett problem för 
nätverksenheter eller inte.
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Summary 
The result of this bachelor thesis is a comparison between three different network devices 
on how many resources that is used on them when utilizing SNMPv1 and SNMPv2c polls 
and traps. The devices tested are an old Cisco router, a modern Juniper gateway and a 
Linux server. The experiments conducted prove that SNMP does not utilize the network 
devices resources to a point that it becomes an issue for the performance. These tests are 
done to ensure that SNMP do not use up to many resources on the infrastructure which 
would decrease the functionality and performance of the network. This study shows 
whether or not SNMP monitoring is a problem for the enterprise network
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utilize CPU and bandwidth determined during the study. This was done to ensure that 
adding SNMP monitoring on old and new infrastructure would not decrease the 
performance of the network. 
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the thesis work. 
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they are requesting comments on. 
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1  Introduction 
In a modern society people and businesses are getting heavily dependent on network 
technology and the functions behind it. If a problem would occur on the network, 
which would affect the services delivered through it, the administrators need to be 
aware as fast as possible. A tool for this is Simple Network Management Protocol 
(SNMP) monitoring which keep a good overview on the network infrastructure using 
polls and traps. Using SNMP monitoring in the network will increase the reliability of 
the services on it because if a problem occur on a device it will send a trap to the 
Network Management System (NMS) which includes all the information about the 
event occurred that the administrator needs. SNMP polls enable the administrator to 
perform a query to the device about certain interesting values E.g. Bandwidth usage, 
CPU utilization and memory used. 
 
Since there are a variety of SNMP versions, the amount of network resources is also 
different, is new always better? Therefore this study will include both SNMPv1 and 
SNMPv2c when comparing the network devices. In what way will monitoring the 
network infrastructure with SNMP polls and traps affect the performance of the 
network or its components? This study will compare different network devices by 
performing a variety of tests on a Cisco router, a Juniper gateway and a CentOS Linux 
server during traps, polls and when idle.  
 
The Network Management Platform (NMP) called Centreon, based on Nagios, will 
be installed on a CentOS Linux server to be used as an NMS on the network. Nagios 
has been proven to be a powerful and solid platform for SNMP communication [1] 
and Centreon is an open source GUI to use for Nagios. Tests will be performed to 
see the amount of resources that actually is consumed on a Cisco router, a Juniper 
gateway and another CentOS Linux server when using SNMP. 

1.1 Layout of this thesis 
The audience of this thesis is expected to have a basic knowledge of data 
communications and networking. The disposition of this thesis is as follows: 

Chapter [2] includes the background information about this thesis and the company it 
is carried out on. 
Chapter [Error! Reference source not found.] gives basic knowledge of SNMP, 
MIB, NMS and other technology that is used during the thesis measurements. 
Chapter [4] is the Method chapter which gives a thorough explanation on how the 
experiments were conducted. 
Chapter [5] includes the threats that could compromise the measurements and the 
thesis as a whole. 
Chapter [6] shows the result of the experiments and the thesis. 
Chapter [7] is where the discussion about experiments are placed, here we thoroughly 
examine the results and discuss them. 
Chapter [8] contains what conclusions that can be drawn from the thesis. 
Chapter [8] includes future work that could be performed. 
Chapter [10] is a list of references used during the thesis. 
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2 Background of this thesis 
Zetup AB is a middle sized IT company centered in Gothenburg (HQ), Stockholm 
and Trollhättan who focus their business on improving customers IT infrastructure. 
Zetup currently has Big Brother monitoring installed on their servers which is a client-
server model that use its own protocol for communication. But because of the need 
to monitor not just servers but the whole network infrastructure Zetup will transition 
into using SNMP. Since Big Brother does not support SNMP monitoring they will 
install and configure the NMP software Centreon on a CentOS Linux server. Zetup 
hope that SNMP monitoring on their infrastructure will help them get a better 
overview of the events occurring on the network and that they will be able to react 
faster to them than before. 
 
To ensure that implementing SNMP monitoring will not consume a critical amount of 
resources on the network or the devices connected to it this study will primarily focus 
on comparing the SNMPv1 and SNMPv2c protocols on different network devices 
that usually is seen in an enterprise network. During the study measurements will be 
taken on one old Cisco router, one modern Juniper gateway and one Linux server to 
see how the monitoring affects CPU load and bandwidth consumption. 

3  Technology background 
A NMS is a server which runs software used to monitor and administer a network. In 
this study Centreon was used as the software installed on the server to create the 
NMS, this is done because Centreon have support for using the SNMP protocol to 
monitor the network. Network devices use the SNMP protocol to send data to the 
NMS via agent software which is either preinstalled from the manufacturer or 
installed manually with third party software. The NMS receives the data and checks 
for the information in its Management Information Base (MIB). The MIBs are virtual 
databases that include all the information that can be accessed with SNMP, the NMS 
looks trough the Object Identifier (OID) tree in the MIB and interprets the data.  
 
The data that is accessed will be sent to the NMP software, how this data is processed 
differs between software but in Centreons case it will put the data in a database. After 
this process the data can be viewed from the Centreon Graphical User Interface 
(GUI). SNMP has three versions of standardized protocols (SNMPv1, SNMPv2c, and 
SNMPv3), during the study the protocols SNMPv1 and SNMPv2c will be compared 
since these are the most common versions to use in a network [2], SNMPv2c will 
during this thesis be referred to as SNMPv2. 
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3.1 SNMP 
Simple Network Management Protocol is a widely known set of protocols for 
managing and monitoring network devices such as routers, switches, printers or 
servers. The first version of the protocol, SNMPv1, were published 1988 in RFC1157 
[3, 16]. Even though it is not the most reliable protocol SNMP use the User Datagram 
Protocol (UDP) for its communication, this is because of the overhead created if the 
Transmission Control Protocol (TCP) would be used. There are three main functions 
with SNMP used by the administrators of the Network Management System (NMS), 
the SNMP GET operation which fetches information from a device with SNMP 
support, the SNMP SET operation which changes values in a device for managing it, 
also there is a possibility to tell the devices on the network to send information if a 
certain parameter is met, this is called a TRAP message.  

3.1.1 SNMPv1 

SNMPv1 was the first standardized protocol for Simple Network Management 
Protocol. It was standardized in 1988 by IETF and is defined in the RFC 1157. The 
biggest concern in this version of the protocol is the lack of security, it is based only 
on communities which is plain-text passwords that allows all devices with the 
community string to communicate with each other [4]. 

3.1.2 SNMPv2 

SNMPv2c is the successor of the SNMPv2 protocol and is used in most of today‟s 
SNMP monitoring. It was defined in RFC 3416 [5], RFC 3417 [6] and RFC 3418 [7]. 
SNMPv2 introduced the Protocol Data Unit (PDU) InformRequest which is much 
like a trap notifications but with an acknowledgement that the packet has been 
received; if no acknowledgement is received by the sending manager then the 
notification will be re-sent. This version of the protocol also includes improvements 
in e.g. error handling, performance and set commands [8]. 

3.1.3 SNMPv3 

SNMPv3 is the newest version of the SNMP protocol. This version of the protocol 
primarily focuses on security; therefore this is most popular for using SNMP over the 
insecure internet. SNMPv3 encrypts its packets with DES encryption to ensure 
privacy and furthermore it uses the standardized User-bases Security Model (USM) in 
its architecture. Not all devices support SNMPv3 and this together with the 
complexity of installing SNMPv3 result in most companies using SNMPv2 as their 
protocol for SNMP communication. Every agent inside the network devices which 
use SNMPv3 has its own unique identifier called engine ID, the engine ID can be set 
by the administrator or be configured by the manufacturing company. This combined 
with passwords and encryption represents the biggest security changes implemented 
by SNMPv3. 
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3.2 Management Information Base 
Management Information Bases (MIB) is virtual databases used for managing the 
entities in a communications network. MIBs are usually installed on modern network 
equipment before shipped from the manufacturer but can also be supplemented with 
more MIBs by the administrator; this indicates that SNMP is flexible and safe for 
future updates. The objects in the MIB are defined using a subset of Abstract Syntax 
Notation One (ASN.1) and the database containing these objects are hierarchical 
(tree-structured). The entries in the databases are addressed through Object Identifiers 
(OID), different products have different MIBs preprogrammed in their system and 
OIDs are used to identify the different MIBs and entries. An example of the tree is 
1.3.6.1.2.1.1.3 in figure 3-1 which points on the object sysUpTime; this OID will be 
used during the polling tests in this study [9].  
 
 

 

Figure 3-1: An example of the OID Tree structure. 

Each dot in the tree represent a number, there are many different MIBs. The general 
MIBs is under 1.3.6.1.2.1 this tree include everything general from sysUpTime to 
ipRouteAge. The private MIBs which are specific for each manufacturer have 
1.3.6.1.4.1. (Unique number for each manufacturer) in our case 2636 which is Juniper.  
Further down the tree starts listing model numbers and then attributes on the models 
these OIDs are always unique.  

http://en.wikipedia.org/wiki/ASN.1
http://en.wikipedia.org/wiki/Object_identifier
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3.3 Structure of Management Information 
Structure of Management Information (SMI) is a RFC standard that defines how 
MIBs is named and specifies their associated data types, SMI has been released in two 
versions, SMIv1 (RFC 1155) and SMIv2 (RFC 2578). SMIv2 was standardized to 
provide enhancements for SNMPv2. Coding in SMIv1 enforces the syntax attribute 
of ASN.1; ASN.1 follows Basic Encoding Rules (BER). BER defines how the objects 
are encoded and decoded so that they can be transmitted over a transport medium 
such as Ethernet [4]. SMIv2 adds a new leaf to the OID tree under the internet sub 
tree which is called SNMPv2. SMIv2 also adds a number of optional fields which 
gives greater control on how an object is accessed. 

3.4 SNMP message format 

The SNMP message format use Abstract Syntax Notation One (ASN.1) to define the 
data types in its fields, this is to ensure that the messages are platform independent. 
ASN.1 uses the Basic Encoding Rules (BER) for the encoding of data and to transfer 
the data between the network devices. All data fields, regardless of what programming 
language is used in the SNMP message needs to be a valid ASN.1 data type and to be 
encoded by BER [10].  
 
As seen in Figure 3-2 the outer layer of the SNMP Message is a single field of the 
sequence data type and contains three blocks, the SNMP version, the SNMP 
Community String and the SNMP PDU. The SNMP version which is an integer data 
type tells the receiver of the message which SNMP version that is used. The SNMP 
Community String is a string which acts much like a password for the community the 
agent is a part of, without the right community string the receiver of the message will 
not react to the message [11].  
 
The PDU block is composed of four blocks, the request ID (Integer data type), the 
error field (Integer data type), error index (Integer data type) and variable binding list 
(Sequence data type). The variable binding is a sequence of two fields, the OID which 
tells the receiver what parameter is addressed on the device and the value field which 
contains the value for that parameter. 
 

 

Figure 3-2: An SNMP message and format used. 



Performance evaluation of a network infrastructure monitored with SNMP polls and traps 
 

 6 

3.4.1 Abstract Syntax Notation One (ASN.1) 

Abstract Syntax Notation One (ASN.1) is defined by the International Standards 
Organization (ISO) in the ISO Standard 8824. ASN.1 is a high-level data-type 
definition language and its main purpose is to be a way of representing data regardless 
of what platform is used on the device [11]. It allows for devices and software of all 
types to reliably communicate with each other using both structure and data. SNMP 
use only a subset of ASN.1 in its implementation to ensure that it still would be 
considered simple [12]. 

3.5 SNMP Polls 

SNMP Poll is the most used function of SNMP communication. Figure 3-3 shows a 
graphical interpretation of how the NMS sends a GetRequest to the router, which 
responds with the value extracted from the OID in the GetRequest, the experiments 
conducted during this study use an OID which gets the current uptime from the 
network devices. 
 

 

Figure 3-3: SNMP Poll example. 

The benefits of using polls are the possibility of using history to see how the 
measured data changes trough time. All data collected can be graphed in the NMS and 
this could be used to give companies an estimate of how much resources will be 
needed for future growth. 

3.6 SNMP Traps 
An SNMP Trap is a “Passive Poll” e.g. If a router lose connection to internet the 
system administrator need to be informed about it straight away, for this the best 
choice is SNMP traps. If a connection would break, e.g. a network cable being 
disconnected, the SNMP trap will instantly send information about the connection 
break to the NMS, this result in much faster information received by the NMS instead 
of using polls which are performed in certain intervals. Figure 3-4 shows a graphical 
interpretation of how the router sends a trap to the NMS when something happens 
on the router, during the experiments this is when a cable is pulled or plugged into the 
router (linkUp and linkDown). 
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Figure 3-4: SNMP Trap example. 

Traps is also useful to services where you do not want to poll all the time, when you 
only want information about when something happens or certain parameters are met. 
E.g. If the company need to monitor if a BGP connection is up between two 
networks it would not be useful to use polling since it only gives the answer that it is 
working or not in approximately 5 minutes interval [13]. However if traps are used 
and the BGP connection fails then the system administrator will be informed straight 
away. 

3.7 Protocol Data Unit 
As mentioned in the SNMP message format chapter the Protocol Data Unit (PDU) is 
the message field that agents and NMS use to send and receive information. SNMPv1 
specified the 5 core PDUs but when SNMPv2 was standardized they added the 
InformRequest and GetBulkRequest to the protocol. Table 3-1 list all the PDUs used 
in SNMP communication and what they are used for. 

Table 3-1: Table over PDUs used by SNMP. 

PDU Usage 

SetRequest  Sent from NMS to an agent to set the values whose OID are 

included in the PDU. 

GetRequest Sent from NMS to an agent to retrieve information about the 

OID included in the PDU. 

GetNextRequest Sent from NMS to an agent to retrieve information about 

object next to the OID included in the PDU. 

GetBulkRequest Sent from NMS to an agent to retrieve a chunk of information 

in one operation about the OID included in the PDU. 

InformRequest Notifications sent from agent to NMS that are answered with 

acknowledgements, if the notification is not answered with an 

ACK it will be re-transmitted. 
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3.8 Network Management System 

A Network Management System (NMS) is a server running software to collect the 
information from and send commands to the network equipment in its community. 
This study is using Centreon which is based on the enterprise monitoring system 
Nagios, as the platform for monitoring. The reason we chose Centreon is because of 
the support for SNMP monitoring.  
 
Nagios is an enterprise-grade Network Monitoring Platform (NMP) with a big 
community that actively works to increase the functionality of Nagios and its plugins; 
it is used by several big companies worldwide [14]. Robin Rudeklint has in his 
bachelor thesis [1] concluded that Nagios was one of the fastest NMP to send alerts, 
but that the interface showed low usability. This means that Nagios has been proven 
to be a very fast and reliable NMP and together with Centreon which adds a user 
friendly interface for configuration and management is a very good choice for 
companies that are looking to use monitoring with SNMP. 
 
The Centreon community has created a number of different add-ons and plugins for 
Centreon that does not exist in Nagios. 

3.8.1 The agents 

The agents are the entities that respond to and process the SNMP protocol in the 
devices on the network. In certain devices such as routers and switches the agent 
software is installed before it is shipped by the manufacturer, in other platforms like 
Linux servers the agent software needs to be installed manually [4]. The agents 
respond to polls and sends trap information to the managers in their respective 
community. The agents are designed to be as lightweight as possible to minimize the 
amount of resources it consumes and it is used for encoding and decoding the get and 
set commands sent from the NMS, from the BER format to the format used 
internally in the device. The Agent includes an Agent MIB that contains the 
supported OIDs for managing and getting information from the device [12].  

3.8.1.1 Net-SNMP 

To implement SNMP on a server there is a need for an agent to be installed on it, in 
this study the suite of applications named Net-SNMP have been chosen. Net-SNMP 
is a used to implement SNMPv1, SNMPv2 and SNMPv3 in both IPv4 and IPv6 [15]. 
The snmpget command included in the Net-SNMP suite enables polling of a specific 
OID and the snmpwalk command polls a number of requests at the same time e.g. 
the following command ‘snmpwalk -c public -v 2c 192.168.1.1’ will make multiple 
GetRequests to 192.168.1.1 in the public community using the version SNMPv2, 
192.168.1.1 will then respond with all its SNMP information. 

Trap Notifications sent from agent to NMS to inform about an event 

that has occurred. 

Response Acknowledgement and variables sent from agent to NMS, 

includes error reports. Response for GetRequest, SetRequest, 

GetNextRequest, GetBulkRequest and InformRequest. 
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The snmpwalk poll will respond with different answers depending on what the 
192.168.1.1 is since every manufacturer has different MIBs installed on their 
hardware. An enterprise router could respond to a snmpwalk request with over 5000 
rows, this wall of text will contain all from uptime of the router too how long it have 
used a specific router table.  

3.8.2 The managers 

The managers are the entities that use the SNMP protocol to control and monitor the 
agents in its respective community. These entities as with the agents encode and 
decode messages from BER to the formats used internally by the NMP. Managers 
must contain every MIB used by all Agents in the community in order for it to 
communicate with the agents [12]. 

4 Method 
This study will focus on the performance of a network infrastructure which is 
monitored using SNMP polls and traps. Several tests will be conducted to analyze the 
resources the polls and traps use on one Cisco router, one Juniper gateway and one 
Linux server. All of the measurements will use both the protocol SNMPv1 and 
SNMPv2 for monitoring to see if there is any difference between the two. All of the 
tests will be conducted in a lab environment with no other traffic on the network; this 
is done to distinguish the resources used by the SNMP service. The topology used 
during the CPU measurements can be viewed in Figure 5-1. This topology is used 
because it is simple to perform the CPU tests on the devices when using it and 
changing the topology would not affect the CPU load that SNMP utilizes. 
 
When measuring the bandwidth that is consumed there will be another topology used 
as seen in figure 5-2, this change of topology is done to minimize the amount of data 
on the network during the measurements. The measurements will be conducted with 
four test sequences: 
 

1. First measurement is to create a baseline, this test will be performed with the 
SNMP services turned on and measurements will be taken to see how much 
bandwidth and CPU load the SNMP service use on the Cisco router, the 
Juniper gateway and the Linux server utilizes. 

 
2. Second measurement will be with the NMS actively sending SNMP polls to 

the Cisco router, the Juniper gateway and the Linux server one at a time. 
Measurements will be taken on the affected device to determine how much 
bandwidth and CPU load a set of polls consumes. 

 
3. Third measurement will be issued with the Cisco router, the Juniper gateway 

and the Linux server sending traps to the NMS one at a time. Measurements 
will be taken on both the NMS and the device sending traps during the 
timespan of the trap communication, this to measure the usage of bandwidth 
and CPU load during the trap. 
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4. Fourth measurement will be conducted by the NMS sending a snmpwalk to 
the network devices one at a time to see if numerous of polls affect the CPU 
and bandwidth at a much higher level than performing them one by one. 

 
 

 

 

Figure 4-1: Topology used during the CPU measurements. 

 
 

 

Figure 4-2: Topology used during the bandwidth measurements. 
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4.1 Preparations for experiments 
Before the experiments could be carried out a number of preparations had to be 
performed, this chapter will present the preparations that where done and why.  
 
To widen the scope of this study a Cisco router was lent by University West and 
before this could be used for the measurements it had to be configured to support the 
SNMP communication on the network, the running configuration is included as 
[Attachment A] in this document. The Juniper gateway was provided by Zetup AB 
and also had to be configured to be used for the SNMP communication that this 
study demanded. This running configuration is also included in [Attachment B]. The 
Linux server was also provided by Zetup AB and it uses the Net-SNMP agent. The 
NMS did not have to be provided by anyone since it was in the possession of one of 
the study members; however the NMP Centreon had to be installed and configured to 
communicate with the network devices. The devices were all set up in a lab 
environment so that the SNMP process would be isolated and tested. 

4.1.1 Equipment used 

The measurements conducted are performed on different equipment and this chapter 
will give the reader the specifications of this equipment. 
 

Table 4-1: Table showing the equipment used during this study. 

Device Specification 

NMS  OS: CentOS 5.6 
SNMP: NET-SNMP version 5.3.2.2. 
Processor: AMD ATHLON II X4 2.95 GHZ 64-bit 
Memory: 4 GB DDR3 
Ethernet: 10Base-T/100Base-TX/1000Base-T 

Cisco router 

Release year: 2004 

Model: Cisco 2801 router 
OS: Cisco IOS version 12.4 
Processor: RM5261A 250 MHZ 32-bit 
Memory: 128 MB memory 
Ethernet: 10Base-T/100Base-TX 

Juniper gateway 

Release year: 2010 

Model: Juniper SRX 240 
OS: JunOS version 10.4R3 
Processor: Cavium Networks OCTEON CN5230 Quad 
Core MIPS64 64-bit 
Memory: 1 GB 
Ethernet: 10Base-T/100Base-TX/1000Base-T 

Linux server OS: Ubuntu 11.04 
SNMP: NET-SNMP version 5.4.3 
Processor: Intel Dual Core T2300 1.66 GHz 32-bit 
processor 
Memory: 1,5 GB DDR3 
Ethernet: 10Base-T/100Base-TX/1000Base-T 
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4.2 Details of the first measurement 
The baseline is established through performing a number of measurements on the 
equipment used during the study. Firstly on the Cisco router the ‘show processes cpu’ will 
be issued, this command will give detailed information on each process CPU usage. 
The Juniper gateway has the application top installed on it and this will be used to 
display the current CPU usage on the gateway, the results from top will then be 
compared to the other command that Juniper has for showing CPU usage: ‘show system 
processes extensive’, to ensure the same result. The Linux server also has the top 
application installed on it and running this application shows the current CPU 
utilization on the server. For the bandwidth information the NMS will have the 
application iftop installed, iftop shows detailed information about every connection in 
and out from the server, viewing these will show the amount of bandwidth that is 
used by each device. 

4.3 Details of the second measurement 
During the second measurement the command ‘snmpget –v1/2c <IP-address> -c public 
1.3.6.1.2.1.1.3.0’ will be issued on the NMS against the devices one at a time. This 
command sends a poll to the device in question using the version specified in the 
command line. The polls sent during this measurement will first use the SNMPv1 
protocol and later the SNMPv2 protocol, this to see if there is any difference between 
the both. The command with the specified OID uses the GetRequest to get the 
current uptime on the device queried. This is performed 10 times to each device while 
the amount of CPU and bandwidth used by the SNMP service is recorded, this is to 
get an accurate reading and minimize faulty data. 
 
To see the CPU usage on the Cisco router when SNMP polls are being sent from the 
NMS the ‘show processes cpu’ command is used. Since there is no support on the router 
for scripting the command to be performed the command will be issued manually. 
The Juniper gateway has the application top installed on it which can save the current 
CPU usage on the gateway in a file in 1 second interval, the results from top will then 
be compared to the other command that juniper has for showing CPU usage, ‘show 
system processes extensive’ to ensure the same result. The Linux server also has the 
application top installed and this will be scripted in the same way as with the Juniper 
gateway. During the time the tests are issued on the devices the application iftop will 
be monitoring the amount of bandwidth consumed during them, iftop shows the 
current bandwidth between the NMS and the nodes connected to it.  

4.4 Details of the third measurement 
In the third test the same commands as in 4.3 will be used to measure how much 
CPU and bandwidth that is consumed when the devices one after another send an 
SNMP Trap to the NMS. The trap that is sent from the devices is generated from 
pulling or plugging in a network cable that is connected to the laptop testing client, as 
can be viewed in figure 4-2. The pulling and plugging of the network cable triggers the 
routers to send a trap message with information about the event, this method is used 
because it is the closest to an actual scenario that can occur. This trap could have 
many triggers, it could be the network cable that has been damaged resulting in a 



Performance evaluation of a network infrastructure monitored with SNMP polls and traps 
 

 13 

loose connection, the router that it is connected too could have lost power, the 
network interface has experienced an error or even human error where someone 
simply pull the network cable. These tests will first be conducted using SNMPv1 
protocol and later the SNMPv2 protocol. 

4.5 Details of the fourth measurement 
During the fourth test the NMS will send a snmpwalk to the different devices one by 
one, this is done with the command ‘snmpwalk –v 1/2c <IP-address> -c public’. At the 
point the snmpwalk is issued the top command „top -n -s 1 -d 50 | egrep "snmpd|mib2d" 
> snmpwalk.txt‟ will be executed to save the current CPU utilization on the processes 
snmpd and mib2d which the Juniper gateway use for its SNMP communication in a 
text file for 50 seconds in a 1 second interval. Also on the NMS the iftop application 
will monitor the bandwidth consumed. 

4.6 Boundaries 
The study focuses on the amount of resources that SNMPv1 and SNMPv2 consumes 
on the infrastructure, it will not include SNMPv3 because of the lack of support for 
this on certain devices used during this study.  
 
The study will not include any tests where multiple polls are sent at the same time (not 
counting snmpwalk as multiple polls). This is done to simulate a real enterprise 
environment where the NMP usually send polls in 5-10 minutes interval and never at 
the same time to all of the devices. The same reason applies to traps where multiple 
traps not will be sent simultaneously. 
 
The tests will also be limited to one Cisco router, one Juniper gateway and one Linux 
server; these are well known vendors and their devices are usually seen in business 
infrastructure.  

5 Threats to the study 
During the study there are various built in commands that are used on the Cisco 
router and Juniper gateway. The Cisco command ‘show processes cpu’ and the Juniper 
gateway command top and ‘show system processes extensive’ are from different vendors 
and may because of this be variously accurate. This is a big threat to the study since 
the study focuses on single polls and traps and thus need the devices to show the low 
percentage of CPU load that actually will be consumed during the tests. 
 
The use of SNMP to view the CPU load will not be used since sending a GetRequest 
to the device while measure how much resources a poll or trap use would most likely 
change the CPU load and bandwidth used. To get the best comparison between the 
devices the same SNMP message is to be used between them.  
 
Another problem that could occur is that the built in commands on the various 
devices have different support for scripting, filtering and update rate. This means that 
some commands will need to be issued manually each second to get a reading instead 
of making a filtered script that issues the command automatically every second.   
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6 Results 
The measurements began with establishing a baseline on the devices that were used 
during all tests. Not unexpectedly the baseline showed that the devices ran at a CPU 
load of 0.00% and a bandwidth of 0B/s, this because the devices were not connected 
to an external network and no other communication was being sent between the 
devices. The following results show how much CPU utilization and bandwidth that 
the SNMP processes use; the results will be more thoroughly analyzed during the 
discussion chapter. All graphs shown in the following chapters are based on the 
perspective of the device in question. The full list of results on all devices is included 
in this document as [Attachment C]. 

6.1 Poll CPU utilization 

The percentage of CPU load utilized when performing a SNMPv1 poll from the NMS 
to the Cisco router is very low as shown in the figure 6-1 below, the results from the 
SNMPv2 poll which is also displayed is even lower. 
 
 

 

Figure 6-1: CPU utilization on the Cisco router by a poll. 

 
Neither the Juniper gateway nor the Linux server did show any differences in CPU 
utilization during the SNMPv1 or SNMPv2 poll. The percentage of CPU utilization 
during the SNMPv1 or SNMPv2 poll from the NMS to the Juniper gateway or the 
Linux server is simply so low that a single snmpget does not show any CPU activity 
on either the top command or the Juniper command ‘show system processes extensive’. 
  

0

0,05

0,1

0,15

0,2

0,25

0,3

1 2 3 4 5 6 7 8 9 10

P
e

rc
e

n
ta

ge
 o

f 
C

P
U

 

Sample number 

CPU consumed on Cisco router by Poll 

SNMPv1

SNMPv2



Performance evaluation of a network infrastructure monitored with SNMP polls and traps 
 

 15 

6.2 Poll bandwidth usage 
The bandwidth consumed by the SNMPv1 and SNMPv2 polls sent from the NMS 
with the following command ‘snmpget -v 1/-v2c -c public <IP-address> 1.3.6.1.2.1.1.3.0’ 
can be viewed from the NMS with the service iftop which shows the current 
bandwidth used between the NMS and all nodes connected to it. Bandwidth utilized 
on the Cisco router, as seen in table 7-1, displays that from the NMS to the Cisco 
router 284B/s of bandwidth is used and 296B/s from the Cisco router to the NMS.  
 
The protocol used shifted between SNMPv1 and SNMPv2 and the measurements did 
not show any difference in bandwidth used when the protocol was changed on any of 
the tested devices. 
 

Table 6-1: Results of bandwidth measurements when using poll. 

 SNMPv1/2c (Upload) SNMPv1/2c (Download) 

Cisco router 296B/s 284B/s 

Juniper gateway 300B/s 284B/s 

Linux server 292B/s 284B/s 

 
The poll command was also sent to the Juniper gateway and the Linux server, results 
of these tests can also be viewed in table 6-1. As seen in the table the Juniper gateway 
use 300B/s of bandwidth when uploading to the NMS and 284B/s while 
downloading. The Linux server use 292B/s of bandwidth when uploading to the 
NMS and 284B/s while downloading from it. 

6.3 Trap CPU utilization 
The percentage of CPU utilization when sending a SNMPv1 or a SNMPv2 trap to the 
NMS from the Cisco router is low as can be seen in figure 6-2. The figure shows that 
the SNMPv1 trap use less CPU than the SNMPv2 trap, the average difference 
between them both is 0.16%.  
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Figure 6-2: CPU utilization on the Cisco router by a trap. 

 
The graph in figure 6-2 shows a very similar pattern for the CPU usage when sending 
a trap to the NMS. It has only one sample that differs from the others, this sample is 
only 0.08% higher which is well within the margin of error. 
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trap test on the Juniper gateway and the Linux server. They did not show any 
difference in CPU utilization during the SNMPv1 or SNMPv2 trap, the percentage of 
CPU utilization during the traps to the NMS is simply not enough to burden the 
CPU. A single snmptrap does not show any CPU activity on neither the top 
command nor the Juniper command ‘show system processes extensive’. 
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Figure 6-3: Bandwidth utilized on the Cisco router by a trap. 
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Figure 6-4: Bandwidth utilized on the Juniper gateway by a trap. 

  
 

 

Figure 6-5: Bandwidth utilized on the Linux server by a trap. 
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6.5 Snmpwalk CPU utilization 
During the CPU tests when using a poll and a trap on the devices the results of the 
CPU load on the Juniper gateway and Linux server did not show any change at all. In 
the SNMP application suite used on the NMS there is a command called snmpwalk 
which use SNMP GetNext requests to query the device that the command is sent to 
for all the MIBs that the device has installed on it. This means that a snmpwalk polls 
the device for hundreds or even thousands of attributes.  
 
During the study the snmpwalk was performed against all the network devices that 
where tested. While the snmpwalk was executed against the Cisco router the SNMP 
process utilized 36% CPU Load for 3 seconds. The Cisco router is rather old and has 
minimal amount of interfaces, because of this the Cisco router contains a rather 
limited amount of attributes to be queried by the NMS during the snmpwalk. The 
Linux server also has a minimal amount of MIBs installed on it and the snmpwalk 
executed against it also resulted in a 3 second long snmpwalk, but because of the 
modern CPU this did not put any stress on the CPU. 
 
In the following figures the snmpwalk has been performed against the Juniper 
gateway and during the snmpwalk the top command has been scripted to save the 
percentage that each process use in one second interval. The command used for 
documenting the CPU load was: top -n -s 1 -d 50 | egrep "snmpd|mib2d" > snmpwalk.txt. 
This command filters out the snmpd and mib2d processes in the top command and 
saves it in a text file named snmpwalk.txt for 50 seconds in a 1 second interval. 
 
Looking at the CPU results of the snmpwalk using both protocols shows that using 
SNMPv2 in Figure 6-7 use up less CPU on the Juniper gateway than the snmpwalk 
using SNMPv1 protocol in figure 6-6. The figures show the two processes that SNMP 
use on the gateway and the total which is simply the two processes added, the total 
therefore shows the total amount of CPU Load that SNMP consumes.   
The SNMPv2 peaked the total on 22,46% of the CPU used while the SNMPv1 
peaked at 30,82% CPU used. 
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Figure 6-6: CPU usage on a Juniper gateway when performing a snmpwalk using SNMPv1. 

 

Figure 6-7: CPU usage on a Juniper gateway when performing a snmpwalk using SNMPv2. 
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Figure 6-8: Bandwidth consumed on a Juniper gateway when performing a snmpwalk using SNMPv1. 

 

 

Figure 6-9: Bandwidth consumed on a Juniper gateway when performing a snmpwalk using SNMPv2. 
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6.7 Theoretical enterprise network 
This study was performed in a lab environment with three network devices; this 
however is not how it is set up in an enterprise network. A middle sized company 
could want to monitor anything between ten and hundreds of servers with one NMS. 
Each server is queried for a number of different services; a typical management server 
would include monitoring of E.g. CPU load average, CPU cache, free memory, free 
space on hard drives, bandwidth, swap size [13] and pings on probably a minimum of 
two Ethernet ports. This means that every server that is monitored will approximately 
be queried with eight polls each in five minutes interval.  
 
To calculate the amount of servers that theoretically can be monitored with one NMS 
without using too much bandwidth we choose to limit the amount of bandwidth that 
is allowed to be utilized on the network by SNMP polls to the arbitrary number of 7% 
of a Gigabit network. Since this is a theoretical calculation it will be limited to polls 
and not count any traps since these are generated by certain events and might not be 
sent. 
 
As mentioned in the thesis the most widely used version of the protocol is SNMPv2 
and therefor this calculation will be done using the results of the SNMPv2 protocol 
measurements. The Linux server included in the study responded to polls using 
292B/s of bandwidth, this value is converted to 2336 bit/second to be used during 
the calculations to see how many servers that can theoretically be monitored without 
consuming too much bandwidth. 
 
The bandwidth consumed by one poll in Mbit: 
    

       
                   

 
The limited bandwidth of the Gigabit network using Megabit: 

                         
 
Amount of queries per second possible within the bandwidth limit: 

  

        
        

 
Amount of servers that can be queried with eight services: 
     

 
       

 
These calculations show that theoretically 3745 servers can be queried with eight 
services each from the NMS at the same time without exceeding the limited 
bandwidth usage of 7%. This means that big enterprise companies do not need to 
worry that SNMP monitoring will have an impact on the bandwidth usage on the 
network. The theoretical amount of servers that can be monitored without exceeding 
the bandwidth limitations are huge and this is not something that one NMS does. If 
the scenario where this many servers where monitored by one NMS would occur, the 
database would be extremely big and this amount of servers would be impractical to 
administrate. 
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7 Discussion 
The study was made to determine if the SNMP protocol used up many resources on 
the different network devices that could be found in an enterprise network. The 
experiments were conducted in a lab environment in which no other applications 
where running, this of course is not a usual enterprise environment but this was done 
to isolate the SNMP traffic during the study. How would these tests be relevant for a 
real scenario where lots of network devices are connected? SNMP use agent to 
manager based communication and this means that the agents never communicate 
with other agents, because of this SNMP can scale well in a big enterprise 
environment. There could though be problems for the NMS to receive the SNMP 
packets if the network is under high load due to the fact that they are sent via UDP.  
 
If an SNMP poll is lost during the transfer to the NMS it would not become a 
problem for NMP software like Centreon since this will be shown with a warning that 
the data from a device is not updated. Traps that are lost in transfer will however not 
be retransmitted unless the InformRequest PDU was issued, the InformRequest is as 
mentioned in the background a form of acknowledgement that the packet is received. 
 
As mentioned the baseline showed that while idle the SNMP processes do not put any 
load on the bandwidth or CPU, this means that every result given during the polls and 
traps are produced by them alone. 

7.1 Poll discussion 
As can be seen in the result the usage of CPU is limited in all of the tests that are 
performed. The Cisco router was the only device that showed a change in CPU 
utilization when the polls were being sent to it, the SNMPv1 poll used 0.24% of the 
snmpd process which means that it does not increase the CPU in large. The CPU 
usage of the Cisco router when SNMPv2 polls where being sent is between 0.16% 
and 0.24% which is strange because the SNMPv2 poll should use more CPU since the 
SNMPv2 packet is bigger than the SNMPv1. The explanation of this would most 
likely be that the SNMPv2 protocol is newer and more optimized and therefor offers 
better performance than the SNMPv1 protocol in the CPU utilization [17]. 
 
The Juniper gateway and the Linux server did not show any CPU utilization when 
sending a single poll using the SNMPv1 protocol or SNMPv2 protocol. This is due to 
the top command that was used on them to view CPU usage not being able to show 
such small percentages that the process actually used on their CPUs.  
 
The bandwidth measurements when using polls showed that changing between the 
protocols SNMPv1 and SNMPv2 did not make any difference in the bandwidth 
utilization, but there was slight alteration in bandwidth used by the various devices. 
Analyzing the results of the measurements shows that the bandwidth utilization of the 
different devices where minimal. It should be noted that you can set a max limit on 
how big SNMP packets is allowed to be, during the tests the default size was used 
which is 1500B for all of the devices. 
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The receiving data rate on the Cisco router, Juniper gateway and the Linux server was 
the same; this is because the NMS do not change its output data depending on which 
device it sends to, since the same poll was used in all of the tests. The increase of 8B 
between Juniper gateway and the Linux server is not a problem even if a snmpwalk 
would be used with a few thousand polls in it. 
 

7.2 Trap discussion 
The Cisco router was during the trap tests the only device that showed any difference 
in CPU utilization, the best guess would be that the Cisco router is old and has the 
weakest CPU of all of the devices that were used during this study. Snmpd, the Cisco 
routers process for handling SNMP traffic, used 0.49% of the total CPU on the 
device upon sending a SNMPv1 Trap. After the measurement was performed a 
SNMPv2 Trap where sent from the router and during this the Snmpd process used 
0.65% of the total CPU and spikes at 0.73%. 
 
Traps sent from a router are event based and only occurs if some parameter is met on 
the device. Because of this a 0.65% increase of the CPU usage on the snmptrapd 
process is not a problem even though the CPU on the Cisco router is old. If the 
scenario occur where multiple traps was sent at the same time continuously you would 
probably have other problems on the router than high CPU usage from the trap 
process for a few seconds, a slightly higher CPU utilization will most likely not bring 
the performance on the router down. 
 
The bandwidth usage during our trap tests were not so different between the devices; 
however when switching between the protocols there were some changes in 
bandwidth consumption. Traps are a one way communication so we only get a 
reading on the upload from the devices towards the NMS. The bandwidth that SNMP 
use on the devices when it sends a trap will never increase to the degree that it 
becomes a problem for an enterprise network. The difference between the devices is 
minimal and the difference is insignificant for the load on the network. 
 
The more than double bandwidth usage from pulling the Ethernet cable than 
plugging it in on the Cisco router is most likely because the data in the trap is different 
between the two. The measurements performed on the Juniper gateway and the Linux 
server showed that they use the same amount of bandwidth regardless of if the cable 
is pulled or plugged in. This is probably due to a different way of interpreting MIBs 
between the devices.  
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7.3 Snmpwalk discussion 
The reason why the snmpwalk of SNMPv1 contains fewer queries is simply because 
certain MIBs only support SNMPv2 while MIBs that are built for SNMPv1 still can 
be used by SNMPv2. The snmpwalk that are performed with SNMPv1 takes more 
time even though it contains fewer queries than the SNMPv2 walk since the protocol 
use more resources than the newer optimized SNMPv2.  
 
The graphs in figure 6-6 and 6-7 shows that SNMPv2 use less CPU than SNMPv1, 
this confirms the statement in the Cisco router results that SNMPv2 is an optimized 
version of SNMP and therefor use less CPU than SNMPv1. The bandwidth result in 
figure 6-8 and 6-9 shows that the peaks and dips of bandwidth used happens at the 
same time during the snmpwalk because the MIBs have the same data in them 
regardless of the version used. The packets using SNMPv2 are bigger than the ones 
sent with SNMPv1 but because of the improvements in SNMPv2 the snmpwalk using 
it takes both less time and less bandwidth than SNMPv1. 
 
The result of the Cisco snmpwalk indicates that the problem with snmpwalk using up 
a lot of CPU not only regards the Juniper gateway but other devices too. The Cisco 
router peaked at 36% CPU Load from the snmpwalk which is even higher than the 
Juniper gateway did. The reason why the Cisco router has less attributes to be queried 
is because the router is of an older model and also it does not have as many Ethernet 
ports as the gateway. 
 
This result shows that the CPU load generated from sending a snmpwalk to a 
network device could become a problem if performed multiple times in short periods. 
Depending on how the company using SNMP has configured the SNMP 
communication this could be a security issue since if an attacker access the network 
he could easily sniff for the SNMP community name and start using snmpwalk for a 
Denial-of-Service attack. This threat can be better protected against by using the 
much more secure SNMPv3 or SNMPv2 via an SSH tunnel [18]. 

7.4 Monitoring an enterprise network 
What is needed to consider when implementing monitoring on an enterprise network 
infrastructure? First point to consider is what should be monitored by the NMS and 
why. During our calculations in [6.7] we used eight services that are generally 
monitored on a network device. Depending on what device that is monitored the 
number of services that should be used can increase or decrease, i. e. a database server 
could be checked for the number of lines in various databases and a file server could 
be checked for the current disc usage. The calculations show that one NMS can 
monitor approximately 3700 network devices with eight services each without having 
the resources used becoming a problem for the network.  
 
Also when implementing monitoring of a network infrastructure it is critical to ensure 
that the NMP has high reliability and a common way to ensure this is by using a 
redundant NMS to work as a backup in case one of them shuts down. Load balancing 
and clustering is however not supported when using Centreon unless using third-party 
software. 
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In the case where a huge company with many network devices is monitored by 
Centreon it is preferable to use a distributed architecture where Centreon is the 
centralized server where all monitoring data is displayed in a user friendly interface. 
Besides from the centralized server there would be several satellite NMS which are 
nodes that works as proxies for the Centreon server, these satellites can receive traps 
from all of its connected nodes and then forward the information to the centralized 
Centreon server, as seen in Figure 7-1. This method is very useful since it helps create 
groups in the company infrastructure where different departments can be handled 
with different satellite NMS servers.  

 

Figure 7-1: Distributed architecture of a Centreon system. 

This can also be used by a company specialized in monitoring, if the company has 
several customers they would install one satellite NMS at each of the customer which 
then receives the information from its connected nodes and forward it to the 
company main Centreon server [19].   
 
The invited talker Carson Gaspar of Goldman Sach, at the 21st Large Installation 
System Administration Conference (LISA ‟07) talked about the topic of deploying 
Nagios in large enterprise environment. During his talk he mentioned some of the 
problems one can encounter when deploying Nagios, firstly, he mentioned that one of 
the biggest concerns was the configuration which became considerably larger when 
the network that is monitored grew [20]. His solution to that problem is to split up 
the Nagios system into smaller pieces and have the administrators split up the work of 
monitoring them. Although it should be noted that because of the loss of overview 
when splitting the network up in smaller pieces and the increase of resources that is 
used when implementing this solution makes it only viable on large enterprise 
networks and not recommended for smaller . Carson Gaspar also recommends 
putting as much work as possible on the agents instead of the server to minimize the 
risk of the server becoming a bottleneck. 
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8 Conclusions 
This thesis include a performance analysis of SNMP on various network devices; it 
included a comparison between SNMPv1 and SNMPv2 and the use of them on both 
old and new network equipment in form of a Cisco router from 2004, a Juniper 
gateway from 2010 and a modern Linux server. As can be viewed in the results 
neither SNMP polls nor SNMP Traps affect the CPU or bandwidth to such degree 
that it can become a problem for the device, regardless of what version of SNMP that 
is used or how old the device is. Between the old Cisco 2801 router, the modern 
Juniper SRX 240 gateway and the Linux server the slight increase of bandwidth usage 
when using polls on Juniper is so small that it will not become a problem even if a 
snmpwalk is used. The fact that the CPU is only affected on the Cisco router during a 
single poll or trap is not such big off a surprise since both the Juniper gateway and 
Linux server have a much stronger CPU than the Cisco router. 
 
The increase of bandwidth usage when using SNMPv2 Trap instead SNMPv1 Trap 
follows the increase of packet size that is utilized in the different versions. The CPU 
utilization is less than a percentage on the Cisco router and unnoticeable on the other 
network devices during the tests when sending a single SNMP packet, however when 
sending multiple SNMP packets as in the snmpwalk it will be noticeable on the CPU 
of the network devices. The recommended usage is to use snmpwalk in a lab 
environment and only snmpget and snmptrap when the equipment is in use.  
 
The study was carried out with the help of Zetup AB in Gothenburg. They wanted to 
know if implementing SNMP on their current network could affect the performance 
of the network infrastructure. During the introduction to this thesis we asked “In 
what way will monitoring the network infrastructure with SNMP polls and traps affect 
the performance of the network or its components?” The conclusion is that the 
resources utilized by SNMPv1 and SNMPv2 are so small that they are barely 
noticeable, devices that use it on the network will remain unaffected. The companies 
that implement SNMP in their infrastructure configure the NMS so that it only sends 
polls to the devices in the network at a minimum of 5 minutes interval and only use 
polls that give important information about the device. The same goes for resources 
used by Traps sent by the devices, the network administrator only activate the traps 
that give important information about the device and this means that not many traps 
will be sent by the device. Because of this the packets are of such small size and 
numbers that the bandwidth consumption is not going to become a problem in an 
enterprise network.  
 
From the results of the calculations shown in [6.7] it is clear that the SNMP 
monitoring of a network does not affect the bandwidth until you reach an immense 
amount of devices to monitor. To monitor that amount of devices would lead to an 
impractically large database and administrating such a big network with one NMS 
would not be very manageable. A big company would therefor most likely not only 
use one NMS for all of these nodes and instead use several NMS placed on the 
different departments and have them administrated by the departments‟ respective 
administrator [0]. This study proves that implementing SNMP monitoring on a 
network does not affect the performance of the network or the devices on it.  
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9 Future work 
There are more tests that could be performed in the future for a wider knowledge of 
how much the SNMP protocol uses the resources on our network equipment. The 
tests performed during this study are performed on only one certain trap and poll. As 
seen when we plugged in and pulled out the network cable from the Cisco router to 
generate traps they put a different amount of load on the bandwidth depending on if 
the linkUp or the linkDown trap was sent to the NMS. This means that expanding the 
study in the future for including more polls and traps could mean that different results 
can be shown. 
 
The study chooses to exclude SNMPv3 from the measurements due to some devices 
not supporting the protocol and the complexity of implementing it during the time 
given for the study. This could be interesting for future work to measure since the 
security added by SNMPv3 could increase both the CPU and bandwidth usage since 
the packets are larger and in more numbers, also the encryption could be a strain on 
the CPU. 
 
More interesting work that can be done would be to test the performance of SNMP 
on an enterprise network with traffic flow on it. How would these results differ from 
the ones in a lab environment which was presented in this thesis? How would the use 
of the UDP protocol be affected by the traffic on the network? 
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A. Cisco 2801 router configuration 
version 12.4 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname R1 
! 
boot-start-marker 
boot-end-marker 
! 
enable secret 5 $1$Yp1b$FFmxxemwjVjrNRA663sl8/ 
enable password Cisco 
! 
aaa new-model 
! 
aaa authentication login default enable 
aaa authentication login cisco none 
! 
aaa session-id common 
ip cef 
! 
ip domain name ralphw.se 
ip auth-proxy max-nodata-conns 3 
ip admission max-nodata-conns 3 
! 
interface FastEthernet0/0 
 ip address 192.168.0.10 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 ip address 192.168.1.10 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface Serial0/1/0 
 no ip address 
 shutdown 
 clock rate 125000 
! 
interface Serial0/1/1 
 no ip address 
 shutdown 
 clock rate 125000 
! 
ip forward-protocol nd 
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! 
! 
ip http server 
no ip http secure-server 
! 
snmp-server engineID remote 192.168.1.10 12345678912304 
snmp-server community public RO   ! Sets the community to public 
snmp-server community ourCommStr RO 
snmp-server community topsecret RW 60 
snmp-server location hosEk  ! Where the server is located 
 
!All the snmp-server enable trap commands is which traps that will be sent to the NMS 
snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart 
snmp-server enable traps vrrp 
snmp-server enable traps ds1 
snmp-server enable traps tty 
snmp-server enable traps eigrp 
snmp-server enable traps xgcp 
snmp-server enable traps envmon 
snmp-server enable traps flash insertion removal 
snmp-server enable traps icsudsu 
snmp-server enable traps isdn call-information 
snmp-server enable traps isdn layer2 
snmp-server enable traps isdn chan-not-avail 
snmp-server enable traps isdn ietf 
snmp-server enable traps ds0-busyout 
snmp-server enable traps ds1-loopback 
snmp-server enable traps aaa_server 
snmp-server enable traps atm subif 
snmp-server enable traps bgp 
snmp-server enable traps bulkstat collection transfer 
snmp-server enable traps cnpd 
snmp-server enable traps config-copy 
snmp-server enable traps config 
snmp-server enable traps dial 
snmp-server enable traps dsp card-status 
snmp-server enable traps entity 
snmp-server enable traps event-manager 
snmp-server enable traps frame-relay 
snmp-server enable traps frame-relay subif 
snmp-server enable traps hsrp 
snmp-server enable traps ipmobile 
snmp-server enable traps ipmulticast 
snmp-server enable traps msdp 
snmp-server enable traps mvpn 
snmp-server enable traps ospf state-change 
snmp-server enable traps ospf errors 
snmp-server enable traps ospf retransmit 
snmp-server enable traps ospf lsa 
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snmp-server enable traps ospf cisco-specific state-change nssa-trans-change 
snmp-server enable traps ospf cisco-specific state-change shamlink interface-old 
snmp-server enable traps ospf cisco-specific state-change shamlink neighbor 
snmp-server enable traps ospf cisco-specific errors 
snmp-server enable traps ospf cisco-specific retransmit 
snmp-server enable traps ospf cisco-specific lsa 
snmp-server enable traps pim neighbor-change rp-mapping-change invalid-pim-message 
snmp-server enable traps pppoe 
snmp-server enable traps cpu threshold 
snmp-server enable traps rsvp 
snmp-server enable traps rtr 
snmp-server enable traps syslog 
snmp-server enable traps l2tun session 
snmp-server enable traps vtp 
snmp-server enable traps isakmp policy add 
snmp-server enable traps isakmp policy delete 
snmp-server enable traps isakmp tunnel start 
snmp-server enable traps isakmp tunnel stop 
snmp-server enable traps ipsec cryptomap add 
snmp-server enable traps ipsec cryptomap delete 
snmp-server enable traps ipsec cryptomap attach 
snmp-server enable traps ipsec cryptomap detach 
snmp-server enable traps ipsec tunnel start 
snmp-server enable traps ipsec tunnel stop 
snmp-server enable traps ipsec too-many-sas 
snmp-server enable traps voice poor-qov 
snmp-server enable traps voice fallback 
snmp-server enable traps dnis 
snmp-server host 192.168.1.100 version 2c public !Which IP address the SNMP traps 

is sent to and which version that is 
used. (Version is changed 
throughout the study) 

 
snmp-server manager session-timeout 1000 
snmp-server manager   !enables the SNMP server manager 
! 
scheduler allocate 20000 1000 
event manager applet IPSLAping1 
 event snmp oid 1.3.6.1.4.1.9.9.42.1.2.9.1.6.4 get-type exact entry-op eq entry-val 1 exit-op 
eq exit-val 2 poll-interval 5 
 action 1.0 syslog priority critical msg "Server IP echo failed:OID=$_snmp_oid_val" 
 action 1.1 snmp-trap strdata "EEM detected server reachability failure to 192.168.1.100" 
 action 1.2 publish-event sub-system 88000101 type 1 arg1 "192.168.1.100" arg2 
"IPSLAEcho" arg3 "fail" 
 action 1.3 counter name _IPSLA1F op inc value 1 
 action test snmp-trap intdata1 2 intdata2 4 strdata "" 
! 
event manager history size traps 2 
end 
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B. Juniper SRX240 gateway configuration 
version 10.4R3.4; 
groups { 
    common { 
        snmp { 
            community public {  #The community that is used 
                authorization read-write;  #The authorized IP addresses that can 
                clients {  both read and write to the juniper device 
                    

 192.168.0.0/24; #Which IP addresses that is allowed to 
communicate over SNMP with the Juniper 
device 

                    0.0.0.0/0 restrict; #Restrict all other IPs 
                } 
            } 
            trap-options { 
                source-address lo0; 
            } 
            trap-group managers { 
                version v2;  #The SNMP version of the traps that is sent 
                categories {  (This is changed throughout the study) 
                    link; 
                } 
                targets { 
                    192.168.1.100;  #The traps is sent to the NMS located at 

192.168.1.100 
                } 
            } 
        } 
    } 
} 
apply-groups common; 
system { 
    host-name JuniperR1; 
    root-authentication { 
        encrypted-password "$1$c3lj1M7v$pu0EJlZwcy/9gOQJ9aFAO."; 
    } 
    services { 
        ssh; 
        telnet; 
        web-management { 
            http; 
        } 
    } 
} 
interfaces { 
    ge-0/0/0 { 
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        unit 0 { 
            family inet { 
                address 192.168.1.20/24; 
            } 
        } 
    } 
} 
snmp { 
    location hosEk;  #The juniper device is located at hosEk 
    contact "labguy@ralphw.se"; 
    view jweb-view-all { 
        oid .1 include; 
    } 
} 
security { 
    zones { 
        security-zone Exjobb {  #Security-zone and what applications should be 

able to communicate within it 
            host-inbound-traffic { 
                system-services { 
                    telnet; 
                    ssh; 
                    http; 
                    ping; 
                    https; 
                    snmp-trap; 
                    snmp; 
                } 
            } 
            interfaces { 
                ge-0/0/0.0; 
            } 
        } 
    } 
} 
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C. Test Results 

Every row in the tables are one of the ten samples taken for each of the measurements, this 

was done to eliminate any erroneous result. 

 

Bandwidth Poll SNMPv1 

(Download/Upload) 

SNMPv2 

(Download/Upload) 

Cisco router 

(Byte per second) 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 
 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 

284 296 
 

Juniper gateway 

(Byte per second) 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 
 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 

284 300 
 

Linux server 

(Byte per second) 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 
 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 

284 292 
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Bandwidth Trap SNMPv1 (Upload) SNMPv2 (Upload) 

Cisco router 

(Byte per second) 

580 

1170 

580 

1170 

580 

1540 

580 

1170 

580 

1170 
 

580 

1270 

580 

1270 

580 

1270 

580 

1270 

580 

1270 
 

Juniper gateway 

(Byte per second) 

644 

644 

644 

644 

644 

644 

644 

644 

644 

644 
 

740 

740 

740 

740 

740 

740 

740 

740 

740 

740 
 

Linux server 

(Byte per second) 

352 

352 

352 

352 

352 

352 

352 

352 

352 

352 
 

396 

396 

396 

396 

396 

396 

396 

396 

396 

396 
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Bandwidth 

Snmpwalk 

SNMPv1  

(Download/Upload) 

SNMPv2 (Upload) 

(Download/Upload) 

Cisco router 

(Kilobyte per second) 

0 0 

89,5 93,8 

101 103 

100 110 

111 113 

46,7 47,3 

47,6 49,1 

124 129 

144 191 

109 110 

86,1 87,2 

92,3 98 

92,8 98,3 

68,5 71 

40,8 45 

32,8 33,9 

40,8 46,4 

40,7 41,5 

39,8 40,5 

39 39,7 

30,7 31,9 

39,9 40,9 

8,44 8,83 

0 0 
 

0 0 

110 115 

124 125 

97,7 100 

132 134 

20,2 20,5 

144 149 

128 136 

109 111 

119 123 

109 117 

73,4 76 

48,7 53,6 

39 41,4 

49,1 53 

47,4 48,3 

48,5 49,3 

47,5 49,3 

22,6 23,2 

0 0 
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CPU SNMPv1  SNMPv2 

Cisco router 

(Trap) 

0,24% 

0,24% 

0,24% 

0,24% 

0,24% 

0,24% 

0,24% 

0,24% 

0,24% 

0,24% 
 

0,16% 

0,24% 

0,24% 

0,16% 

0,24% 

0,16% 

0,24% 

0,24% 

0,16% 

0,24% 
 

Cisco router 

(Poll) 

0,49% 

0,49% 

0,49% 

0,49% 

0,49% 

0,49% 

0,49% 

0,49% 

0,49% 

0,49% 
 

0,65% 

0,65% 

0,73% 

0,65% 

0,65% 

0,65% 

0,65% 

0,65% 

0,65% 

0,65% 
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CPU SNMPv1  SNMPv2 

Juniper 

gateway 

(Snmpwalk) 

0% 

1,46% 

5,96% 

8,2% 

11,23% 

13,48% 

15,72% 

19,54% 

20,27% 

17,23% 

18,02% 

15,72% 

17,23% 

20,27% 

23,24% 

24,75% 

27% 

29,24% 

30,82% 

29,24% 

27% 

21% 

16,51% 

16,51% 

14,26% 

14,26% 

12,69% 

11,96% 

11,23% 

11,23% 

10,5% 

8,25% 

8,25% 

8,25% 

8,25% 

8,25% 

7,47% 

6,01% 

4,49% 

3,71% 

2,98% 

2,25% 

1,46% 

0% 

2,19% 

5,23% 

5,23% 

7,42% 

11,23% 

13,48% 

15,72% 

20,99% 

21% 

21,73% 

22,46% 

20,26% 

13,48% 

12,02% 

11,96% 

10,5% 

8,93% 

9,71% 

12,75% 

15,72% 

18,02% 

17,96% 

17,24% 

19,48% 

21% 

20,26% 

17,97% 

12,69% 

8,99% 

5,95% 

4,44% 

2,98% 

2,25% 

2,25% 

1,46% 

1,46% 

0,73% 

0,73% 

0,73% 

0,73% 

0% 
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0,73% 

0% 
 

 


