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Populärvetenskaplig sammanfattning 

Title: Planering och styrning av säkerhetsmedveten Plug & Produce 

Föreställ dig en automatiserad produktionsanläggning som omedelbart och 
automatiskt kan anpassa sig till förändringar utan att kompromissa med 
säkerheten för den personal som arbetar där. Denna avhandling strävar efter att 
uppnå just detta genom ett smartare sätt att säkerställa att 
produktionsanläggningar baserat på Plug & Produce kan hantera säkerhet. Detta 
innebär att konceptet Plug & Produce nu närmar sig ett industriellt 
förverkligande. Säkerhet för automatiserade produktionsanläggningar innebär att 
alla maskiner ska vara utrustade med skydd för att göra arbetet säkrare. Idag är 
det vanligt med övervakning som skydd, dvs en dator som övervakar att allt går 
rätt till och stänger av om något är på väg att hända. 

I ett produktionsavsnitt som är baserat på Plug & Produce kan man enkelt ställa 
om, det vill säga, lägga till eller ta bort maskiner, ändra layouten eller ändra på 
produkter som produceras. Efter en sådan omställning så måste säkerheten i 
produktionsanläggningen ses över enligt föreskrivna lagar och regler. Traditionellt 
så kräver detta anlitande av en säkerhetsexpert. Detta medför att en omställning 
utifrån ett säkerhetsperspektiv är både kostsamt och tidskrävande. 

Med resultatet från denna avhandling så går det nu att ställa om utan att behöva 
implementera nya säkerhetsfunktioner efter varje förändring. Denna forskning 
har utvidgat kunskapsområdet inom produktionsteknik för att skapa en "smartare 
fabrik" genom att inkludera säkerhetsfunktioner. 

Resultatet inkluderar algoritmer som kan upptäcka potentiella faror i fabriken och 
automatiskt tillämpa säkerhetsåtgärder för ett övervakat system. Detta innebär 
mindre tidsåtgång och lägre kostnader för säkerhetsarbetet. De som drar mest 
nytta av detta är människorna som planerar för hur saker skall tillverkas med hjälp 
av Plug & Produce. Resultatet av detta arbete underlättar deras arbetsuppgifter 
och bevarar flexibiliteten i Plug & Produce, vilket eliminerar behovet av att välja 
mellan flexibilitet och säkerhet 

.
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Keywords: Plug & Produce, safety assurance, process planning,  
reconfigurable manufacturing. 

ISBN: 978-91-89325-66-1 (Printed version) 
978-91-89325-65-4 (Electronic version) 
 

The Plug & Produce manufacturing system is a visionary concept that promises 
to facilitate the seamless integration and adaptation of manufacturing resources 
and production processes. The Plug & Produce control system allows for the 
automatic addition and removal of manufacturing resources, minimizing human 
intervention. However, the reconfigurability and autonomous decision-making 
features of Plug & Produce control systems pose challenges to safety design and 
control functions. 

In contrast to conventional manufacturing systems with fixed layouts and 
processes, ensuring safety in Plug & Produce systems is complicated due to the 
complex risk assessment process, the difficulty of implementing non-restrictive 
safety measures covering all possible hazards, and the challenge of designing a 
reliable controller for consistent safe operation. 

This thesis addresses these challenges through various contributions. It 
introduces an automatic hazard identification method, considering emergent 
hazards after reconfiguration. A novel domain ontology is developed, 
incorporating safety models specific to Plug & Produce systems. The work also 
proposes a generic, model-based, and automatic risk assessment method, along 
with a method for the safe execution of plans based on the results of the risk 
assessment. 

The results of this research offer benefits to process planners, who are responsible 
for coordinating the manufacturing processes with product design in the 
Plug & Produce system. The proposed solution provides tools for process 
planners to validate their plans and reduces their safety-related responsibilities. 
The proposed safety assurance method seamlessly integrates into the multi-agent 
control of Plug & Produce, providing the control system with risk scenarios 
associated with process plans. This enables proactive and reliable control, 
effectively avoiding potential risks during system operation. 
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Acronyms and definitions 

C-MAS: Configurable Multi-Agent System is a control framework for a 
Plug & Produce system in manufacturing. It leverages multi-agent technology for 
system control and user-friendly approaches to apply/configure the agents. 

DRM: Design Research Methods is a research methodology that aims to create 
understanding and support for the design research. 

EFSM: Extended Finite-State Machine is an extension of traditional Finite-State 
Machine (FSM) and is used to represent the dynamic behaviour of a system by 
modelling its state transitions and events. 

FMEA: Failure Mode and Effects Analysis is a technique for evaluating the effect 
of a failure of a subsystem or a component on the total system. 

Hazard identification: is a systematic identification of reasonably foreseeable 
hazards. 

Hazard: is any potential source of harm, particularly in the context of operations 
of machinery and equipment, and the physical characteristics of processes. 

HAZOP: Hazard and Operability Study is a hazard identification technique that 
includes a structured process for carrying hazard identification of a system from 
the conceptual design to the decommissioning. 

ISO: International Standards Organization.  

Logical reconfiguration: is a change in the logic that controls the production 
system. Within the context of this thesis the controller is based on a multi-agent 
system and logical reconfiguration is a change in the multi-agent environment. 

MBS: Model-Based Safety is an umbrella term that covers safety assurance 
activities using analysis methods based on data models.   

Physical reconfiguration: is a change in the layout including adding, removing, 
and moving resources, in a manufacturing system. In this work, the physical layout 
of a Plug & Produce system can be reconfigured by plugging or unplugging 
resources or changing their locations. 

PLC: Programmable Logical Controller is an electronic device that is 
programmable, often based on the standardised programming language IEC 
61131-3. The device is widely used for the control of automated manufacturing 
systems. 

 

vii 
 

Process Planner: is a stakeholder, commonly an engineer, that takes the role of 
coordination of the manufacturing processes to conform to the specifications of 
a product design. In Plug & Produce, a process planner is a stakeholder who has 
the manufacturing company’s inhouse competence. Responsible for setting the 
manufacturing process plans and setting the goals for parts in a Plug & Produce 
multi-agent system. 

Protective measures: are the measures implemented by designers and users to 
reduce or eliminate risks.  

Risk analysis: is a process that includes hazard identification and risk estimation 
based on the probability of hazard occurrence and the severity of the harm 
resulting from a hazard. 

Risk assessment: is a systematic process to evaluate risks. It includes hazard 
identification, risk estimation to decide on risk level and risk evaluation to decide 
if the risk needs reduction. 

Risk reduction: a process that typically follows risk assessment when there exist 
risks that need to be eliminated or reduced. 

Risk Scenario: the events that lead to the occurrence of a hazard. 

Risk: the combination of the probability of occurrence of a hazard and the 
severity of harm caused be that hazard. 

RMS: A Reconfigurable Manufacturing System is a manufacturing system that is 
designed for rapid change in hardware and software to adjust the production for 
different parts of the same product family. 

Safety assurance: the planned and systematic actions to ensure that the system 
is acceptably safe. 

Safety function: a function whose failure can cause an increase in risks. 

Safety PLC: a special type of PLC that is designed to ensure the safe operation 
of processes by monitoring the system and controlling safety functions. It uses 
redundant hardware and safety-related programs to provide a high level of 
reliability in detecting and responding to potential hazards.  

STPA: Systems-Theoretic Process Analysis, a hazard analysis technique used in 
systems engineering and safety engineering. STPA examines the control structure 
of the system that can contribute to hazards. 
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UML: Unified Modelling Language is a visual modelling language that is used to 
provide a standardized way for documenting object systems. 
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1 Introduction 

This thesis addresses safety issues related to advanced autonomous and 
automation concepts in production technology. It addresses the shift towards 
more efficient and flexible production. Within the fourth industrial revolution, 
Industry 4.0, there is an aim for a paradigm shift with enabling technologies that 
include and integrate smart and digital factories as well as more human-machine 
collaboration in production. Plug & Produce is a highly flexible production 
concept within the context of Industry 4.0. 

The idea of Plug & Produce is a production system that undergoes a physical or 
logical reconfiguration with minimum effort and time. The physical 
reconfiguration refers to the automatic identification and integration of new 
manufacturing resources into the Plug & Produce manufacturing system. Also, it 
refers to rearranging the resources to change the layout of the system. The logical 
reconfiguration refers to adjusting the control logic that governs the operations 
of the Plug & Produce manufacturing system. This logic dictates the parts to be 
produced, the process plans to produce the parts and the communication between 
logic entities. In Plug & Produce, logical reconfiguration is advantageous as the 
control logic is created and modified within the company’s in-house competencies 
without the need for consulting external expertise.  

In addition, humans and machines are expected to collaborate, ushering in the era 
of Industry 5.0. The realization of this vision depends on effectively addressing 
the challenge of safety assurance within flexible manufacturing systems. The 
established safety assurance methods and standards are built to meet the safety 
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a reconfiguration in a Plug & Produce system. Another contribution includes the 
development of a control strategy within the Plug & Produce controller, that 
reduces the dependence on physical safety measures and safety stops while 
automatically managing risks. This eases the load on the process planner by 
eliminating the necessity for extensive safety configuration and maintains the 
system’s flexibility through less restrictive safety measures. 

It is important to note that, at this stage of my research journey, this licentiate 
work primarily involves theoretical development and simulation-based formal 
validation. I acknowledge that this approach is grounded in theory, and I aim to 
bridge the gap between theory and practice in future research towards a PhD. 

Furthermore, it is essential to recognize that Plug & Produce represents a 
visionary solution that facilitates the transition from traditional manufacturing to 
a new era of industry. As we look into the future, envisioning broad adoption and 
implementation of Plug & Produce, it becomes clear that safety challenges will 
arise. Currently, there might not be available accident data to analyse and compare 
because Plug & Produce is not the present but the future of manufacturing 
industries adopting Industry 4.0 technologies. However, by addressing safety 
concerns proactively and leveraging the insights gained from our theoretical 
results, this thesis aims to lay the foundation for safer and more efficient 
manufacturing as we move into the future. 

1.1 Background and basic concepts 
This section contains a description of the core concepts and topics in this thesis. 
Subsection 1.1.1 describes the concept of Plug & Produce from the perspective 
of different industrial testbeds. Subsection 1.1.2 describes the most relevant 
industrial safety standards and discusses their applicability to Plug & Produce. 
Subsection 1.1.3 describes the concept of model-based safety which is an 
approach that links the design of a system with safety assurance. 

1.1.1 Plug & Produce 

A Plug & Produce manufacturing system can automatically handle two types of 
reconfigurations: physical and logical. The physical reconfigurability of a 
Plug & Produce system comes from the ability of the system to accept adding or 
removing modular production components or modifying the physical layout [1]. 
The logical reconfigurability of Plug & Produce arises from its ability to adapt to 
modified system logic and changes in production plans. During physical 
reconfiguration, new resources must collaborate seamlessly with existing ones, to 
ensure harmonious operations within the system. Similarly, in logical 
reconfiguration, the logic entities, each with its autonomy, collaborate to conform 
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to modified control logic. The holonic control structure, which is characterized 
by autonomy and collaboration, aligns with the Plug & Produce system's 
reconfiguration [2]. This control structure can be achieved with a multi-agent 
control for Plug & Produce [3]. The multi-agent controller approach proved valid 
to support the concept of Plug & Produce [4], [5]. In a multi-agent control 
structure, each modular component is controlled by an agent. An agent is a logic 
entity that incorporates and integrates the functional features of physical 
hardware. When combined with the hardware, an agent represents an example of 
a cyber-physical entity. This allows for a loosely coupled control structure where 
each agent, representing a component, will be engaged in autonomous decision-
making. All agents negotiate and decide the allocation of tasks automatically 
among each other, without manual intervention, achieving higher flexibility 
through autonomy [6].  

A notable work on Plug & Produce is the IDEA project [7] in which the viability 
of multi-agent control for seamless shop-floor reconfiguration has been proven 
by industrial experiments. The multi-agent controller finds operational plans and 
distributes the tasks automatically based on the production cost and the 
availability of resources.  A more recent advancement within the topic of multi-
agent control of Plug & Produce systems is the concept of Configurable Multi-
Agent System (C-MAS) [8].  In the C-MAS, there are two main types of agents 
namely parts and resources. A part agent represents a product, and a resource 
agent represents manufacturing equipment. For instance, a robot or a machine is 
modelled as a resource in the C-MAS system. Parts agents are configured with 
goals. All goals together describe how the part must be manufactured from the 
start until a finalised product, without specifying details such as needed resources. 
To achieve a goal, a part makes use of process plans that are designed by a process 
planner in advance. The C-MAS has the potential to shorten the engineering time 
and reduce the level of needed competencies by the use of configurable process 
plans [9].  

1.1.2 Safety standards 

European directives and national legislation enforce the health and safety of 
workers in the workplace. While directives define the essential safety legal 
requirements, standards and guidelines are non-binding documents that aim to 
facilitate the implementation of the directives. The ISO standards are 
internationally agreed upon by experts and are widely adopted globally and in the 
EU as a reference to describe the requirements in the directives.  

Noticeably, the ISO standards distinguish between inherent safety (or safety by 
design) and functional safety. Inherent safety focuses on reducing or eliminating 
risks by implementing measures within the design of the product, the machine, or 
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the processes. Functional safety, focuses on the safety-related part of the control 
system, ensuring that the system is performing its intended functions safely in the 
presence of a failure that could cause harm.  

Several standards provide principles and methodologies for safe design. 
ISO 12100:2010 provides general principles for risk assessment and safe design 
of machinery. ISO 13850:2015 provides the principles for the design of 
emergency stops. ISO 13855:2010 provides guidelines for the position of 
safeguards in regard to the movement of the human body. ISO 14119:2013 
describes the principles of designing interlocking mechanisms to prevent access 
to hazardous areas if guards are not properly closed. Other ISO standards focus 
on the design of robotic systems such as the ISO 10218:2011 which provides 
guidelines for the safe design and use of industrial robots, and the technical 
specification ISO/TS 15066:2016 specifies the safety requirements for 
collaborative robot systems and their work environment. 

Safety standards that are concerned with the design of the safety-related part of 
the control system are considered functional safety standards. Notably, 
ISO 13849:2023 focuses on designing the safety-related part of the control system 
and provides guidelines for ensuring the safety and reliability of the safety 
controller. It outlines the method of assessing the Performance Level (PL) of 
safety functions, which is the required reliability of the controller to mitigate the 
risks. Also, while it is not an ISO standard, the IEC 61508:2010 is widely used as 
a functional safety standard. It provides guidelines for the design of the safety-
related part of the control system that performs the automated safety functions.  

While both ISO 13849:2023 and IEC 61508:2010 use different metrics to 
determine the requirement for the design of the safety functions, they both 
emphasise the key role of risk assessment to derive the specifications of the safety-
related part of the controller. These standards don’t specifically state whether the 
safety-related part of the control system, which carries out safety functions, must 
be separated from the equipment control system. However, in practice, there is a 
tendency to deploy the safety control on a special “Safety PLC” which is a 
different type from the standard PLC. The safety PLC is designed for higher 
reliability in the performance of the safety functions including redundancy and 
failure modes.  

Safety standards have generally been well-suited for traditional manufacturing 
practices. The processes of hazard identification and risk assessment along with 
the design of emergency stops, interlocking mechanisms, and the placement of 
physical barriers are made based on the assumption that there will be no 
alterations to the system's physical or logical configuration. However, they fall 
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short in guiding the hazard identification, risk assessment and risk reduction of a 
Plug & Produce system due to its reconfigurability features.   

On the other hand, functional safety which has been leveraged for flexible safety 
logic [10] is a promising notion as it offers a solution for adapting safety measures 
within a dynamic manufacturing environment. This provides the legal and 
standardised framework to program the safety-related part of the control system. 
i.e., apply safety logic in a safety PLC.  

While the proposed solution for safety, in this thesis, may be complemented by 
protective measures and benefit from the legal and standardized implementation 
of functional safety, it provides a broader solution that integrates safe decision-
making logic within the C-MAS control structure. 

1.1.3 Model-based safety 

Risk analysis and risk assessment must be performed following the guidelines 
provided by relevant standards. Traditional risk analysis methods such as 
HAZOP, FMEA, etc. [11] are engineering tools to systematically create risk 
analysis documentation and achieve safety assurance. However, the increasing 
complexity of the safety problem as well as the concerns around efficiency and 
quality of the risk analysis and documentation arises in flexible systems such as 
Plug & Produce.  

Traditional engineering practices for risk analysis and risk assessment often rely 
on digital documents and drawings as the primary means of communication 
between the different stakeholders including design engineers, safety engineers, 
operators, and management. These digital documents may become disconnected, 
outdated or error prone. One reason is that they are typically done manually which 
is time and effort consuming. Another reason is that different engineers may work 
in isolation, leading to the isolation of expertise, knowledge, and potential 
interoperability problems. Furthermore, traditional approaches cannot perform 
validation via simulations. 

To overcome the issues related to systems complexity, model-based engineering 
solutions have been used [12]. Within this context, Model-Based Safety (MBS) is 
suitable for complex and flexible systems such as Plug & Produce [13]. Model-
based safety describes model-based development, that is centred on a formal 
specification or model of the control system and the physical components, 
followed by a safety analysis of the formal system model [14]. It aims to automate 
the risk assessment process, reduce the effort and improve its quality, especially 
in complex systems [15]. In addition, it aims to closely integrate the risk 
assessment and the design models, as would any change in the model be traced 
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by the safety assessment [16]. Furthermore, it enables the reusability of the safety-
related information which makes it suitable for flexible systems such as 
Plug & Produce.  

MBS and traditional safety methods are interconnected but they serve different 
purposes within the safety engineering process. Traditional methods excel at 
hazard identification and risk assessment, while MBS leverages models to analyse 
system behaviour, enabling automation of the risk assessment and validation 
activities. For the scope of this work, MBS is used as a foundational framework 
to approach the safety problem in Plug & Produce which is described in the next 
section. 

1.2 Problem description and motivation 
In this section, a description of the safety assurance problem of Plug & Produce 
is presented along with the motivation for a solution. 

There is a legal requirement to perform a risk assessment after each change in a 
manufacturing system. Also, new safety measures must be implemented based on 
the newly performed risk assessment. This requirement adds to the time needed 
for the system to reach full operational capacity which opposes the advantages of 
the Plug & Produce concept. Hence, there is a need to develop methods and tools 
to support the risk assessment activities after reconfiguration and to implement 
modification, if needed, to the safety measures.  

Three factors, I-III described below, contribute to the complexity of safety 
measures modification. 

I- emergent hazards: it is complicated to achieve a risk assessment process that 
results in deducting the required safety measures, this is due to the inherent 
adaptability of the Plug & Produce system. The supplier of individual resources 
may provide specifications that help to perform risk assessment. However, a risk 
assessment must consider the entire system including the composition of all 
resources, human workers, and processes. In a static system, the identification of 
these emergent hazards can be done once during the commissioning of the 
system. However, Plug & Produce systems allow for change in resources and 
processes which complicates the identification of these emergent hazards.  

II- autonomous decision-making: a Plug & Produce system commonly 
implements a multi-agent controller that is based on autonomous collaboration 
and decision-making between agents. Autonomous decision-making improves 
efficiency by automating task distribution and execution and providing 
optimisation possibilities during runtime. However, this complicates the 
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implementation of safety measures. The risk assessment must be performed in a 
way that perceives every possible task distribution and plan execution. Also, the 
safety measures must cover all these possibilities. Adding this to the issues related 
to the dynamic nature of Plug & Produce only increases the difficulty of achieving 
safety. Additionally, the difficulty of perceiving the exact behaviour of the system 
leads to the implementation of overly restrictive safety measures. This in turn 
limits the system’s flexibility and ability to make decisions for efficient production. 

III- risk-free control actions: in traditional automation, the safety requirements 
are static, and it is possible to design a controller that always satisfies the safety 
requirements. However, in the case of the Plug & Produce system, due to its 
dynamic and autonomous features, these requirements are not static and are 
related to the combination of resources, processes, autonomous task allocation, 
and plan scheduling. Thus, it is possible that the controller of Plug & Produce 
violates the safety requirements and produces control actions that generate a risk 
scenario.  

To recapitulate, it is possible to achieve safety by design for conventional 
manufacturing systems as the layout, the resources, the processes, and the task 
allocation are all known beforehand and are not changeable. However, in 
Plug & Produce manufacturing systems, the features of reconfigurability and 
autonomous decision-making complicate the safety design and the safety control 
functions. This is because I- the complicated risk assessment process, II- the 
difficulty to implement safety measures that cover all possible hazards without 
being restrictive, III- the difficulty to design a reliable controller that leads the 
system always to safe behaviour.  

1.3 Research questions and objectives 
The purpose of this research is to bring the Plug & Produce concept to reality by 
introducing safety. The vision is that organisations that will adopt Plug & Produce 
for their production will be able to fully utilize the inherent flexibility to effectively 
respond to changes in demand. Based on this and the problem description in the 
previous section, the aim of this thesis is:  

• To preserve the advantages of swift reconfiguration of Plug & Produce 
manufacturing systems without neglecting the safety. 

To achieve this aim, two objectives have been established.  

The first objective is to develop a framework to support safe process planning in 
a Plug & Produce system. This includes the automatic identification of the 
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a Plug & Produce system. This includes the automatic identification of the 
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emergent hazard after logical or physical reconfiguration and the delivery of 
safety-related information to the process planers to validate their plans. 

The second objective is to develop a safety-aware control strategy. This includes 
automatic risk assessment and automatic deployment of control actions that 
ensure the system’s behaviour doesn’t generate unsafe situations.  

Accordingly, the following research question has been formulated:  

RQ1. How can a generic hazard identification method that identifies emerging hazards and 
supports safety-aware planning and validation for a Plug & Produce system be formulated? 

RQ2. How can a Plug & Produce system control strategy automatically perform risk assessment 
and satisfy control requirements for safety? 

This thesis answers the research questions and contributes to the achievement of 
the declared objectives by going beyond state-of-the-art research in the field. The 
answers to research question RQ1 were validated by demonstrating use cases and 
the answers to research question RQ2 were validated using a formal verification 
method.  

1.4 Scope and delimitations 
Within the scope of this work, the concept of a Reconfigurable Manufacturing 
System (RMS) is included. A reconfigurable manufacturing system is a 
manufacturing system that is designed for rapid change in hardware and software 
to adjust the production for different parts of the same product family. The 
literature on the safety of Plug & Produce systems is limited. Thus, the literature 
study includes previous works on RMS safety. The literature on RMS safety is 
relevant since Plug & Produce is an implementation of a reconfigurable 
manufacturing system and it shares the same core characteristics of RMS as 
described by Koren [17].  

This thesis focuses on the model-based approaches used for the safety of RMS 
and Plug & Produce systems. Established and commonly used risk analysis 
methods such as HAZOP, and FMEA [11] are considered within the framework 
of model-based safety; however, this thesis is not limited to a specific method. 
Instead, it examines the broader, more generic term of model-based safety, 
allowing for a comprehensive exploration of safety assurance within the context 
of RMS and Plug & Produce systems. 

It's important to clarify that the scope of this thesis does not include the safe 
design of individual components or the design of physical safety barriers and 
emergency stops within a manufacturing system. Additionally, topics related to 
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ergonomics are beyond the purview of this research. Moreover, it’s worth noting 
that hazards and safety issues arising from the unintended use of resources or 
unsafe interaction between the operator and machines are not within the scope 
of this thesis. These types of hazards can be mitigated with established safety 
assurance methods and addressed by engineering practices. More advanced 
human-machine interaction has been studied before, most recently Hanna [18] 
explored the safety of human-robot collaboration. Such approaches and other 
traditional approaches for designing the safety-related part of the control system 
i.e., the safety PLC, cover the topics of safety from a human-machine interaction 
perspective. Instead, the focus of this work is addressing safety concerns related 
to the system’s reconfiguration, and control actions. 

1.5 Contributions 
The contribution of this work is in the domain of production technology and 
specifically in the topic of safety assurance of Plug & Produce manufacturing 
systems. The contributions are summarized as follows. 

• An automated hazard identification method for Plug & Produce, that 
identifies emergent hazards is formulated and developed. This provided 
process planners with safety awareness facilitating plan validation.  

• A new domain ontology that integrates safety models in Plug & Produce 
systems is presented. The ontology is designed to automatically update 
knowledge through application models.  

• A generic model-based approach for automatic risk assessment using the 
domain ontology is formulated and developed.  

• A control strategy is formulated within the C-MAS controller of Plug & 
Produce emphasising proactive safety-aware control actions to prevent 
risks before they occur and reduce safety responsibilities and effort 
through reliable control. 
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2 Research approach 

In the field of engineering science, commonly employed research methodologies 
include experiments, surveys, case studies, design research, action research, and 
interactive research [19]. Experiments, surveys, and case studies are 
methodologies typically employed to gain a deeper understanding of existing 
phenomena. For instance, experiments are used to analyse how a system or a 
process behaves under different conditions while surveys and case studies gather 
data to analyse patterns and relationships within specific contexts. 

Interactive research is a research approach that emphasises collaboration and 
active engagement between researchers and stakeholders [20]. This approach is 
often used to address practical, real-world problems, making it particularly 
suitable for interdisciplinary and community-focused research. 

Action research is concerned with addressing practical problems, with a focus on 
actions to achieve the needed change and a focus on collaboration between 
researchers and other stakeholders. It involves iterative cycles of planning, action, 
observation, and reflection to understand and improve existing practices or 
situations in a practical and context-specific manner [21].  

In contrast, design researchers often aim to contribute to the theoretical 
understanding of design and innovation. Design research focuses on the creation 
of artefacts to solve practical problems and involves evaluating the merits of the 
solution to determine the usefulness of the artefacts to the targeted group [22].  

Blessing and Chakrabarti [23] define design as, “Design is a complex activity that 
involves artefacts, people, tools, processes, organisations, and the environment in 
which this takes place. Design research aims at increasing our understanding of 
the phenomena of design in all its complexity.”  They state that design research 
has two aims, first to create knowledge about the development process of the 
artifact and second to improve the artifact development and its results. In this 
context, an artefact is commonly understood as a human-made object created to 
address a practical problem. 

Design Research Methods (DRM) is a well-established and comprehensive 
framework that covers the entire design research process [23]. It emphasizes the 
iterative development of solutions. The DRM consist of four steps, Research 
clarification, Descriptive study I, Prescriptive study, and Descriptive study II. 
Research Clarification is the first step of DRM, an initial description of the current 
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and the future desired state is made. This phase provides a solid foundation for 
the subsequent stages. Next, during Descriptive Study I, a comprehensive 
investigation into the current state is conducted, resulting in a clearer description 
of the problem. In depth-literature review and empirical study can be a foundation 
to gather the required data for analysis and gain deeper insights, setting the stage 
for identifying areas in need of improvement. The third step is a Prescriptive 
study, in which innovative solutions (artefacts) or design principles are proposed 
based on the findings from the previous steps. These solutions aim to address the 
identified problem effectively, often drawing from established theories and best 
practices within the relevant field. Finally, the fourth step is Descriptive Study II: 
following the implementation of the proposed solutions, an evaluation is 
conducted, on the impact of the developed solutions to support the achievement 
of the desired future state. This step involves empirical studies to collect data and 
evaluate the effectiveness of the solutions, identify any unexpected issues, and 
gather insights to further refine the design. 

2.1 The model of the research approach 
The DRM proposed by [23] was chosen as a research methodology for the 
systematic achievement of the intended solution in this thesis. The reason for 
choosing this methodology is that the Plug & Produce system is still not adopted 
in the industry. Thus, it is difficult to obtain data from the real-world. The DRM 
is relevant as it provides the framework for the theoretical contribution.  

It is worth noting that the DRM was not followed obediently but an adaption of 
it was used to systematically design the needed solution. Figure 1 describes the 
four stages, in the context of this thesis, including the used approach, the 
deliverables and the results at each stage. 
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Figure 1 The DRM stages adopted in this thesis. 

In the Research Clarification stage, an analysis of the literature and the basic 
concepts was achieved to find factors that help to validate and clarify the 
objectives and the development of a successful solution. Based on the findings, 
an initial understanding of the situation is developed as well as an initial 
description of the desired situation. The initial understanding describes the 
current problems facing the realization of safe Plug & Produce which is as 
described in the introduction, the requirement of risk assessment and reduction 
after a change in the system. The initial desired future situation is described to 
support the safety assurance process after a system reconfiguration.  

The Descriptive Study I stage includes an in-depth literature review in the area of 
safety of reconfigurable manufacturing systems. It has been noticed that the 
scientific literature regarding the safety of the Plug & Produce system is rather 
small and to obtain a deeper clarification of the problem area, the literature on 
safety in RMS was studied. Furthermore, to obtain a better understanding of the 
existing situation, the research presented in paper A was conducted and 
descriptive data were gathered based on the use case scenario of human-robot 
collaboration within Plug & Produce. The logical reasoning obtained from this 
study as well as the findings in the literature led to a better description of the 
problems and refined success criteria. This includes the identification of the 
potential emergent hazards that are related to the system reconfiguration and the 
complexity of the hazard identification in general due to several factors that 
include lack of interoperability, autonomous decision making and the changing 
safety requirements. These problems are thoroughly described in section 1.2. 
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based on the increased understanding, the detailed objectives were derived. These 
objectives are described in section 1.3. 

In the Prescriptive Study step, the in-depth understanding from the previous step 
is used to elaborate on the desired future state. This involves formulating 
assumptions that contribute to achieving the desired future state. In this step, one 
assumption was that a model-based and automatic hazard identification method 
is useful to tackle the complexity of risk assessment of Plug & Produce. Another 
assumption was that synthesising a control algorithm that automatically discovers 
the risk situations and generates control actions that avert the risk situations, leads 
to non-restrictive and proactive safety control. The result of this step is a solution 
that is ready to be evaluated. The developed solution includes model-based and 
automatic hazard identification to support safety-aware planning, and second, a 
safety-aware control strategy that schedules the execution of the plans safely. 

In the Descriptive Study II step, two studies were carried out to evaluate the 
developed solution. Paper B presented a model-based and automatic hazard 
detection method for Plug & Produce, that allowed the process planner to receive 
a generated hazard list based on the logical configuration of the system. 
Furthermore, paper C presented a method for model-based reasoning and 
decision-making for safe operation in Plug & Produce. The presented method 
includes a control strategy within the Plug & Produce controller that guarantees 
the safe execution of plans. The results of the method were validated using a 
formal verification. 

2.2 Evaluation of research results  
The main approach to achieve the solution in this thesis was an algorithmic 
approach, which was presented in papers B and C. The proposed algorithms were 
verified using formal methods which are widely used in the automatic control 
domain to proof validity and reliability [24].  

Moreover, validity concerns the accuracy of the results as if the result corresponds 
to what is intended to be studied and concerns that the results are valid. To 
address this matter, this section describes the correlation between the appended 
papers and the research questions, the objectives, and the aim of this thesis. 

Three papers contributed to answering the research questions. The results of 
papers A and B include the definition and the detection of emergent hazards 
within the Plug & Produce reconfiguration, the automatic detection and 
visualization of hazards after reconfiguration and the foundation for model-based 
and automatic risk assessment of Plug & Produce systems. Paper C presented a 
novel domain ontology that includes safety models. Also, completed the model-
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based and automatic risk assessment and implemented an algorithm for safety 
planning and decision-making within the C-MAS controller.  

The first research question addressed in this work is to formulate a generic hazard 
identification method that supports safety-aware planning and validation, with 
papers A and B contributing to answering this question. Additionally, for the 
second research question, which explored the development of a system control 
strategy that automatically performs risk assessment and reduces risks, papers B 
and C contributed to the answers. By addressing research question one, it 
becomes clear that automated hazard identification can equip process planners 
with the safety knowledge required for safety-aware planning, reducing their 
responsibilities and efforts. Thus, the first objective of achieving the safe aware 
process is achieved. Furthermore, the second objective is realized by maintaining 
the generality of the automated assessment methodology, enabling the 
identification of safety requirements and the development of a reliable controller 
that always meets these requirements, effectively satisfying objective number two. 
With the fulfilment of objectives one and two, the research's goals are 
accomplished. Figure 2 describes the validity of the research outcome so that they 
are accurate and achieve the aim. 
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3 State of the art 

The state-of-the-art chapter comprises three key sections, Section 3.1, explores 
safety assurance approaches within RMS and the involvement of different 
stakeholders in safety assurance activities. Section 3.2, focuses on model-based 
safety approaches, with an emphasis on knowledge representation and automated 
risk assessment. In section 3.3, a frame of reference is presented to position this 
thesis within the existing literature, underscoring its two significant contributions: 
first empowering process planners to validate the safety of production plans, and 
second formulating a safety-aware control strategy for Plug & Produce systems. 
Figure 3 shows a stacked Venn diagram of the focus scientific area that this work 
contributes to which is Plug & Produce safety and its relationship with broader 
scientific areas. 

 

Figure 3 Stacked Venn diagram representing the focus scientific area of contribution 
of the thesis. 

3.1 Integration of safety assurance activities 
within RMS 

New methods are needed to support the integration of safety in RMS [25]. This 
entails identifying key safety activities spanning from the system’s design phase to 
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the deployment of reconfigurations and must address the changes in both 
hardware and software [26]. Safety assurance for RMS, as described by Jaradat et 
al. [27], is characterized by modularity, cooperation, continuity, and on-demand 
capabilities. This approach involves the formulation of safety assurance cases, 
which consist of a network of services involving RMS stakeholders, including 
component suppliers and integrators. These services encompass safety 
information descriptions for individual components and the integrated system. 
Moreover, Etz et al. [28] have identified safety service groups that are a 
foundation for the implementation of functional safety within RMS. These service 
groups include knowledge representation, discovery of change, visualization and 
modification, configuration, and deployment. Knowledge representation focuses 
on information storage and automated reasoning, aided by semantics and 
ontologies. The discovery service group automates information detection and 
gathering from the physical world, representing it in the ontology. Visualization 
and modification enable the exchange of information with the knowledge 
representation service. Configuration is responsible for creating safety 
reconfigurations based on ontology information, and deployment oversees the 
implementation of desired configurations.  

The involvement of different stakeholders is necessary throughout these safety 
activities [26]. Involving all parties in risk assessment and feedback ensures 
comprehensive safety assurance. In addition, the safety assurance methods must 
consider providing seamless interaction between the employees and the smart 
manufacturing system. According to Jaradat et al. [27], machine suppliers have 
the responsibility of ensuring individual machine safety and providing 
comprehensive safety information. System integrators, on the other hand, are 
responsible for ensuring complete system safety. Hillen et al. [29] align with 
Jaradat’s distribution of safety assurance activities, proposing an RMS safety 
assurance lifecycle derived from the IEC 61508 functional safety lifecycle. This 
approach advocates interoperable safety cases from machine suppliers and 
empowers RMS users to dynamically compose a general safety case from modular 
safety cases provided by suppliers. 

Another aspect to be considered when developing safety methods for RMS is that 
the smart manufacturing system must include methods to manage the risks on its 
own reducing the burden on employees to process excessive safety information 
[17]. The presented model-based approach in this thesis emphasis this idea, it also 
focuses on the control structures and the systematic identification of interactions 
within a system that lead to a hazard. The reviewed approaches focus on 
functional safety and primarily centre on ensuring the safety of individual 
functions within a system through redundancy and fault tolerance measures. The 
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presented model-based approach in this thesis seeks to uncover the causes of 
harm by modelling and analysing how the control processes manage hazards. 

3.2 Model-based solutions to support safety-aware 
planning and control of RMS 

Knowledge representation plays a vital role in achieving interoperability and 
reusability across various phases and responsibilities, from suppliers to integrators 
and from the design of machines to system configuration. Knowledge 
representation is often facilitated by the utilization of ontologies, which serve as 
a fundamental means of knowledge representation [30]. Sonfack et al. [31] have 
categorized ontologies into three levels: top-level ontologies, which provide high-
level knowledge representation and can be further customized for specific 
domains; domain and task ontologies, which focus on specific concepts and offer 
reusable knowledge within their respective domains; and application ontologies, 
which are tailored to specific use cases within a domain. Many ontologies have 
been developed to support hazard analysis techniques like HAZOP and FMEA 
[32]–[35]. 

Model-based hazard identification techniques enhance interoperability and 
reusability of safety knowledge and enable the inference of hazards. This enables 
the automation of the risk assessment process and accelerates the safety 
confirmation process [36]. Furthermore, the confirmation of control and 
decision-making processes involves the modelling of plans, and using model 
checking makes it possible to confirm that manually set safety requirements are 
satisfied [37]. 

The automated risk assessment can contribute to the generation of safety 
requirements, which are used to apply physical safety reconfiguration [13] or to 
provide a generalized safety program. This safety program needs to be deployed 
to the safety-related components of the control system. This deployment can be 
performed manually with support from the system [38], or it can be automatically 
deployed to a safety PLC [39].  

3.3 Frame of reference 
Similar to the concepts presented in [26]–[29], in the context of C-MAS 
Plug & Produce, the distribution of tasks among stakeholders evolves across 
different phases, each with distinct responsibilities. The main stakeholders 
involved in the safety assurance process of Plug & Produce are the process 
planners and the suppliers of resources such as robots, machines, and conveyors.  
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Suppliers take on the role of ensuring the safe design of their equipment. They 
are also responsible for offering comprehensive safety information that aids in 
identifying potential hazards within operational workspaces. They provide safety-
related information about their resources in a format that is both understandable 
and exchangeable, allowing interoperability among stakeholders as proposed in 
[27][28]. Within this work, resources may come pre-configured with all hazard-
related data already from the supplier. However, a process planner can add hazard 
information to a resource if it is necessary.  

For Plug & Produce the process planners replace some of the tasks of the 
traditional system integrators as in [27][29]. These tasks include determining the 
location of resources, identifying resources to be plugged in/out of production, 
and the location of generic physical barriers and emergency stops. Additionally, 
process planners are responsible for designing the production plans and creating 
the logic for parts’ goals. 

Figure 4 describes safety assurance activities within the safety life cycle of a 
Plug & Produce system as proposed in this thesis. It shows the position of the 
thesis compared to the literature. The dotted boxes highlight the new 
contributions of this thesis. 
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Figure 4 The safety lifecycle of the Plug & Produce system. The text in the blue 
dashed boxes describes the contributions of the thesis. 
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Notably, there are three distinguished phases, design of resources, 
Plug & Produce system configuration, and runtime. In the design phase, the 
supplier provides instructions on the safe operation of their equipment which 
forms the safety knowledge about individual resources. This knowledge is used 
to create resource models that incorporate safety information. In the system 
configuration phase, the process planner formulates both process plans and goals 
for parts that later will form the multi-agent system’s behaviour. This phase results 
in a logical configuration. Next, the emerging hazards of the newly established 
agent’s behaviour are identified, and the process planner gains a comprehensive 
understanding of the hazards associated with logical reconfiguration. This 
supports the process planner with the safety validation task. 

During runtime, automatic risk assessment is performed constantly to identify the 
control actions that result in a risk scenario in the executable plans. The C-MAS 
controller, equipped with the result of the risk assessment, makes informed 
decisions. These decisions are safety-aware, with the primary objective of 
allocating tasks to the available resources without generating a risk scenario. 

From the literature, safety assurance in previous approaches ultimately depends 
on the system integrators' safety configuration. In this new approach, the control 
system is trusted with significant responsibility for avoiding risks. The developed 
method in this thesis targets the process planner which is a novelty as usually the 
support is provided to system integrators.  

Previously proposed hazard ontologies are within different levels, ranging from 
high-level representations [31] to domain-specific ontologies like those focused 
on hazards in construction activities [40], cyber-physical systems [41], or fire and 
explosions in the process industry [42]. Some also are lower application-level 
ontologies, as in [39][38]. In this thesis, a novel domain ontology is introduced to 
represent safety knowledge within the context of Plug & Produce systems. This 
ontology can be implemented in RMS as they share the same or similar control 
structure. High-level ontologies give the inspiration to develop the 
Plug & Produce domain ontology which is unique as no other Plug & Produce 
domain ontology, that includes safety knowledge, can be found in the literature. 
High-level ontologies are general purpose and can be the foundation for 
developing more tailored ontologies, but lower-level ones suffer from the need 
that the system model must be changed if the application of the system has 
changed. This thesis introduces an ontology at the domain level and represents 
the safety knowledge within Plug & Produce.  

Moreover, model-based approaches such as in [32]–[35], [43]–[45], leverage 
ontologies to address system complexity and hazard identification. Some other 
model-based approaches further develop the solution to automate the risk 
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analysis, such as [36][46]. Others also automate the deployment of new safety 
configurations to PLCs, as demonstrated in [39][38]. However, the contribution 
of the approach presented in this thesis lies in its comprehensive safety solution 
for ensuring the safety of reconfigurable manufacturing systems encompassing 
safety knowledge representation, discovery of change, visualization of safety 
information and validation, safety configuration, and deployment. Unlike the 
solutions found in the reviewed literature, this approach eliminates the need for 
creating a new model for each new application. 

In contrast to existing solutions, which commonly focus on reactive functional 
safety measures aimed at minimizing risks associated with risk scenarios, the 
approach proposed in this thesis is proactive. Rather than relying on reactive 
measures, such as those associated with functional safety, this approach 
emphasises safe control actions and planning. 

The originality is the focus on detecting and implementing control actions, which 
are decisions made by the system's controller, that actively work to prevent the 
emergence of risk situations. This approach is different from other solutions that 
primarily rely on reactive measures, such as functional safety, to manage risks after 
they have occurred. While reactive safety measures are crucial for responding to 
failures and unintended use of the system, proactive safety aims to reduce the 
likelihood of risk scenarios altogether. 
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4 The proposed model-based and safety-
aware method for planning and control 
of Plug & Produce 

This chapter describes the solution to the safety problems of Plug & Produce 
addressed by this thesis. Section 4.1 presents the proposed safety domain 
ontology; section 4.2 presents the method to identify the emergent hazards and 
plan validation; section 4.3 presents the method for automatic risk assessment 
and safety-aware control actions.  

4.1 Safety domain ontology of Plug & Produce 
The Plug & Produce system’s logic architecture is based on multi-agent system in 
which an agent is a software component that embodies the functional aspects of 
physical hardware. The C-MAS Plug & Produce ontology incorporates the 
system’s logic architecture and safety-related information. The ontology includes 
two types of agents: parts and resources. A part agent represents a product to be 
produced and a resource agent represents a manufacturing resource in the multi-
agent system.  

A part agent has one or more goals to be achieved and to achieve the goals they 
use process plans. Process plans are representations of the operations that are 
needed to achieve a production goal. These process plans are composed in an 
abstract way as they are made without specifying which resources to use. This 
non-restrictive design of plans enables one aspect of the C-MAS flexibility, in 
which a part autonomously chooses the execution of an abstract plan based on 
negotiations and its decision-making strategy. 

A resource agent has one or more interfaces, and the interfaces have one or more 
skills. Skills represent resources’ capabilities and interfaces represent the 
resources’ compatibility to participate in a process plan. Also, interfaces group the 
skills of a resource, to enable or disable these skills based on agents' negotiation.  

Abstract process plans are composed of abstract interfaces which ensures that 
plans are made without specific instances of interfaces. In these abstract process 
plans, skills are demanded on abstract interfaces. Moreover, to provide higher 
flexibility, skills can also be abstract, this is typical for a skill that requires other 
skills to be able to complete its task. An example is a robotic gripper tool that has 
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the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙". This skill will include a process plan that demands another skill 
"𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" that can be offered by a robot. 

This thesis proposes a C-MAS Plug & Produce ontology that incorporates safety-
related information with the system’s logic architecture. This information enables 
the automatic risk assessment of the process plans. One piece of information is 
related to hazard identification. According to the safety standard ISO 12100, the 
objective of hazard identification of a machine is to list all hazards within the 
determined machine limitation. This includes investigating the intended use of the 
machine and identifying any source of harm within the associated task. In a Plug 
& Produce environment, this corresponds to hazard identification of resources. 
Hazard identification of a single resource includes determining the set of skills 
that the resource can perform and identifying the hazards associated with each of 
the skills.  

A skill’s process plan can include a structured text code that is communicated 
with the physical resources in the production system. When a skill is composed 
in a way that only includes the agent logic that instructs the physical resource, the 
hazards can be easily identified and fetched from the hazard information 
identified in the design phase. However, when the process plan includes other 
skills to be achieved by other resources then it is required to fetch the hazards 
related to these remote skills. Modelling the hazards associated with a skill allows 
for including this safety-related information within the system's logical 
configuration and allows for the reusability of this information when the skill is 
demanded for the execution of a process plan.  

The flowing formalism is proposed to incorporate safety-related information with 
the system’s logic architecture and establish the ontology model. An interface is 
denoted as 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, and is defined as the tuple, 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 = 〈𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, 𝑉𝑉𝑉𝑉𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖〉, where 𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is a set of 
skills of the interface and 𝑉𝑉𝑉𝑉𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is a set of variables. A skill 𝑠𝑠𝑠𝑠 ∈ 𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is defined as the 
tuple: 𝑠𝑠𝑠𝑠 = 〈𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠, 𝜏𝜏𝜏𝜏𝑠𝑠𝑠𝑠, 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠, 𝑙𝑙𝑙𝑙𝑠𝑠𝑠𝑠〉, where 𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠 is the process plan of skill 𝑠𝑠𝑠𝑠,  𝜏𝜏𝜏𝜏𝑠𝑠𝑠𝑠 is the type 
of skill, 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠 is a set of hazards, and 𝑙𝑙𝑙𝑙𝑠𝑠𝑠𝑠 is operating space. Hazards that are identified 
on skills during the resource design phase are also included in the ontology. A 
single hazard denoted ℎ ∈ 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠 is defined with the tuple, ℎ = 〈𝑘𝑘𝑘𝑘ℎ, 𝜏𝜏𝜏𝜏ℎ 〉, where 𝑘𝑘𝑘𝑘ℎ 
is risk level and 𝜏𝜏𝜏𝜏ℎ is the type of targeted skill by the hazard ℎ. The operating 
space 𝑙𝑙𝑙𝑙𝑠𝑠𝑠𝑠 is the physical space in which a resource performs the skill 𝑠𝑠𝑠𝑠 and this 
attribute is used to detect unsafe situations in a certain space. The term is adapted 
from the standard ISO 10218 and is extended to represent the occupied space by 
a resource while it performs the skill 𝑠𝑠𝑠𝑠. The operating space is defined by its shape 
and dimension, and it has a coordinate system that is relative to the resource 
coordinate system. 

 

27 
 

The ontology is modelled using the Unified Modelling Language (UML). UML is 
a visual representation tool used to depict and communicate the structural and 
behavioural aspects of a software system's architecture. The UML model of the 
ontology is shown in Figure 5. The proposed ontology extends, with safety 
models, an ontology proposed earlier for multi-agent control of Plug & Produce 
[47]. Figure 5 shows a UML model that focuses on the safety-related part of the 
system’s logic architecture, mainly the classes Skill, Hazard, Space and Risk.  

 

Figure 5 UML class diagram representing the C-MAS Plug & Produce ontology.  

Class Agent has an attribute Interface of type Interface and the relationship 
between class Agent and class interface is a composition relationship of zero to 
many. This means that an agent can have zero to many interfaces. Also, class 
Agent has a method Strategy() and the algorithms proposed within this thesis are 
part of Strategy(). 

Classes Part and Resource have each an inheritance relationship with class Agent. 
Class Part extends class Agent with goals and a part can have one to many goals. 
This is implemented with one to many composition relationship with class Goal. 
Class Resource extends class Agent with its location. 
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"𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" that can be offered by a robot. 

This thesis proposes a C-MAS Plug & Produce ontology that incorporates safety-
related information with the system’s logic architecture. This information enables 
the automatic risk assessment of the process plans. One piece of information is 
related to hazard identification. According to the safety standard ISO 12100, the 
objective of hazard identification of a machine is to list all hazards within the 
determined machine limitation. This includes investigating the intended use of the 
machine and identifying any source of harm within the associated task. In a Plug 
& Produce environment, this corresponds to hazard identification of resources. 
Hazard identification of a single resource includes determining the set of skills 
that the resource can perform and identifying the hazards associated with each of 
the skills.  

A skill’s process plan can include a structured text code that is communicated 
with the physical resources in the production system. When a skill is composed 
in a way that only includes the agent logic that instructs the physical resource, the 
hazards can be easily identified and fetched from the hazard information 
identified in the design phase. However, when the process plan includes other 
skills to be achieved by other resources then it is required to fetch the hazards 
related to these remote skills. Modelling the hazards associated with a skill allows 
for including this safety-related information within the system's logical 
configuration and allows for the reusability of this information when the skill is 
demanded for the execution of a process plan.  

The flowing formalism is proposed to incorporate safety-related information with 
the system’s logic architecture and establish the ontology model. An interface is 
denoted as 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, and is defined as the tuple, 𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 = 〈𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖, 𝑉𝑉𝑉𝑉𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖〉, where 𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is a set of 
skills of the interface and 𝑉𝑉𝑉𝑉𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is a set of variables. A skill 𝑠𝑠𝑠𝑠 ∈ 𝑆𝑆𝑆𝑆𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is defined as the 
tuple: 𝑠𝑠𝑠𝑠 = 〈𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠, 𝜏𝜏𝜏𝜏𝑠𝑠𝑠𝑠, 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠, 𝑙𝑙𝑙𝑙𝑠𝑠𝑠𝑠〉, where 𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠 is the process plan of skill 𝑠𝑠𝑠𝑠,  𝜏𝜏𝜏𝜏𝑠𝑠𝑠𝑠 is the type 
of skill, 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠 is a set of hazards, and 𝑙𝑙𝑙𝑙𝑠𝑠𝑠𝑠 is operating space. Hazards that are identified 
on skills during the resource design phase are also included in the ontology. A 
single hazard denoted ℎ ∈ 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠 is defined with the tuple, ℎ = 〈𝑘𝑘𝑘𝑘ℎ, 𝜏𝜏𝜏𝜏ℎ 〉, where 𝑘𝑘𝑘𝑘ℎ 
is risk level and 𝜏𝜏𝜏𝜏ℎ is the type of targeted skill by the hazard ℎ. The operating 
space 𝑙𝑙𝑙𝑙𝑠𝑠𝑠𝑠 is the physical space in which a resource performs the skill 𝑠𝑠𝑠𝑠 and this 
attribute is used to detect unsafe situations in a certain space. The term is adapted 
from the standard ISO 10218 and is extended to represent the occupied space by 
a resource while it performs the skill 𝑠𝑠𝑠𝑠. The operating space is defined by its shape 
and dimension, and it has a coordinate system that is relative to the resource 
coordinate system. 
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The ontology is modelled using the Unified Modelling Language (UML). UML is 
a visual representation tool used to depict and communicate the structural and 
behavioural aspects of a software system's architecture. The UML model of the 
ontology is shown in Figure 5. The proposed ontology extends, with safety 
models, an ontology proposed earlier for multi-agent control of Plug & Produce 
[47]. Figure 5 shows a UML model that focuses on the safety-related part of the 
system’s logic architecture, mainly the classes Skill, Hazard, Space and Risk.  

 

Figure 5 UML class diagram representing the C-MAS Plug & Produce ontology.  

Class Agent has an attribute Interface of type Interface and the relationship 
between class Agent and class interface is a composition relationship of zero to 
many. This means that an agent can have zero to many interfaces. Also, class 
Agent has a method Strategy() and the algorithms proposed within this thesis are 
part of Strategy(). 

Classes Part and Resource have each an inheritance relationship with class Agent. 
Class Part extends class Agent with goals and a part can have one to many goals. 
This is implemented with one to many composition relationship with class Goal. 
Class Resource extends class Agent with its location. 
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Class Skill has composition relationships with classes ProcessPlan, Hazard, and 
Space and its attributes are based on these relationships. Additionally, this class 
has the attribute Type of type String. Class ProcessPlan has two attributes, 
Execution of type string and Cost of type integer. Execution is the Structured 
Text code of the process plan and Cost is a generic value that is used for 
optimisation e.g., energy consumption, time, or cost value. Class Goal uses 
process plans i.e., process plans as recipes to achieve the goal. Also, the class 
ProcessPlan uses interfaces i.e., the Structured Text code of the process plans 
includes interfaces. Class Hazard has two attributes, Risk and Target. Attribute 
Risk is of type Risk which a value from enumeration list of High and Low. 
Attribute Target is of type String, and it is used to detect if the hazard instance 
targets a specific skill. To detect this scenario, the attribute Target of a Hazard 
instance must match with the attribute Type of a Skill instance. Class Space has 
two attributes Shape and Coordinate. Shape is a representation of the operational 
space occupied by the skill during its execution and Coordinate decides along with 
the attribute Location of a Resource instance the location of the Space instance. 
It is worth noting that this type of representation of space is simplified within the 
scope of this thesis and the worthiness of further formulation is considered for 
future work.  

All classes in the ontology, except Part and Resource, extend a class Entity and 
there is an inheritance relationship between all classes and class Entity. Class 
Entity has two attributes, InstanceID of type string to give a unique ID for each 
instance and Name of type string that is the name of the instance. 

4.2 Emergent hazards identification and validation 
of plans safety 

Composing the process plans and determining the sequence of goals are two main 
tasks of the process planner. The goals and process plans must be validated for 
emergent hazards and confirmation of safety is required from the process planner. 
To achieve this the process planner is presented with a hazard list related to the 
system's logical configuration. This is to permit the process planner to validate 
the production plans. The generation of a hazard list is done automatically using 
an algorithm that leverages the hazard models and identifies the emergent 
hazards. This algorithm is thoroughly described in paper B. The algorithm 
recursively checks all process plans to identify hazards. Figure 6 illustrates the data 
mapping from logical configuration, in the left column, to the algorithm 
functions, in the right column. The sequence of which the algorithm function is 
achieved can be seen under “Generation of hazard list”. 
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Figure 6 Data mapping and functions to automatically generate the hazard list of a 
Plug & Produce logical reconfiguration. 

For each abstract process plan, abstract interfaces are mapped to matching real 
interfaces. An abstract process plan has a set of skills and variables that must exist 
on an abstract interface, the system uses these abstract interfaces to find 
compatible resources that have a matching interface with the same skills and 
variables demanded in the process plan. The search for compatible interfaces is 
done through a negotiation process between agents. This is a fundamental 
technique in agent systems [48]. This negotiation process is performed for each 
abstract interface in the process plan. The negotiation process will find all possible 
ways to execute a process plan, i.e., there could be several resources capable of 
performing the same skill, which implies that each process plan can be achieved 
with different combinations of resources. When all the possible execution orders 
of the process plan are determined and all participating resources are known, the 
third main activity is performed, which is the detection of process plan hazards.  

The hazards list associated with the logical configuration is presented to the 
process planner. Figure 7 is an illustration of the output provided to the process 
planner in a scenario where a part's goal 𝑔𝑔𝑔𝑔 is to load it into a machine. This goal 
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Class Skill has composition relationships with classes ProcessPlan, Hazard, and 
Space and its attributes are based on these relationships. Additionally, this class 
has the attribute Type of type String. Class ProcessPlan has two attributes, 
Execution of type string and Cost of type integer. Execution is the Structured 
Text code of the process plan and Cost is a generic value that is used for 
optimisation e.g., energy consumption, time, or cost value. Class Goal uses 
process plans i.e., process plans as recipes to achieve the goal. Also, the class 
ProcessPlan uses interfaces i.e., the Structured Text code of the process plans 
includes interfaces. Class Hazard has two attributes, Risk and Target. Attribute 
Risk is of type Risk which a value from enumeration list of High and Low. 
Attribute Target is of type String, and it is used to detect if the hazard instance 
targets a specific skill. To detect this scenario, the attribute Target of a Hazard 
instance must match with the attribute Type of a Skill instance. Class Space has 
two attributes Shape and Coordinate. Shape is a representation of the operational 
space occupied by the skill during its execution and Coordinate decides along with 
the attribute Location of a Resource instance the location of the Space instance. 
It is worth noting that this type of representation of space is simplified within the 
scope of this thesis and the worthiness of further formulation is considered for 
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instance and Name of type string that is the name of the instance. 
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tasks of the process planner. The goals and process plans must be validated for 
emergent hazards and confirmation of safety is required from the process planner. 
To achieve this the process planner is presented with a hazard list related to the 
system's logical configuration. This is to permit the process planner to validate 
the production plans. The generation of a hazard list is done automatically using 
an algorithm that leverages the hazard models and identifies the emergent 
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mapping from logical configuration, in the left column, to the algorithm 
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has a process plan 𝜋𝜋𝜋𝜋𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 that includes the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙". The part demands 
the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" and this demand is received by resources that have compatible 
interfaces. In this example, there are two resources with compatible interfaces, a 
gripper tool and a resource agent that represents a human operator. The gripper 
tool possesses the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" that has a process plan 𝜋𝜋𝜋𝜋𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 =
[𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑝𝑝𝑝𝑝𝑘𝑘𝑘𝑘,𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙, 𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑝𝑝𝑝𝑝𝑚𝑚𝑚𝑚].  

 

Figure 7 Illustration of the visualisation of a hazard list. The process planner inputs the 
system's logical configuration and receives the automatically generated hazard list 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠. 

The C-MAS Plug & Produce can execute the process plan 𝜋𝜋𝜋𝜋𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 in two 
ways. The first one is using the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" of the gripper which implies that other 
skills of other resources will be used as well i.e., a robot for the skill "𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙". 
This skill has hazards, and those hazards must be added to the total hazards of 
the plan. The other way for the system to execute the plan is by using the 
operator's skills. The skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" of the operator, if it is executed as intended, 
does not generate any hazard that harms other resources. Hazards that may be 
generated from a faulty execution of a skill will be handled by emergency stops 
controlled by the safety PLC. Handling these types of hazards is not a safety issue 
in Plug & Produce as they can be reduced by traditional safety methods. Thus, 
these hazards are not included in the scope of this thesis and the operator’s skill 
is modelled without hazards. 

The process planner receives a list of all hazards associated with all possible 
executions of the plans to achieve the goals. The process planner may use this 
information to implement some safety measures.  
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ℎ𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑝𝑝𝑝𝑝𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔
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4.3 Automatic risk assessment and deployment of 
safety-aware control actions 

At runtime, the part performs an automatic risk assessment to identify risk 
situations to make safety-aware decisions. To achieve its goals and support its 
safety-aware decision-making, the part agent is equipped with an algorithm that is 
thoroughly described in paper C. The algorithm can be summarized with the 
following steps: 

Loop 1: For each goal 𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 in the ordered set of goals 𝐺𝐺𝐺𝐺𝑔𝑔𝑔𝑔 for part 𝑝𝑝𝑝𝑝: 

Step 1: Retrieve all possible executable process plans for the selected goal 𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 
through the function 𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑠𝑠𝑠𝑠(𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔). These plans are 
stored in the set 𝛱𝛱𝛱𝛱𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙. 

Step 2: Choose the plan with the least production cost among the alternatives 
using the function 𝑠𝑠𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑠𝑠𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖ℎ𝐿𝐿𝐿𝐿𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝐿𝐿𝐿𝐿𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙(Π𝑔𝑔𝑔𝑔alt). The selected plan is 
denoted as 𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔. 

Loop 2: For each skill 𝑠𝑠𝑠𝑠 in the selected plan 𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔: 

Step 3: Conduct a risk assessment for the skill 𝑠𝑠𝑠𝑠 using the function 
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑠𝑠𝑠𝑠𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘: 𝑠𝑠𝑠𝑠). This assessment identifies pairs of interfaces and 
skills (𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 and 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏) that are targeted by the hazards associated with the skill. 

Step 4: Book the skill 𝑠𝑠𝑠𝑠 and the targeted skills 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏 on the identified interfaces 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 
in a specific state 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃 using the function 
𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔(𝑠𝑠𝑠𝑠𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘: 𝑠𝑠𝑠𝑠, 𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙: 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏, 𝑠𝑠𝑠𝑠𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑠𝑠𝑠𝑠: 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏, 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃: 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃) 

The functions used in the algorithm are described as the following: 

𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑠𝑠𝑠𝑠(): This function generates all possible 
combinations of resources that can be involved in the execution of a specific goal 
𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 for a given part 𝑝𝑝𝑝𝑝. The result is a set 𝛱𝛱𝛱𝛱𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 containing alternative executable 
process plans. 

𝑠𝑠𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑠𝑠𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖ℎ𝐿𝐿𝐿𝐿𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝐿𝐿𝐿𝐿𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙(): This function identifies and returns the 
executable process plan with the minimum production cost from the set of 
alternatives 𝛱𝛱𝛱𝛱𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙. 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(): Given a specific skill 𝑠𝑠𝑠𝑠, this function performs a risk 
assessment to identify potential hazards associated with the skill. The result 
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has a process plan 𝜋𝜋𝜋𝜋𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 that includes the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙". The part demands 
the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" and this demand is received by resources that have compatible 
interfaces. In this example, there are two resources with compatible interfaces, a 
gripper tool and a resource agent that represents a human operator. The gripper 
tool possesses the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" that has a process plan 𝜋𝜋𝜋𝜋𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 =
[𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑝𝑝𝑝𝑝𝑘𝑘𝑘𝑘,𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙, 𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑝𝑝𝑝𝑝𝑚𝑚𝑚𝑚].  

 

Figure 7 Illustration of the visualisation of a hazard list. The process planner inputs the 
system's logical configuration and receives the automatically generated hazard list 𝐻𝐻𝐻𝐻𝑠𝑠𝑠𝑠. 

The C-MAS Plug & Produce can execute the process plan 𝜋𝜋𝜋𝜋𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 in two 
ways. The first one is using the skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" of the gripper which implies that other 
skills of other resources will be used as well i.e., a robot for the skill "𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙". 
This skill has hazards, and those hazards must be added to the total hazards of 
the plan. The other way for the system to execute the plan is by using the 
operator's skills. The skill "𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" of the operator, if it is executed as intended, 
does not generate any hazard that harms other resources. Hazards that may be 
generated from a faulty execution of a skill will be handled by emergency stops 
controlled by the safety PLC. Handling these types of hazards is not a safety issue 
in Plug & Produce as they can be reduced by traditional safety methods. Thus, 
these hazards are not included in the scope of this thesis and the operator’s skill 
is modelled without hazards. 

The process planner receives a list of all hazards associated with all possible 
executions of the plans to achieve the goals. The process planner may use this 
information to implement some safety measures.  

�𝜋𝜋𝜋𝜋𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙� 𝑔𝑔𝑔𝑔: 𝐿𝐿𝐿𝐿𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 𝑃𝑃𝑃𝑃𝑙𝑙𝑙𝑙𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 �
𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑝𝑝𝑝𝑝𝑘𝑘𝑘𝑘𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙
𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑟𝑟𝑟𝑟𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙
𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑝𝑝𝑝𝑝𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙

� [𝜋𝜋𝜋𝜋𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙] 

𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 

𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑂𝑂𝑂𝑂𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 

Π𝑔𝑔𝑔𝑔𝑒𝑒𝑒𝑒𝑔𝑔𝑔𝑔 of 𝜋𝜋𝜋𝜋𝑔𝑔𝑔𝑔  𝜋𝜋𝜋𝜋𝑔𝑔𝑔𝑔𝑒𝑒𝑒𝑒𝑔𝑔𝑔𝑔 of 𝜋𝜋𝜋𝜋𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔   
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4.3 Automatic risk assessment and deployment of 
safety-aware control actions 

At runtime, the part performs an automatic risk assessment to identify risk 
situations to make safety-aware decisions. To achieve its goals and support its 
safety-aware decision-making, the part agent is equipped with an algorithm that is 
thoroughly described in paper C. The algorithm can be summarized with the 
following steps: 

Loop 1: For each goal 𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 in the ordered set of goals 𝐺𝐺𝐺𝐺𝑔𝑔𝑔𝑔 for part 𝑝𝑝𝑝𝑝: 

Step 1: Retrieve all possible executable process plans for the selected goal 𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 
through the function 𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑠𝑠𝑠𝑠(𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔). These plans are 
stored in the set 𝛱𝛱𝛱𝛱𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙. 

Step 2: Choose the plan with the least production cost among the alternatives 
using the function 𝑠𝑠𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑠𝑠𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖ℎ𝐿𝐿𝐿𝐿𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝐿𝐿𝐿𝐿𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙(Π𝑔𝑔𝑔𝑔alt). The selected plan is 
denoted as 𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔. 

Loop 2: For each skill 𝑠𝑠𝑠𝑠 in the selected plan 𝜋𝜋𝜋𝜋𝑠𝑠𝑠𝑠𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔: 

Step 3: Conduct a risk assessment for the skill 𝑠𝑠𝑠𝑠 using the function 
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(𝑠𝑠𝑠𝑠𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘: 𝑠𝑠𝑠𝑠). This assessment identifies pairs of interfaces and 
skills (𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 and 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏) that are targeted by the hazards associated with the skill. 

Step 4: Book the skill 𝑠𝑠𝑠𝑠 and the targeted skills 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏 on the identified interfaces 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 
in a specific state 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃 using the function 
𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔(𝑠𝑠𝑠𝑠𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘: 𝑠𝑠𝑠𝑠, 𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙: 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏, 𝑠𝑠𝑠𝑠𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑘𝑠𝑠𝑠𝑠: 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏, 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃: 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃) 

The functions used in the algorithm are described as the following: 

𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑔𝑔𝑔𝑔𝑠𝑠𝑠𝑠(): This function generates all possible 
combinations of resources that can be involved in the execution of a specific goal 
𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 for a given part 𝑝𝑝𝑝𝑝. The result is a set 𝛱𝛱𝛱𝛱𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 containing alternative executable 
process plans. 

𝑠𝑠𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑠𝑠𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖ℎ𝐿𝐿𝐿𝐿𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝐿𝐿𝐿𝐿𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙(): This function identifies and returns the 
executable process plan with the minimum production cost from the set of 
alternatives 𝛱𝛱𝛱𝛱𝑔𝑔𝑔𝑔𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙. 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃(): Given a specific skill 𝑠𝑠𝑠𝑠, this function performs a risk 
assessment to identify potential hazards associated with the skill. The result 
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includes pairs of interfaces and skills 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 and 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏 that are targeted by these 
hazards. 

𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔(): This function is responsible for booking a skill 𝑠𝑠𝑠𝑠 along with the targeted 
skills 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏 on the identified interfaces 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 at a specific state 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃. It ensures that the 
booked skills are not available for allocation to other tasks at the same state, 
preventing conflicts and enhancing resource efficiency. 

Figure 8 illustrates the logic of the algorithm for discovering a risk scenario. It is 
demonstrated using a process plan 𝜋𝜋𝜋𝜋𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 for the skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” on a gripper tool. 
the process plan includes three skills, “𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑝𝑝𝑝𝑝𝑘𝑘𝑘𝑘”, “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”, and “𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑝𝑝𝑝𝑝𝑚𝑚𝑚𝑚”. For 
simplicity, the skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is chosen to further describe the part strategy. 

 

Figure 8 The discovery of a risk scenario that includes a robot and an operator. The 
equal sign (=) means that the value of the variables is the same. 

The skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” that is achieved by a robot has a hazard ℎ𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 which 
is a high-risk hazard if it occurs. In addition, ℎ𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 is harmful to the operator. 
Based on that the hazard of the skill "𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" is configured as  ℎ𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 =
〈ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔ℎℎ𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 , 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔〉. To discover the risk scenario, the part’s 
algorithm instructs to check the risk level of the hazard, and in this case, it finds 
it is a high-risk hazard. Then, the algorithm checks if there is any other skill in the 
system that overlaps with the operational space of skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. Assuming 
the system is designed in a way that the operator’s skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” has operational 
space that overlaps with the skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” of the robot. In this case, the part 
strategy instructs to check if the skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” harms the operator while 
performing the skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. The part finds that the skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” that is owned by 
the operator resource and has the type “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is targeted by the skill 
“𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” that is owned by the robot. Based on this information, the part 
books both skills “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” and “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. This means that the part not only 
uses the robot to achieve its plan but also prevents the operator from being 
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demanded, by another plan execution, to perform the skill load. Note, that the 
operator is only prevented from doing a load and remains unrestricted in 
executing other skills. 
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includes pairs of interfaces and skills 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 and 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏 that are targeted by these 
hazards. 

𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔(): This function is responsible for booking a skill 𝑠𝑠𝑠𝑠 along with the targeted 
skills 𝑆𝑆𝑆𝑆𝜏𝜏𝜏𝜏 on the identified interfaces 𝐼𝐼𝐼𝐼𝐹𝐹𝐹𝐹𝜏𝜏𝜏𝜏 at a specific state 𝑠𝑠𝑠𝑠𝑃𝑃𝑃𝑃. It ensures that the 
booked skills are not available for allocation to other tasks at the same state, 
preventing conflicts and enhancing resource efficiency. 

Figure 8 illustrates the logic of the algorithm for discovering a risk scenario. It is 
demonstrated using a process plan 𝜋𝜋𝜋𝜋𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 for the skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” on a gripper tool. 
the process plan includes three skills, “𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖𝑝𝑝𝑝𝑝𝑘𝑘𝑘𝑘”, “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”, and “𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑝𝑝𝑝𝑝𝑚𝑚𝑚𝑚”. For 
simplicity, the skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is chosen to further describe the part strategy. 

 

Figure 8 The discovery of a risk scenario that includes a robot and an operator. The 
equal sign (=) means that the value of the variables is the same. 

The skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” that is achieved by a robot has a hazard ℎ𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 which 
is a high-risk hazard if it occurs. In addition, ℎ𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 is harmful to the operator. 
Based on that the hazard of the skill "𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" is configured as  ℎ𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 =
〈ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔ℎℎ𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔 , 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑚𝑚𝑚𝑚𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔〉. To discover the risk scenario, the part’s 
algorithm instructs to check the risk level of the hazard, and in this case, it finds 
it is a high-risk hazard. Then, the algorithm checks if there is any other skill in the 
system that overlaps with the operational space of skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. Assuming 
the system is designed in a way that the operator’s skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” has operational 
space that overlaps with the skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” of the robot. In this case, the part 
strategy instructs to check if the skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” harms the operator while 
performing the skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. The part finds that the skill “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” that is owned by 
the operator resource and has the type “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is targeted by the skill 
“𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” that is owned by the robot. Based on this information, the part 
books both skills “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” and “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. This means that the part not only 
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demanded, by another plan execution, to perform the skill load. Note, that the 
operator is only prevented from doing a load and remains unrestricted in 
executing other skills. 
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5 Validation of results 

This chapter outlines the approach to validate the proposed solution. Model 
checking is employed to achieve formal verification of the control algorithm. An 
ideal choice for representing the algorithm's control flow is a finite state machine. 
A Plug & Produce manufacturing scenario is introduced with different part types, 
goals, and resources. 

5.1 Plug & Produce manufacturing scenario 

The manufacturing scenario includes a part type 𝑝𝑝𝑝𝑝 with three goals: preparation 
𝑔𝑔𝑔𝑔1, loading into a machine 𝑔𝑔𝑔𝑔2, and machining 𝑔𝑔𝑔𝑔3. For simplicity, each goal has 
one process plan, and each plan includes one skill. The scenario includes four 
resources: two machines, one robot, and one operator. Each resource has one 
interface, and each interface has one skill. The robot interface has the “𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” skill 
that loads the part into a machine, and each machine interface has the 
“𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” skill that processes the part, and the operator agent interface has 
the “𝑝𝑝𝑝𝑝𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” skill. To simplify, if each interface has one skill, the entire resource 
is considered as booked when that skill is booked for a part. The operational 
spaces of these skills overlap, and to count for unplanned operator actions, the 
operational spaces are monitored by safety sensors. In case the operator, in an 
unplanned manner, enters another resource’s space, the safety PLC enforces a 
safety stop. The abstract layout of the manufacturing cell is shown in Figure 9 
where the resources are represented by black boxes and their respective physical 
spaces are in dotted and slashed areas. 
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Figure 9 The abstract layout of the validation manufacturing cell. The resources are 
represented by black boxes and their respective physical spaces are in dotted and 

slashed areas. 

Two configurations exist, each with a different machine. In Configuration 1, the 
robot and the first machine skill pose high risks to the operator, while 
Configuration 2 replaces the first machine with a low-risk second machine. 

A part 𝑝𝑝𝑝𝑝 is modelled by an extended finite-state machine EFSM  [49]. An EFSM 
is an ordinary finite state machine, also called an automaton, where a set of 
variables V is also included. The total discrete state space of an EFSM is the 
combination of the locations (the states in an ordinary FSM) and the values of the 
involved variables. There are three variables controlled by the control algorithm, 
which are involved in location transition. The variables are 𝑉𝑉𝑉𝑉𝑔𝑔𝑔𝑔 ∈ {𝑅𝑅𝑅𝑅, 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝,𝑀𝑀𝑀𝑀} and 
their transition in the next location is denoted with prime notation such in 𝑉𝑉𝑉𝑉𝑔𝑔𝑔𝑔′ ∈
{𝑅𝑅𝑅𝑅′, 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′,𝑀𝑀𝑀𝑀}. Where 𝑅𝑅𝑅𝑅, 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝 and 𝑀𝑀𝑀𝑀 are the variables representing a robot, an 
operator and a machine, in a specific configuration.  The domain of each variable 
is {𝑔𝑔𝑔𝑔, 𝐵𝐵𝐵𝐵} where 𝑔𝑔𝑔𝑔 means that the resource is available and 𝐵𝐵𝐵𝐵 that it is booked.  

Figure 10 shows the EFSM of part 𝑝𝑝𝑝𝑝 in Configuration 1 in which the first machine 
is used. In this model, the locations 𝑞𝑞𝑞𝑞1, 𝑞𝑞𝑞𝑞2, and 𝑞𝑞𝑞𝑞3 correspod to the goals and 
location 𝑞𝑞𝑞𝑞4 correspods to the final state in which the product has been produced. 
Location 𝑞𝑞𝑞𝑞0 is the initial location and the conditional transition from 𝑞𝑞𝑞𝑞0 to 𝑞𝑞𝑞𝑞1 
change the value of variable 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝. The value of 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝 in the next location is 
represented with the variable 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′ = 𝐵𝐵𝐵𝐵. This change in value of 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝 is due to 
operator skill "𝑝𝑝𝑝𝑝𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙" is used to achieve the plan of the first goal 𝑔𝑔𝑔𝑔1. The 
operator is made unavailable (booked) for goals 𝑔𝑔𝑔𝑔2 and 𝑔𝑔𝑔𝑔3 to not be able to 
interact with the hazardous skills of the robot and the machine. The model shows 
four conditional transitions and the final one is to the marked location 𝑞𝑞𝑞𝑞4 at which 
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the event “𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝” represents the completion of the skill "𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙". This skill 
is performed by the first machine resource that is included in the plan of the third 
goal 𝑔𝑔𝑔𝑔3.  

 

Figure 10 EFSM for a part p in Configuration1. 

Figure 11 shows the EFSM, of a part p in Configuration 2, in which the second 
machine is used. In this EFSM, it is shown that the operator skill “𝑝𝑝𝑝𝑝𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is 
available at location 𝑞𝑞𝑞𝑞3, 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′ = 𝑔𝑔𝑔𝑔 and this is because the “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”, 
contrary to the first configuration, is not hazardous to the operator and the 
operator can interact with the machine. The event “𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝” represents that the 
second machine has completed “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” and the part life cycle is 
completed. 

 

Figure 11 EFSM for a part 𝑝𝑝𝑝𝑝 in Configuration 2. 

5.2 Test results and discussion 
The EFSM models were built using the formal model-checking software NuSMV 
[50] and the results were obtained from the simulation of the composition of two 
state machines of two parts, namely part 𝑖𝑖𝑖𝑖 and part 𝑗𝑗𝑗𝑗.  

In Configuration 1, which involves an unsafe machine, the reachability graph in 
Figure 12 illustrates that only safe states are reachable, with no instances of 
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Figure 9 The abstract layout of the validation manufacturing cell. The resources are 
represented by black boxes and their respective physical spaces are in dotted and 

slashed areas. 

Two configurations exist, each with a different machine. In Configuration 1, the 
robot and the first machine skill pose high risks to the operator, while 
Configuration 2 replaces the first machine with a low-risk second machine. 

A part 𝑝𝑝𝑝𝑝 is modelled by an extended finite-state machine EFSM  [49]. An EFSM 
is an ordinary finite state machine, also called an automaton, where a set of 
variables V is also included. The total discrete state space of an EFSM is the 
combination of the locations (the states in an ordinary FSM) and the values of the 
involved variables. There are three variables controlled by the control algorithm, 
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is {𝑔𝑔𝑔𝑔, 𝐵𝐵𝐵𝐵} where 𝑔𝑔𝑔𝑔 means that the resource is available and 𝐵𝐵𝐵𝐵 that it is booked.  

Figure 10 shows the EFSM of part 𝑝𝑝𝑝𝑝 in Configuration 1 in which the first machine 
is used. In this model, the locations 𝑞𝑞𝑞𝑞1, 𝑞𝑞𝑞𝑞2, and 𝑞𝑞𝑞𝑞3 correspod to the goals and 
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operator is made unavailable (booked) for goals 𝑔𝑔𝑔𝑔2 and 𝑔𝑔𝑔𝑔3 to not be able to 
interact with the hazardous skills of the robot and the machine. The model shows 
four conditional transitions and the final one is to the marked location 𝑞𝑞𝑞𝑞4 at which 
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goal 𝑔𝑔𝑔𝑔3.  

 

Figure 10 EFSM for a part p in Configuration1. 

Figure 11 shows the EFSM, of a part p in Configuration 2, in which the second 
machine is used. In this EFSM, it is shown that the operator skill “𝑝𝑝𝑝𝑝𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is 
available at location 𝑞𝑞𝑞𝑞3, 𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′ = 𝑔𝑔𝑔𝑔 and this is because the “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”, 
contrary to the first configuration, is not hazardous to the operator and the 
operator can interact with the machine. The event “𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝” represents that the 
second machine has completed “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” and the part life cycle is 
completed. 

 

Figure 11 EFSM for a part 𝑝𝑝𝑝𝑝 in Configuration 2. 

5.2 Test results and discussion 
The EFSM models were built using the formal model-checking software NuSMV 
[50] and the results were obtained from the simulation of the composition of two 
state machines of two parts, namely part 𝑖𝑖𝑖𝑖 and part 𝑗𝑗𝑗𝑗.  

In Configuration 1, which involves an unsafe machine, the reachability graph in 
Figure 12 illustrates that only safe states are reachable, with no instances of 

𝑞𝑞𝑞𝑞0 𝑞𝑞𝑞𝑞1 𝑞𝑞𝑞𝑞2 𝑞𝑞𝑞𝑞3 𝑞𝑞𝑞𝑞4  

𝑅𝑅𝑅𝑅 = 𝑔𝑔𝑔𝑔 ∧ 
𝑅𝑅𝑅𝑅′ = 𝐵𝐵𝐵𝐵 

𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝 = 𝑔𝑔𝑔𝑔 ∧ 
𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′ = 𝐵𝐵𝐵𝐵 

𝑅𝑅𝑅𝑅′ = 𝑔𝑔𝑔𝑔 ∧ 
𝑀𝑀𝑀𝑀 = 𝑔𝑔𝑔𝑔 ∧ 
𝑀𝑀𝑀𝑀′ = 𝐵𝐵𝐵𝐵 

𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′ = 𝑔𝑔𝑔𝑔 ∧ 
𝑀𝑀𝑀𝑀′ = 𝑔𝑔𝑔𝑔 
 
𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝 

𝑞𝑞𝑞𝑞0 𝑞𝑞𝑞𝑞1 𝑞𝑞𝑞𝑞2 𝑞𝑞𝑞𝑞3 𝑞𝑞𝑞𝑞4  

𝑅𝑅𝑅𝑅 = 𝑔𝑔𝑔𝑔 ∧ 
𝑅𝑅𝑅𝑅′ = 𝐵𝐵𝐵𝐵 

𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝 = 𝑔𝑔𝑔𝑔 ∧ 
𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′ = 𝐵𝐵𝐵𝐵 

𝑅𝑅𝑅𝑅′ = 𝑔𝑔𝑔𝑔 ∧ 
𝑂𝑂𝑂𝑂𝑝𝑝𝑝𝑝′ = 𝑔𝑔𝑔𝑔 ∧ 
𝑀𝑀𝑀𝑀 = 𝑔𝑔𝑔𝑔 ∧ 
𝑀𝑀𝑀𝑀′ = 𝐵𝐵𝐵𝐵 

𝑀𝑀𝑀𝑀′ = 𝑔𝑔𝑔𝑔 
 
𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝 
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reaching unsafe locations. An example of an unsafe location is the location 
𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3. This location is unsafe as it represents a state in which the skills 
“𝑝𝑝𝑝𝑝𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” and “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” are concurrent. The scheduling of parts ensures 
a sequential production process, aligning with the imposed restrictions on 
concurrent activities.  

 

Figure 12 Reachability graph for two parts composition applying Configuration 1. The 
dashed states are unsafe states. 𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝 is the event of “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is completed and 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 is the final location where the production of parts is completed.  

In Configuration 2, which involves a safer machine, the reachability graph in 
Figure 13 shows that safe states are scheduled, but with a higher number of 
reachable states compared to Configuration 1. As an example, the location 
𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 in this configuration is safe due to the safe skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. 
Concurrent scheduling of skills is enabled in Configuration 2. 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖2, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖3, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖2, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖3, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗2 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗2 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗2 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑗𝑗𝑗𝑗 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖 
𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑗𝑗𝑗𝑗 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖 
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Figure 13 Reachability graph for composition of two parts applying Configuration 2. 
The dashed states are unsafe states. 𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝 is the event of “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is completed 

and 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 is the final location where the production of parts is completed.  

In Configuration 1 risk avoidance is achieved by only scheduling the safe states 
including 16 reachable states. In Configuration 2, the safe states include 20 
reachable states within the global state space. This is understandable as more 
restrictions are implemented by the controller in Configuration 1 due to the 
presence of more risks. In Configuration 2, as it is safe for the operator to work 
concurrently with the machine, a part plan may be scheduled to be parallel to 
another part. 

 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖2, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖3, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖2, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1  

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖3, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗2 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗1 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗2  𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗2 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖3, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗2 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖2, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖2, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑗𝑗𝑗𝑗 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑗𝑗𝑗𝑗 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑗𝑗𝑗𝑗 

𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑖𝑖𝑖𝑖 
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reaching unsafe locations. An example of an unsafe location is the location 
𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3. This location is unsafe as it represents a state in which the skills 
“𝑝𝑝𝑝𝑝𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑝𝑝𝑝𝑝𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” and “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” are concurrent. The scheduling of parts ensures 
a sequential production process, aligning with the imposed restrictions on 
concurrent activities.  

 

Figure 12 Reachability graph for two parts composition applying Configuration 1. The 
dashed states are unsafe states. 𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝 is the event of “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙” is completed and 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗4 is the final location where the production of parts is completed.  

In Configuration 2, which involves a safer machine, the reachability graph in 
Figure 13 shows that safe states are scheduled, but with a higher number of 
reachable states compared to Configuration 1. As an example, the location 
𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗3 in this configuration is safe due to the safe skill “𝑚𝑚𝑚𝑚𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙ℎ𝑖𝑖𝑖𝑖𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑔𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙”. 
Concurrent scheduling of skills is enabled in Configuration 2. 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖1, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖0, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖2, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖3, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 

𝑞𝑞𝑞𝑞𝑖𝑖𝑖𝑖4, 𝑞𝑞𝑞𝑞𝑗𝑗𝑗𝑗0 
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Figure 13 Reachability graph for composition of two parts applying Configuration 2. 
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6 Conclusion 

In this thesis and the related papers, a hazard identification method aligned with 
safety standards has been introduced emphasizing skill-based hazard 
identification. The results showed the feasibility of modelling hazard information 
and potentially automating the proposed method. The automatic hazard 
identification method showed applicability after a logical reconfiguration of Plug 
& Produce. The method integrates hazard information into resource skills during 
the resource’s logical configuration. The method employs an algorithm to identify 
hazards in all possible plan executions and shows a successful automatic 
generation of hazard lists.  

Also, the thesis and the related papers introduce a C-MAS architecture 
represented by a UML class diagram for Plug & Produce ontology. This 
architecture models hazards on resource skills and additional safety information. 
The modelling of safety information is used to automatically identify risk 
scenarios. A development to the part agent strategy in the C-MAS controller is an 
algorithm to make safety-aware decisions autonomously. The control strategy is 
validated through a formal verification method. The results show the controller's 
ability to automatically avoid risk situations. The advantage is eliminating manual 
modifications to the safety controller when logical reconfiguration occurs. The 
presented approach emphasises proactive runtime safety-aware planning, and 
reduces reliance on physical barriers and emergency stops, thereby mitigating risks 
associated with agent autonomy. 

6.1 Answers to the research questions 
RQ1. How can a generic hazard identification method that identifies 
emerging hazards and supports safety-aware planning and validation for a 
Plug & Produce system be formulated? 

This thesis formulates a hazard identification method as an answer to RQ1 
according to the following conclusive steps: I, obtain the safety knowledge of 
resources by conducting a hazard analysis achieved by the resource’s suppliers; II, 
construct a domain ontology facilitating the reuse of safety knowledge across a 
variety of applications: III, configure resources with hazard knowledge that is 
seamlessly integrated into the model, either by the process planner or the resource 
supplier; IV, enable automatic detection of emergent hazards within the plans for 
each logical configuration using a developed algorithm. The outcomes of this 
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method provide the process planner with safety awareness to validate their plans. 
Furthermore, these results are a starting point for a system controller with safe 
awareness, thereby contributing to addressing RQ2. The developed method 
demonstrates its adaptability for automation across various applications, which is 
a contribution to the field. 

RQ2. How can a Plug & Produce system control strategy automatically 
perform risk assessment and satisfy control requirements for safety? 

This thesis describes an approach to formulate a control strategy to answer RQ2. 
This control strategy includes the following steps. I, integration of the generic risk 
assessment method into the control logic of a Plug & Produce system. Given the 
part-oriented control structure of Plug & Produce, each part agent performs an 
automatic risk assessment, thereby enabling the discovery of risks associated with 
the execution of its plans. II, Subsequently, the identified risks are addressed, 
ensuring that each part executes its plans while averting all potential safety 
concerns. This new control strategy aligns with the primary objective of providing 
support for planning processes and reduces the safety responsibilities placed on 
the process planner. Moreover, it accomplishes the objective of ensuring reliable 
control within the Plug & Produce environment. 

6.2 Recommendations for future research 
Several recommendations are proposed for future work. These recommendations 
are the following. 

Industrial testbed and laboratory implementation  

The laboratory implementation will allow to evaluate the effectiveness of the 
proposed Plug & Produce control strategy and the feedback from a real-world 
scenario. This permits the discovery of further research to achieve industrial 
acceptance and in a longer perspective industrial implementation.  

Design of complete Plug & Produce system lifecycle  

In this thesis, the starting point towards Plug & Produce safety lifecycle was 
established. It included the roles of different stakeholders and the activities in 
different phases. It is required to integrate the safety lifecycle with the system 
lifecycle to identify the roles and activities. This will establish a framework to 
adapt Plug & Produce to the organization's production system. 

Usability test of the user interface 
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In this thesis, a safety validation tool was proposed. The validation is a user 
interface that requires further investigation for its usability in real-world 
manufacturing. Usability testing is a method used to evaluate a software product 
by testing it with actual users to determine how user-friendly and effective it is. 
The goal of usability testing is to identify any usability issues, gather feedback on 
the user experience, and make improvements to enhance the overall usability of 
the software. 

Investigate if STPA can be used for Plug & Produce 

Systems-Theoretic Process Analysis, STPA, is a hazard analysis technique that is 
based on system theory that identifies the unsafe control actions and analyses the 
control structure of a system to identify the hazards. The STPA is commonly used 
in aerospace, automotive or healthcare systems. This thesis has presented an 
approach that focuses on identifying hazards of the control system and 
investigating STPA can lead to improvement to the proposed solution.  

Human-robot collaboration based on large language models that 
understand the ontology 

Human-robot collaboration has been widely studied in recent years and the safety 
analysis of these systems has been standardised in the ISO/TS 15066:2016. The 
new advances in this field include large language models that enhance human-
robot collaboration. It allows the robot system to understand natural languages 
permitting novel ways of combined human-robot decision making. It is 
interesting to investigate the safety issues related to integrating such kind of 
decision making into the control structure of Plug & Produce. 

Define an ontology that goes beyond a simple 3d definition 

The hazard and risk identification in the proposed solution mostly focuses on the 
temporal aspect of the control flow. The spatial considerations were simplified by 
a simple 3d definition of the skills workspace. There is a need to further research 
the definitions of the workspaces and their representations in the ontology. This 
will increase the accuracy of the hazard and risk identification.  
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7 Summary of appended papers 

Paper A presents a method for hazard identification in Plug & Produce systems, 
which is derived from ISO safety standards and guidelines. This method 
specifically focuses on addressing emergent hazards that arise after system 
reconfiguration, which were unforeseen during the initial system design. The 
paper contributes to answering RQ1 and provides insights into the necessary 
domain of support that needs to be developed to support safety-aware planning. 

Paper B builds upon the knowledge obtained in paper A, using it to establish its 
objectives. It primarily focuses on presenting a novel approach to automating 
hazard detection, leveraging the foreseen hazards initially identified on individual 
resources. Additionally, paper B approaches RQ1, as it advances the method for 
identifying emerging hazards after logical configuration, incorporating a model-
based approach. Additionally, it contributes to answering RQ2 by introducing an 
algorithm capable of automating the extraction and analysis of safety data and 
generating a list of hazards based on the Plug & Produce different 
reconfigurations.  

Paper C presents a broader study by extending the learnings of paper B. Paper C 
expands the scope of knowledge representation initially established in paper B. It 
contributes to answering RQ2 by presenting a method that leverages C-MAS 
control of Plug & Produce to execute model-based risk analysis. This approach 
enables the generation of control actions that guarantee compliance with safety 
requirements throughout the production process. 

7.1 Paper A 

A Framework for Hazard Identification of a Collaborative Plug & Produce System 

Aim 

The paper aims to find a framework for the application of ISO safety standards 
and guidelines to ensure the safety of Plug & Produce systems. 

Description 

To achieve the aim, the applied research method includes an analysis of safety 
standards and relevant literature. ISO standards outline a three-step approach to 
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achieve safety, hazard identification, risk assessment, and subsequent risk 
reduction, both at the singular component and system levels. 

To deal with the challenges posed by the frequent logical and physical 
reconfiguration in the Plug & Produce system, the paper proposes a hazard 
identification method aligned with safety standards. The proposed hazard 
identification method involves identifying hazards based on the skills of the 
resources involved. The proposed method also involves determining system 
reconfigurations, which include both physical and logical aspects. 

The paper includes the formation of a case study to understand the applicability 
of ISO standards within the Plug & Produce context. The proposed method for 
hazard identification is then applied to this case study, and the results are collected 
and analysed to enhance the understanding of its effectiveness. 

Paper’s outcome   

A better understanding obtained from the results shows the feasibility of 
modelling hazard information and highlights the need for automation of the 
proposed method. The study also leads to the idea of implementing safety 
measures through logic first and considering generic physical barriers as 
secondary measures. Furthermore, it leads to a notion of proactive methods to 
prevent risks, thus reducing reliance on implementing physical barriers. 

7.2 Paper B 

Online hazard detection in reconfigurable Plug & Produce systems. 

Aim 

The paper aims to propose an automatic method for hazard identification, of a 
system configuration, to support the planning within Plug & Produce. 

Description 

Paper B presents a method for hazard identification of Plug & Produce systems 
and validation of plans. It provides the hazard list of all possible executable 
alternatives of the abstract plans automatically. The presented method in the 
paper is divided into two phases, the configuration phase, and the validation 
phase. The former includes the activities of configuring the plans which are made 
by the process planner. The activity of configuring the plans resembles the 
production design in traditional manufacturing. These plans are abstract plans 
that don’t specify what resources will participate, they only specify the skills 
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needed. The validation phase includes the conversion of the abstract plans into 
executable ones using the available resources.  

The proposed method adds to the configuration phase the activity of adding the 
hazard information to resources’ skills. This is based on the identified hazards of 
individual resources including determining the set of skills that the resource can 
perform and identifying the hazards associated with each of the resource’s skills. 
Hazards of resources are identified according to ISO standards, for example, 
machines ISO 12100 and robots ISO 10218. This can be done by the supplier of 
the resources or can be done internally by the process planner.  

When the reconfiguration phase is done. The system figures all possible 
executions, with different resources, of each plan. For this, the paper presents an 
algorithm that identifies all the hazards associated with every possible execution 
of each plan in this configuration. Furthermore, a conceptual software tool was 
developed to present to the process planner all the discovered hazards. Based on 
this information the process planner confirms that the hazards are covered by 
traditional safety measures. 

Paper’s outcome 

Modelling the hazards associated with skills allows for including this safety-related 
information within the system configuration and allows for the reusability of this 
information when the skill is demanded in the online execution of a process plan. 

A benefit of the proposed solution is that it allows the process planner to be aware 
of the effect on operational safety due to changes in the control structure i.e., the 
system plans, which allows for safety-aware planning.  

Another benefit is that the system is aware of the set of hazards associated with 
each logical reconfiguration of the Plug & Produce. This is a point of departure 
to autonomous decision-making and to choosing the safe execution of the 
production. 

7.3 Paper C 
Model-based reasoning and decision-making for safe operation in a Plug & Produce 
environment. 

Aim 

Paper C aims to synthesize a control strategy within the multi-agent controller of 
Plug & Produce that automatically discovers the risk scenarios and autonomously 
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The paper includes the formation of a case study to understand the applicability 
of ISO standards within the Plug & Produce context. The proposed method for 
hazard identification is then applied to this case study, and the results are collected 
and analysed to enhance the understanding of its effectiveness. 

Paper’s outcome   

A better understanding obtained from the results shows the feasibility of 
modelling hazard information and highlights the need for automation of the 
proposed method. The study also leads to the idea of implementing safety 
measures through logic first and considering generic physical barriers as 
secondary measures. Furthermore, it leads to a notion of proactive methods to 
prevent risks, thus reducing reliance on implementing physical barriers. 

7.2 Paper B 

Online hazard detection in reconfigurable Plug & Produce systems. 

Aim 

The paper aims to propose an automatic method for hazard identification, of a 
system configuration, to support the planning within Plug & Produce. 

Description 

Paper B presents a method for hazard identification of Plug & Produce systems 
and validation of plans. It provides the hazard list of all possible executable 
alternatives of the abstract plans automatically. The presented method in the 
paper is divided into two phases, the configuration phase, and the validation 
phase. The former includes the activities of configuring the plans which are made 
by the process planner. The activity of configuring the plans resembles the 
production design in traditional manufacturing. These plans are abstract plans 
that don’t specify what resources will participate, they only specify the skills 
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needed. The validation phase includes the conversion of the abstract plans into 
executable ones using the available resources.  

The proposed method adds to the configuration phase the activity of adding the 
hazard information to resources’ skills. This is based on the identified hazards of 
individual resources including determining the set of skills that the resource can 
perform and identifying the hazards associated with each of the resource’s skills. 
Hazards of resources are identified according to ISO standards, for example, 
machines ISO 12100 and robots ISO 10218. This can be done by the supplier of 
the resources or can be done internally by the process planner.  

When the reconfiguration phase is done. The system figures all possible 
executions, with different resources, of each plan. For this, the paper presents an 
algorithm that identifies all the hazards associated with every possible execution 
of each plan in this configuration. Furthermore, a conceptual software tool was 
developed to present to the process planner all the discovered hazards. Based on 
this information the process planner confirms that the hazards are covered by 
traditional safety measures. 

Paper’s outcome 

Modelling the hazards associated with skills allows for including this safety-related 
information within the system configuration and allows for the reusability of this 
information when the skill is demanded in the online execution of a process plan. 

A benefit of the proposed solution is that it allows the process planner to be aware 
of the effect on operational safety due to changes in the control structure i.e., the 
system plans, which allows for safety-aware planning.  

Another benefit is that the system is aware of the set of hazards associated with 
each logical reconfiguration of the Plug & Produce. This is a point of departure 
to autonomous decision-making and to choosing the safe execution of the 
production. 

7.3 Paper C 
Model-based reasoning and decision-making for safe operation in a Plug & Produce 
environment. 

Aim 

Paper C aims to synthesize a control strategy within the multi-agent controller of 
Plug & Produce that automatically discovers the risk scenarios and autonomously 
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generates control actions that enable the execution of the plans avoiding the 
occurrence of risks.  

Description 

Paper C focuses on the autonomous decision-making in the Plug & Produce 
system. Autonomous decision-making raises a safety challenge due to control 
actions that may generate risk situations during the execution of the plans.  

This paper presents a C-MAS architecture represented by a UML class diagram 
for the Plug & Produce ontology. The class diagram includes modelling hazards 
on skills of resources, in line with the work in paper B. In addition, it models 
further safety information that enables to identification of a complete risk 
scenario. This includes the modelling of risk levels of the harm caused by the 
hazard, the space in which the skill is performed, and the agent that may be 
harmed by the hazard. The model is used for reasoning in the runtime phase. 

During runtime, the safety decision-making is the C-MAS controller's 
responsibility. In this paper, an algorithm is developed to enable safety decision-
making in the controller. The controller runs the algorithm to perform an 
automatic risk assessment and discover if a certain skill that harms a certain agent 
is taking place in a location where the agent of interest is performing its skills. The 
algorithm reasons if that scenario is high risk and if so, the algorithm makes a 
schedule that prevents this hazardous scenario from happening. 

This algorithm was tested with a simulated manufacturing scenario that includes 
producing more than one part concurrently and the result of the algorithm was 
validated using a formal verification method.  

Paper’s outcome  

This paper presented an approach that has the advantageous effect of eliminating 
the need for manually modifying the safety-related part of the control system. The 
presented approach incorporates an automatic risk assessment with the C-MAS 
controller, that pre-emptively averts emergency stops rather than reactively 
responding to them. This significantly reduces the reliance on physical barriers 
and emergency stop mechanisms. The benefit of this approach is it enables 
runtime planning of operations, by the controller, effectively mitigating safety 
concerns associated with agent autonomy. 
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Planning and Control of  
Safety-Aware Plug & Produce
The Plug & Produce manufacturing system is a visionary concept that promises to facili-
tate the seamless integration and adaptation of manufacturing resources and production 
processes. The Plug & Produce control system allows for the automatic addition and re-
moval of manufacturing resources, minimizing human intervention. However, the recon-
figurability and autonomous decision-making features of Plug & Produce control systems 
pose challenges to safety design and control functions.
In contrast to conventional manufacturing systems with fixed layouts and processes, en-
suring safety in Plug & Produce systems is complicated due to the complex risk assess-
ment process, the difficulty of implementing non-restrictive safety measures covering all 
possible hazards, and the challenge of designing a reliable controller for consistent safe 
operation.
This thesis addresses these challenges through various contributions. It introduces an 
automatic hazard identification method, considering emergent hazards after reconfigu-
ration. A novel domain ontology is developed, incorporating safety models specific to Plug 
& Produce systems. The work also proposes a generic, model-based, and automatic risk 
assessment method, along with a method for the safe execution of plans based on the 
results of the risk assessment.
The results of this research offer benefits to process planners, who are responsible for 
coordinating the manufacturing processes with product design in the Plug & Produce 
system. The proposed solution provides tools for process planners to validate their plans 
and reduces their safety-related responsibilities. The proposed safety assurance method 
seamlessly integrates into the multi-agent control of Plug & Produce, providing the con-
trol system with risk scenarios associated with process plans. This enables proactive and 
reliable control, effectively avoiding potential risks during system operation.
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