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Optimization of Basepoint Configuration in Localization of
Signal Interference Device

Mehdi Eshagh’

Abstract: Precise navigation, as a method for guiding vehicles from one point to another, is an important subject these days especially in
navigation of aircraft. Global navigation satellite systems (GNSSs) are capable tools for such a purpose. Any intentional or unintentional
interference in satellite signals may cause risks of deadly accidents. Therefore, it is tremendously important to control airports or harbors and
locate any existing radio frequency interference device. This localization can be done based on measuring time of arrival (TOA), angle of
arrival (AOA), or time difference of arrival (TDOA) of signals from the device to sensors or receivers at some basepoints. In this article, a
method is proposed based on these arrivals for optimizing the configuration created by these basepoints from a large grid of points covering a
control area. Furthermore, a simulation test was performed to verify the theory, and after that a control network was designed and optimized
for the international Landvetter Airport of Sweden. Our simulation studies show that when the AOA is used, our optimization is more robust
with respect to the control grid resolution. In addition, optimization based on the TDOA improves the coverage over the control area with a
significant reduction of error of control points, but because of the special geometric shape of the Landvetter Airport, such an optimization was
not successful. DOI: 10.1061/(ASCE)SU.1943-5428.0000416. This work is made available under the terms of the Creative Commons
Attribution 4.0 International license, https://creativecommons.org/licenses/by/4.0/.

Author keywords: Airport security; Constraints; Global navigation satellite systems (GNSSs); Quadratic optimization; Dilution of

precision.

Introduction

Today, almost all vehicles at the surface of the Earth are navigated
by global navigation satellite systems (GNSSs). Electromagnetic
signals, carrying satellite coordinates, are transmitted from satel-
lites constantly toward all GNSS receivers mounted on vehicles.
However, navigation of aircrafts needs more attention because
any radio frequency interference in their navigation signal may
lead to catastrophes for crew, passengers, and even people on the
ground. Taking off and landing are the two most risky times of a
flight and are close to an airport. Weather conditions, connection
with the airport traffic control tower, and navigation signal are im-
portant factors for a successful landing or takeoff. Any intentional
or unintentional interference in aircraft navigation and connection
with a control tower might lead to serious problems and risk human
life. Therefore, some sensors or receivers with the possibility of
providing information about interference are needed. The geomet-
ric configuration of the basepoints, at which these sensors and
receivers are placed, plays an important role in successful locali-
zation of an interference device. In this article, a method is devel-
oped and applied for optimization of such configuration around an
area in such a way that any interference device can be localized
with a higher precision.

Jamming and spoofing are two well-known types of signal in-
terference. Jamming means transmitting a radio frequency signal
into the same band as, or a band near to, the satellite navigation
band of interest to prevent the signal to reach to the sensors or
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receivers, and spoofing is the transmission of a fake GNSS signal
(Dempster 2016). There are studies showing that a simple and rel-
atively cheap GNSS spoofer can be used to overtake, for example, a
ship navigation without being detected; see Humphreys et al.
(2008) and Divis (2013). Because the power level of GNSS signals
is low, such signals are susceptible to interference; therefore, a
relatively weak interference signal can jam a receiver (Dempster
2016). There are real examples that this interference affected opera-
tional infrastructures; see, for example, Balaei et al. (2007), Clynch
et al. (2003), Grant et al. (2009), Hambling (2011), Motella et al.
(2008), and Pullen et al. (2012). Specifically, we can point to un-
intentional cases such as a faulty TV amplifier, which jammed the
global positioning system global positioning system (GPS) opera-
tion at a harbor in Monterey, California, for 37 days (Clynch et al.
2003). A small jammer that was used in a delivery van disrupted the
ground-based augmentation system (GBAS) system aiding aircraft
approaches at Newark Airport while driving on a nearby highway
in 2009 (Hambling 2011; Pullen et al. 2012; Warburton and
Tedeschi 2011). The Central Radio Management Office of South
Korea reported several disruptions from 2010 to 2012 due to GPS
jammers (Seo and Kim 2013). In Australia, Balaei et al. (2007)
detected some interference and in Italy Motella et al. (2008) found
some from TV signals in the GNSS band, disrupting GPS. Recog-
nition of an interference signal among all scattered signals is a com-
plicated process and requires skills in signal processing, which is
outside the scope of this paper.

Location of an interference device can be determined from base-
points with sensors or receivers, which are able to detect and analyze
an interference signal. The time of arrival (TOA), angle of arrival
(AOA), and time difference of arrival (TDOA) are known measure-
ments being used for localization. Drake and Dogancay (2004) per-
formed the localization problem on prolate spheroidal coordinates
and stated that the mathematical equations of the TDOA will
be greatly simplified by them. The equations will be linear
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corresponding to the hyperbolic asymptotes of the TDOA. Anantha-
subramanian and Madlhow (2008) investigated AOA measurements
and developed a sequential algorithm; they concluded that the locali-
zation error is proportional to the AOA error variance and coverage
area, and reducible by increasing the number of estimates. Thomp-
son et al. (2009) studied the configuration of the sensors’ positions
for localization of interfering devices, presented a method using dif-
ferences of received signal strength measurements, and concluded
that they can be alternatives to the TOA, AOA, and TDOA. Thomp-
son (2013) investigated the interference device detection and locali-
zation by analyzing the dilution of precision (DOP), from received
signal strength, and concluded that TDOA is superior to the received
signal strength measurements. Numerous literature studies exist re-
garding localization of GNSS interference using the mentioned
quantities; however, optimization of configuration of the basepoints
is a novel idea, which is presented in this paper.

In geodetic network optimization, one of the purposes is to de-
termine the optimal configuration of networks for maximizing the
precision and reliability because the configuration has significant
influence on the quality of the network; for more details, see Koch
(1982, 1985), Xu (1989), Kuang (1996), Eshagh and Kiamehr
(2007), and Eshagh and Alizadeh-Khameneh (2014). Stochastic and
evolutionary methods such as genetic algorithm (GA) (Batilovi¢
et al. 2021), particle swarm optimization (PSO) (Yetkin et al. 2009;
Singh et al. 2016), generalized particle swarm optimization (GPSO)
(Batilovi¢ et al. 2022), and simulated annealing (SA) (Berné and
Baselga 2004) are applicable for geodetic network optimization
as well.

The configuration, or the geometry formed by the basepoints for
localization, is also a type of geodetic network. However, in the geo-
detic network optimization, the configuration is optimized by vary-
ing the unknown control points in such a way that the desired
precision for these points is achieved, while in optimizing a wireless
network for localization of interference device the configuration of
the known basepoints is optimized by varying the basepoints to reach
the desired precision for the control points. So far, no optimization
has been used to determine optimal configuration of wireless security
networks around airports, harbors, or important infrastructures.

In this article, a new approach is proposed to determine the
optimal configuration of the basepoints, at which the sensors or
receivers are placed. The TOA, AOA, and TDOA of signals to these
sensors and receivers are considered as observables and a criterion
matrix is selected for required precision of the points over the
control area. The basepoints move until the estimated variance-
covariance (VC) matrices of the control points are fitted to the
criterion matrix subjected to some constraints. A grid of points
is designed over the control area and each one of its cells is the
probable location of an interfering device. The location of base-
points is determined in such a way that the location errors of the
grid points are minimized based on the type of observables and fit
to the predefined criterion matrix for the grid points.

Control Network and Observables

Precision of a network depends on both the quality of measurements
and the network configuration. In this section, a two-dimensional
control network for localization is defined and after that the observ-
ables TOA, AOA, and TDOA as well as their mathematical models
are presented.

Control Network

The control network is a grid of points over an area in addition to
some basepoints from which an interfering device is localized by
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Fig. 1. Control network, control points, basepoints, and configuration.

some measurements. The grid points, which are called hereafter
control points, can be regarded as the probable position of this de-
vice. Fig. 1 illustrates a schematic control network; the basepoints
and control points are respectively shown by triangles and
small circles. Configuration means the geometric form, created
by the basepoints; e.g., in Fig. 1, the three basepoints form a tri-
angle as the configuration. Considering more basepoints leads to a
more complicated configuration and a harder optimization process,
but it is possible. The resolution of the grid, or the distance between
the control points, is defined as the resolution of design. The spac-
ing between the points along the x- and y-axes may not be same, it
depends on the designer’s opinion.

The main goal of considering a grid of points to cover an area is
that the positions of the control points can be determined locally
from the grid, e.g., the point at the left-down corner of the grid can
be regarded as a local coordinate system origin and the first column
as the y-axis and the lowest row as the x-axis. Because the grid
resolution is known, coordinates of all control points can be simply
determined. The important issue in optimization is the precision of
these points when their coordinates are determined from the base-
points using some observables.

Observables

Our goal is to determine the horizontal position of an interfering
device from some basepoints based on two-dimensional observ-
ables of TOA, AOA, and TDOA. If the velocity of the interfering
signal is known, by measuring the TOA, its distances from the
basepoints can be determined. Generally, localization with the TOA
requires precise time synchronization of transmitter and receivers
so that distances can be computed from the measured TOAs. How-
ever, in a two-dimensional (2D) localization by using at least three
sensors or receivers, the transmission time can be considered as an
extra unknown in the system of equations and approximated simul-
taneously with the coordinates of the transmitter. Today’s GNSS
environmental monitoring systems (GEMSs) are probably able to
measure this signal arrival. An advantage of using the TDOA is that
the transmitter needs neither synchronizing with the receivers and
sensors (see Gustafsson 2018, p. 78) nor sending the transmission
time. The TDOAs between the basepoints are estimated by cross-
correlation processes among the received signals (e.g., Lindstrom
et al. 2007). In addition, there are new GEMSs consisting of several
low-cost sensors to monitor GNSS system performance in a spe-
cific area (Trinkle et al. 2012). The AOA can also be determined at
each basepoint using antenna arrays; see Trinkle et al. (2012) for
mathematical modeling and estimation of AOA from these arrays
(Trinkle et al. 2012; Huang et al. 2022).

The mathematical formula of a distance between the interfering
device at the point i and the jth basepoint is

lij= \/(xj_xi)2+(yj_yi)2 (la)
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where x; and y; = x- and y-coordinates of the basepoint; and x; and
y; = coordinates for the interfering device.

The AOA is, in fact, the direction from which the interfering
signal enters a sensor. This angle has the following mathematical
expression in terms of the interfering device and the basepoint
coordinates (e.g., Trinkle et al. 2012; Gustafsson 2018):

Ixj—x,»

Yi—Yi

9,»]- = tan™ (1b)

The range difference (d; ;) from an interfering device at point
and two basepoints at j and k has the following mathematical for-
mula (Trinkle et al. 2012; Gustafsson 2018):

dij = \/(xj —x)*+ (v, — i) — \/(xk —x;)2+ (o —»i)?
(1c)

where x; and y; = coordinates of the interfering device; and x;, y;
and x;, y, = pair coordinates of the jth and kth basepoints.

Our goal is to find an optimal configuration for the basepoints in
such a way that the error of the position of the interfering device is
minimized. No measurement, speed of signal, and errors in the
TOA, AOA, and TDOA are needed for such a design problem.
When the location of the basepoints is optimally determined, sta-
tions equipped by sensors or receivers can be established for meas-
uring the TOA, AOA, and TDOA. However, the risk of lack of
connection between the basepoints and grid points always exists,
which means the sensors and receivers at these points should be
able to receive interference signal; otherwise, localization is not
possible. Therefore, enough of such basepoints should be consid-
ered for covering the control area.

Solution of the Coordinates and from the
Basepoints

First, assume that the basepoints have known coordinates and we
want to see how large the errors of the control points are over the
area based on our observables. However, because the observables
have nonlinear mathematical models, they need to be linearized.
Generally, a linearized model is of Gauss-Markov type for a control
point over the area (see Koch 2010)

Ax=L-e,  E{e}=0 Efee'} =Cy =0jQ (20)

where A = coefficient matrix, whose elements are partial deriva-
tives of observables with respect to coordinates of the control point;
x = vector of the coordinate updates to their initial values; L =
vector of difference between actual and computed observations
from the initial coordinates; € = vector of random errors with
E{e} = 0, where E{} stands for the statistical expectation; Cy, =
VC matrix of the observations; Q = cofactor matrix; and finally
0(2) = a priori variance of unit weight.

In Eq. (2a), the only parameter that carries the geometrical prop-
erties of the basepoints and the control point is the matrix A. This
matrix contains the partial derivatives of observables with respect to
the coordinates of the unknown control point, which are, in fact,
sensitivities of the observables with respect to the coordinates.
For example, in the case of 2D localization of one interference
device from m basepoints, the structure of matrix A for TOA,
AOA, or TDOA is
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w w
ay by
w w
ay by
A= ,
w w
am bm

where w = TOA, AOA, orTDOAandi = 1,2, ...,n  (2b)

where the elements of the matrix A are

aTOA:%:—xj_Xi and bTOA:%:——yj_yl
I Ox; Lij l Yi Lij
Jj=12,....m (2¢)
ahoA = % — %Y
! 8xi llzj
bAQA:%:_(Xj_xi)(yj_)’i)j:12 m (2d)
i ayl llzj 3Ly ey
aTPOA — 9djix S B AR Sl B
8)Cl‘ l,/ lik
Odije __yj = Yi | Yk—Yi
pIpoA — 12— 7J ! Lik=1,2,..., 2
' dy; lij - Lix / " ( e)

The least-squares solution of Eq. (2a) is (e.g., Cooper 1987)
% = (ATQ7'A)ATQ'L 2f)
and the VC matrix of the estimated coordinates
Ci = oj(ATQ'A)! (2¢)

No observation is needed to compute the VC matrix of the esti-
mated coordinates and the configuration can be optimized using
Eq. (2¢) and some a priori values of the measurement quality.

Eq. (2a) describes a system of equations connecting the observ-
ables to two-dimensional coordinates of an unknown control point.
Obviously, at least two observables from two different basepoints
are needed to have a unique solution for the system. In the case of
having more basepoints, the least-squares method is applicable.

Suppose that three basepoints and three observables are used,
and then the system in Eq. (2a) will have three equations and
two unknowns for one control point. Our goal is to optimize the
configuration of these basepoints so they cover the control area.
Consequently, many such points should be considered over this
area, which are probable locations of an interfering device.

Optimal Configuration of the Basepoints Based on
the Desired Errors of Control Points

As shown, the VC matrices of control points are determined from
the observables and location of the basepoints. The coordinates of
these control points are known as the size of the grid and its cells
are designed by us. Then the basepoints are considered as un-
knowns but an initial configuration is needed, which can be derived
from the local coordinate system defined by the grid. Therefore,
initial VC matrices for all control points are computed and after
that the configuration is optimized by varying the coordinates of
the basepoints.

A criterion matrix is needed for the optimization process, which
should be a priori known from the expected variances of the control
points. In a two-dimensional network, each VC matrix has four
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elements, two variances as diagonal elements and two equal cova-
riances as off-diagonal ones. Normally, a diagonal matrix with the
desired variances for the coordinates of the unknown points on its
diagonal elements is considered as the criterion. The initial VC ma-
trices should be fitted to this criterion in a least-squares sense by
varying the coordinates of the basepoints. In other words, by opti-
mization the locations of the basepoints are determined in such a
way that the VC matrix of the control points is fitted to the criterion.

To present this idea mathematically, the VC matrix of one point
[Eq. (2g)] is expanded for the basepoints by the Taylor series
(e.g., Xu 1989; Koch 1982, 1985; Kuang 1996)

" [9Cy aCy][Ax,

X X ]2:1: Ox 3 ay j Ay i
where A = initial coefficient matrix derived from the approximate
positions of the basepoints; Ax; and Ay; = coordinate updates to
the basepoints’ positions; and m = number of basepoints. It will
not be difficult to show that (see also Kuang 1996; Eshagh and

Alizadeh-Khameneh 2014)

oy 0

Y ATO-1A V-1
aoct [ ] o
X o AT —lA —1
5 oy (ATQA)
(ATQ'A)
—argoar! 2 Langeiay )
(ATQ'A)
oATQA)) (AT oA
ij 8xj 1 Ox;
1A + ATQ! / 3
sar a) [~ oar (@ PN S
dy; dy; dy;

where the structure of (OA)/(0x;) or (OA)/(9y;), which we show
that by (OA)/[0x;(y;)] for the TOA and AOA measurement in a 2D
case of m basepoints and one interference device, will be

day oby 0 0
Oxi(y1) Ox1(n) Oay obY
oA _ 0 U OA 1 0xy(ys) 9xa(y2) . and _0A _ : (3d)
Ox1(y1) 0 0 0%, (y2) 0 0 0%y (Ym) : :
da obY,
| i | | 0% (Yn)  OXu(ym) |
However, when TDOA is applied this structure for the first three basepoints is
[ 9, TDOA TDOA ] [0 0 ] 0 0
daj dajjy TDOA TDOA
8x—() ax—() dajyy dajpy : :
10)’1 I 0y1 Oxy(y2)  Oxx(y2) daDo”  9alRoA
0 0 Oxe (i) Oxi(vi)
O0A : : 0A 0A 0 0
= = . N R and = 36
Ox1(y1) dai®*  daifoh 0x3(y2) 9aTDOA  9TROA 0x3(y3) (3e)
O 1(5)’1 ) o (gy X W Ox3(y2) Oafni>h  Oain>t
0 0 Ox3(y3)  Ox3(y3)
The elements of these matrices are
dator O’ = yi)? obfor L = Y) (X — X
ai®t Ol Y N A TR Cl b} )3(xj x;) (3/)
dalor 0, (v —yi)(x; —x;) bror 0y 1 2x; —x)’ (3g)
an - GXJBX[ - l?/ (9xj - axjay[ - ltZ/ l?/ g
TDOA  92(.. )2 TDOA O?l.. =y ) (x; — x;
aal _ ijk _ _(yj ’;yl) and 8b1 _ o (y/ y[)3(xj x,) (3h)
3)6/ 8xj8x, l;] axj 3xjay, llj
DaloA _ 2l _ (v; _yi)3(xj —x;) and daloA _ Ol _ (x; —3xi)2 (30)
dy; Oy;0x; l;; dy; Jy0y; I3
AO
dafor _ 8291‘/‘ _ é (x; _4xi)2 and Ob; A _ 829ij - (x) —xi)4(yj = i) (3/)
ayj ayjax,- lij lij ayz aylayj lij
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9afPor Py (v;—yi)(x; —xi)

dy,  Oyox, ) and
TDOA 92 )2

0b, _ i _(x_, 3)c,) (3)
dy;  0y;0y; L

C; on the left-hand side of Eq. (3a) is the criterion matrix, and
03(ATQ7'A)~!, which is the initial VC matrix, should be fitted to
Cy. Let us rewrite Eq. (3a) in the following form:

m 0 0 AxA
c,z—CQ:Z[aC" OLH ] (30)
L ox; 9y [lAy;

C; is a 2 x 2 matrix having the variances of the x- and
y-coordinates on its diagonal elements and covariance between
them on the off-diagonal. Eq. (3/) means that the updates Ax;
and Ay; to the initial coordinates x; and y; are estimated in such
a way that the updated CY is fitted to the desired Cy. Because in this

AL = [vec(Cy,) —vec(CY,) vec(Cg,) — vec(CY,)

study three basepoints are considered and each has two coordinates
(x and y), six unknown parameters exist in the system of equations.
Our VC matrices are 2 x 2, meaning they contain four elements and
our system has four equations for each control points. However,
there are many points already designed over the control area, and
each one adds four equations to our systems, while the number of
the unknown parameters remains constant. In this case, a huge
system of equations is created and the coordinates of the basepoints
are estimated in such a way that the best fit to all criterion matrices
for the control points are achieved.
Let us present this system in the following form:

BAx = AL — ¢’ (4a)

where e’ = vector of residuals; AL = vector of differences between
the elements of the criterion and initial VC matrices; B = coeffi-
cients matrix containing the partial derivatives of the VC matrix
with respect to the basepoints’ coordinates; and Ax = basepoints’
coordinate updates. The mathematical descriptions of them are

vec(Cy, ) — vec(Cy)) T (4b)

acy, acy, acy, aCy, acy, oCY,\ |
vec o, vec By, vec s vec 375 vec ax, vec By,
() (i) () - <@Cﬂz> (1) ()
vec 2 ec ec vec vec
B = Ox, oy 0xy (o)) 0x,, OYm (4¢)
<8C2n ) (8C§Z" > (8C9{” ) <6C0 (8C9{" ) <8C2n )
vec ec| —= ec| —= vec| —=| vec
L Ox, Oy, Ox; Oy 0x,, OYm 1 nxom
I
Ax =[Ax; Ay, Ax, Ay, - Ax, Ay,|T  (4d) These constraints are used to limit the movements of the

where operator vec inserts the columns of the VC matrices below
each other and converts the 2 x 2 matrices to 4 x 1 vectors; ()T
stands for transposition operator of matrix algebra; and n = number
of control points.

Constraints

At first glance, one expects to solve the system of Eq. (4a) by the

least-squares method. However, unrealistic results may be ob-

tained, for example, some basepoints may be located far from the

area or they may be located close to the center and create a weak

geometrical configuration. Hence, some constraints are needed for

solving this system of equations, like:

» The basepoints should be around the area.

* Their average x- and y-coordinates should be at the center of
the area.

* They should be well distributed around the area.

The use all these constraints depends on the study area and how
much freedom our basepoints must move during the optimization
process. These constraints act like inner constraints (e.g., Cooper
1987; Tan 2005) that are applied in geodetic network adjustment
for overcoming rank deficiency of the established system of equa-
tions due to datum defect. However, our system does not have this
deficiency because the grid points already have known coordinates.
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basepoints.

Limiting Search Area for the Basepoints

To keep the basepoints outside the control area, some inequality
constraints are applied for limiting the search domain of the coor-
dinate variations; such inequality constraints are (compare Kuang
1996; Eshagh and Alizadeh-Khameneh 2014)

wh <x; <wy (5a)
vk <y; <o (5b)

where w) and w¥ = lower and upper bounds of the inequality that
contain limiting x-coordinates of the jth basepoint, respectively;
and vJL and v}I = corresponding limits for the y-coordinates. To
write these constraints in terms of the coordinate updates being
estimated from the optimization process, Eqs. (5a) and (5b) are
written in the following forms (compare Eshagh and Alizadeh-
Khameneh 2014):

L U
wi—x; SAx; Swi —x; (5¢)
v =y S Ay <o) —; (5d)
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According to Egs. (5¢) and (5d), the coordinate updates in such a way that the coordinates remain in the specified interval [Egs. (5a)

and (5b)] outside the area.

These inequality constraints can be written in the following vector form:

Lb S AX S Ub (56)

where

Average Coordinates of the Basepoints at the
Center of Area

To keep the average of the basepoints’ coordinates at the center of
control area, the following equations can be used (compare Cooper
1987; Kuang 1996):

1 m
P Z Xj = xg (6a)
J=1

1 m
;Z}y,- =Yg (6b)
J=

where x; and ys; = coordinates of the center of the control area,
which can be determined from the control points; and m = 3 is
the number of the basepoints.

Because the nonlinear mathematical models are linearized in
our optimization process, Ax; and Ay; are estimated and not the
coordinates directly. Therefore, Eqs. (6a) and (6b0) need to be
rewritten in terms of these coordinate updates

lm 1"1
EZ:ij:xG—Z‘Z:xj:[l 01 0 -+ 1 0]
Jj=1 Jj=1
= (60
=XxXg—— X; c
G mj:l J
izm:A = —li =[0 1 0 1 0 1]
mj:I yj_yG ijIy/_ 1x2m
1 m 6d
X = R .
Y6 =D i (6d)
Jj=1
or
D, Ax =d, (6e)
where
171 0 1 0O 1 0
1:—[ ] and
mio 1 0 1 0 1
m
0
ey 1|2
G j=
he m 0
Zyj
Jj=1
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e R S T L1 (5f)
W}’Ijl_xm U[r{l_ym]T (Sg)

Distribution of the Basepoints around the Area

Bearing angles from the center of the area to the basepoints can be
used for making a constraint for distributing the basepoints around
the area. By assuming that the summation of all these bearing an-
gles is zero, we can write (compare Kuang 1996)

“ X;—X
Ztan‘l ) (7a)
j=1 yj_yG

Again, Eq. (7a) should be written in terms of the coordinate
updates; therefore, its linearized form will be applied

m yi—YG X;— XgG Ax, m L
S (s o o
= G jG Ax; = Yi—Yg

where /;; = distance from the center of control area and the base-
point j. Eq. (7b) can be written in the following matrix form
(compare Kuang 1996):

DzAX = d2 (7C)
where

Y17V XY1—X% Y27YV¢ Y27 X¢  Ym—YG Xm—XG

lig e DBg B LG LG
(7d)
i X;—X
d, = — tan~! £ G Te
==Y (7e)

Optimization Model

The system of equations in Eq. (4a) should be solved for the co-
ordinate updates in a least-squares sense but subjected to the men-
tioned constraints. Such an optimization model is (compare Koch
1982, 1985; Kuang 1996)

min (% AxTBTBAx — BTAL>

subject to
D, Ax =d,
D,Ax =d,
L, < Ax <U, (8)

Considering all these constraints, Eq. (8) might not be possible
in practice. As shown in the synthetic test, all basepoints have the
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freedom to move, but their movements can be limited by the three
constraints so they can move around the area using the search area
constraint and around the center of the area with a good distribu-
tion. However, in the real study for the international Landvetter
Airport, based on the presence of forests around the area, keeping
the basepoints around the area is not practically possible and only
the limiting search area around each basepoint is suitable to keep
them in area.

Today, there are different software programs for solving the op-
timization problem in Eq. (8). The theory of solving this problem is
known (e.g., Bazaraa and Shetty 1976; Grafarend and Sanso 1985).
However, the optimization problem in Eq. (8) is not global because
of the involvement of different constraints. The unconstrained op-
timization may diverge, or the basepoints may move outside the
area or toward themselves or become colinear. Applying at least
the search area constraint is a necessity for obtaining a convergent
solution. The resolution of the grid of control points plays a role in
the rate of convergence and computational time. In addition, a

threshold should be a prior defined to stop the iterative optimiza-
tion; in this study, the norm of the coordinates updates is computed
and when it becomes smaller than 10 cm during the iterations, the
optimization is stopped.

Synthetic Numerical Test

To test the presented theory, a rectangular area of 4 x 5 km is con-
sidered with resolutions of 10, 20, 40, and 80 m. Three basepoints,
M, N, and O, are chosen manually around the area; see their initial
coordinates in Table 1 and their locations in Fig. 2(a) by small
circles. Fig. 2(a) shows the pattern of the square root of the trace
of the VC matrix of the control points, i.e., horizontal dilution of
precision (HDOP), based on the TOA observables and a resolution
of 40 x 40 m. Because the HDOP patterns for different resolutions
were similar, only one is presented. Generally, the HDOP based of
the TOA has no units, but we considered a priori precision of 1 m

Table 1. Optimal coordinates for the basepoints M, N, and O based on resolution of design and type of observable

10 x 10 m 20 x 20 m 40 x 40 m 80 x 80 m
Observable Basepoint x (m) y (m) x (m) y (m) x (m) y (m) x (m) y (m)
TOA M 0.0 3,605.6 0.0 3,605.6 0.0 3,950.1 0.0 3,575.9
N 1,600.1 —400 1,600 —400 2,000.1 —400 1,600 —400
(0] 4,400 4,294.5 4,400 4,294.5 4,000 3,950 4,400 4,264.1
AOA M —400.0 3,950.1 —400.0 3,950.1 —400.0 3,950.1 —400.0 3,920.1
N 2,000.1 —400.0 2,000.1 —400.0 2,000.1 2,000.1 2,000.1 —400.0
(0] 4,400.0 3,950.0 4,400.0 3,950.0 4,400.0 3,950.0 4,400.0 3,920.0
TDOA M —355.7 3,711.5 —363.9 3,718.7 —380.7 3,733.2 —400.0 3,720.1
N 1,955.7 0.0 1,964.0 0.0 1,980.7 0.0 2,000.1 0.0
(0] 4,400.0 3,788.5 4,400.0 3,781.4 4,400.0 3,766.8 4,400.0 3,720.1
Note: The initial coordinates of the basepoints are M (0.5, 2,500.5), N (2,000.5, 0.5), and O (4,000.5, 5,000.5).
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Fig. 2. HDOP based on (a) TOA before optimization; (b) TOA after optimization; (c) AOA before optimization; (d) AOA after optimization;

(e) TDOA before optimization; and (f) TDOA after optimization (1 m).
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for the TOA distances to give a unit to the computed HDOP. Such a
precision seems to be large for geodetic networks, but it is accept-
able in localization of the interference device by wireless networks
(e.g., Trinkle et al. 2012). As observed, the largest error reaches to
about 2.2 m, close the farthest point O at the upper-right corner of
the area. A diagonal criterion matrix with equal diagonal elements
to 2 m was considered for fitting the VC matrices of the control
points to it. The basepoints were kept 400 m, as an example, outside
the area from the margins by using the inequality constraint in
Eq. (Se). Fig. 2(b) shows the optimized location of the basepoints
on the map of the HDOP. A significant reduction of HDOP is seen
with the maximum reducing to 1.6 m. In addition, the configuration
forms almost an equilateral triangle, which is more stable than the
initial design forming an isosceles triangle. However, the weak
points having larger HDOPs are seen around the basepoints and
elongated toward the center of the area. This could be expected
because two of the three distances from each control point and
to the three basepoints are considerably longer than the other one,
forming a weaker geometry than the points located at the center of
the area.

A similar HDOP pattern is seen when the AOA are considered.
The same criterion matrix was considered for the control points
and a priori variance factor of 60 arc-seconds as the accuracy
the measured AOAs. Fig. 2(c) shows that the HDOP before
optimization reaches to about 3.5 m, and after optimization,
Fig. 2(d), it significantly reduced to about 1.8 m with a symmetric
configuration.

Fig. 2(e) is a similar HDOP for the TDOA, with a priori variance
factor of 1 m, based on the same resolution before optimization. It
shows that the HDOP reaches to about 3.5 m and the weak points
are seen at the corners. Generally, a better coverage over the area
can be seen using the TDOA. The HDOP after optimization is
shown in Fig. 2(f). As observed, a symmetric geometry is created
by the optimization process and the weak points are around the
corners of the area, but with a proper coverage over the inner area
meanwhile reducing the HDOP to 2.5 m.

The HDOP derived from the TDOA gives a good coverage over
the area, and the weak points have large HDOPs and are not close to
the basepoints. However, the mathematical models are more com-
plicated because of their differential nature.

To test sensitivity of our optimization method based on the
observables, the process was repeated with different resolutions.
Table 1 gives the optimal horizontal positions of the three base-
points after optimization, while the initial positions of these points
were M (0.5, 2,500.5), N (2,000.5, 0.5), and O (4,000.5, 5,000.5)
prior to optimization.

According to Table 1, when the TOA is used, the y-coordinate of
M remains the same for resolutions 10 x 10 m and 20 x 20 m, but
the x-coordinate remains constant for all. There are variations in the
x-coordinate of N but it is almost constant for these resolutions as
is the x-coordinate of O. Generally, with resolutions less than
20 x 20 m, the optimized coordinates of the points are almost the
same as the observable.

Similar results are obtained when the AOA is used. A resolution
of 30 x 30 m is good enough for optimization, but for TDOA no
convergence is seen by increasing the resolution. Nevertheless, the
differences between the coordinates obtained from optimization us-
ing the two successive resolutions are in order of the resolutions.
Therefore, the TDOA is more sensitive to the selected resolution
and no specific resolution can be determined for optimization based
on it.

Generally, applying a dense grid for the control points is sug-
gested, but it takes a huge computational burden and long time to
perform the optimization process. One important issue that needs to
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be highlighted is that our study area is rectangular 4 x 5 km, close
to a square.

Real Case Study: Landvetter Airport

So far, our simulation study showed that the presented theory works
with some constraints. Designing a security network is not as sim-
ple as what was done in the simulation study unless the area is flat
with no signal hindrance. Here, an international airport is consid-
ered and positions of three basepoints are optimized in the designed
control network with the assumption of the presence of the inter-
ference device inside the airport. Not all our proposed constraints
can be applied for this study area. First, there are forests around,
which are not suitable places for our sensors. Therefore, spreading
the basepoint outside and around the airport is not realistic. Second,
search areas around the basepoints are limited because there is not
much freedom for them to move.

The international Landvetter Airport of Sweden in Gothenburg
was selected, and a local planar coordinate system was defined for
the airport. The Gaussian radius of curvature at the system origin
was computed from its latitude at the surface of the WGS84 refer-
ence ellipsoid with a = 6,378,137 m, and e =0.0068. A grid
with a resolution of 40 x 40 m was considered over the airport;
was rotated based on azimuth of the most left takeoff way (ex-
tracted from Google Maps), and later their coordinates were trans-
formed to the geodetic coordinates

_ p, 4 21180
5017900+R p

x; 180
o Rcosy;

A =

1

Fig. 3. Landvetter Airport of Sweden and the search areas, marked by
rectangles for estimation of the optimal position of the basepoints.
(Base image © 2018 Google Earth.)
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Fig. 4. HDOP over Landvetter Airport: (a) before and (b) after optimization based on TOA; and (c) before and (d) after optimization based on

AOA (m). (Base image © 2021 CNES/Airbus.)

where ; and \; = geodetic coordinates of the ith point of the grid;
o and Ay = geodetic coordinates of the local system origin; x; and
y; = local Cartesian coordinates of the point; and R = Gaussian
radius of the curvature and the local system’s origin (compare
Vanicek and Krakiwsky 1986; Jekeli 2012)

a
R=+VMN, withN=——-————- and
(1 — e2sin?p,)'/?

a(l —ée?
M= (2 2 ) 3/2
(1 — e%sin®p,)3/
where N and M = well-known radius of the prime vertical and cur-
vature of the local meridian at the point with the latitude ¢,
respectively.

Landvetter Airport’s runway is elongated in southwest—north-
east direction with an approximate bearing angle of 26°. The area
is almost rectangular, with length of 5 km and width of 2 km. Based

runway of the airport. The HDOP reaches to about 6 m over the
area. Fig. 4(b) illustrates the optimized positions for the basepoints,
and it shows that the optimization has reduced the HDOP to 4 m
with slight change in the initial positions; see Table 2. Fig. 4(c) is a
similar map to Fig. 4(a) but for the AOA with the same initial posi-
tions for the basepoints. After optimization, the map in Fig. 4(d) is
obtained, and small changes in the positions of the basepoints lead
to reduction of the HDOP to less than 4 m. Because of the special
narrow rectangular form of the airport, the initial design based on
the TDOA was not successful; the reason could be that the hyper-
bolic curves, which are created from each two points, do not make a
good geometry. The HDOP at some points became extremely large

Table 2. Initial and optimized coordinates of basepoints before and after
optimization

on the geometry of the airport, no symmetric configuration can be Initial Optimized
considered for the basepoints. Therefore, from the satellite photo Observable  Basepoint x (m) y (m) x (m) y (m)
and Google Earth, we selected three sulyable place;s; Fig. 3 shows TOA M 6005 4.000.5 4005 3.800.5
thee selected areas by the squares for optimal locations of the base- N 6005 2005 5334 22926
point. In fact, an initial position was considered for each basepoint, o 12995 31995 14995 29995
which varied in a square with the size of 400 m.

Fig. 4(a) shows the maps of HDOP for the TOA over Landvetter AOA M 600.5  4,000.5 400.5 3,800.5
Airport and the small circles represent the basepoints before opti- g 1 2(9)(9)2 3 ?(9)(9)2 1 iggg 5 998‘2
mization. The points having larger HDOPs were extended along the i > > i
© ASCE 04022019-9 J. Surv. Eng.
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and unrealistic, and even if the optimization was performed the
constraints were violated and the basepoints moved outside the
area. For this reason, no result is presented for design using
the TDOA.

Table 2 lists the initial and optimized positions of the basepoints
M, N, and O. Optimization based on the TOA and AOA leads to the
same positions for the basepoints M and O, but N is more influ-
enced by the type of observables. Generally, M and O are closer to
each other, but N is far from both. These points form a triangle
having a small angle at N. It is known that an equilateral or equi-
angular triangle is a strong geometric form. When a triangle has a
different form, it has weaker geometry, such as when M, N, and O
form a triangle having such a small angle at N. This is the reason N
moves during the optimization process, because it has direct influ-
ence on the strength of the geometry of the basepoints.

Conclusions

TOA, AOA, or TDOA of signals into sensors or receivers can be
used for localization of a signal interference device. This article
showed that the optimal geometrical configuration formed by
basepoints, at which these signal arrivals are measured, strongly
depends on the type of arrival and the ability of sensors or receivers
to measure these arrivals. A design using the AOA showed a better
stability and robustness with respect to the resolution of the de-
signed grid compared to the rest of its rivals, and optimization
based on the TDOA improves coverage over the control area.
Generally, our optimization method needs some constraints for sta-
bilizing the solution; otherwise, the basepoints may form improper
configuration during the iterative optimization process, e.g., they
may move toward each other or become collinear. However, in
our real case study, the search domains for the basepoints were
limited and subjecting the optimization process to extra constraints,
as done in the simulation test, led to infeasible solutions. In other
words, the choice of the constraints is highly dependent on the
shape of the area.

Data Availability Statement

The data that support the findings of this study are available from
the author upon reasonable request.

Acknowledgments

The author is thankful to both reviewers and their fruitful comments
enhancing the quality of the paper.

References

Ananthasubramanian, B., and U. Madlhow. 2008. “Cooperative localiza-
tion using angle of arrival measurements in non-line-of-sight environ-
ments.” In Proc., Melt’08 September 19, New York: Association for
Computing Machinery Digital Library.

Balaei, A. T., B. Motella, and A. G. Dempster. 2007. “GPS interference
detected in Sydney Australia” In Proc., Int. Symp. GPS/GNSS
IGNSS2007. Sydney, Australia: IGNSS Society.

Batilovi¢, M., Z. Susi¢, Z. Kanovié¢, M. Z. Markovié, D. Vasi¢, and
V. Bulatovi¢. 2021. “Increasing efficiency of the robust deformation
analysis methods using genetic algorithm and generalised particle
swarm optimization.” Surv. Rev. 53 (378): 193-205. https://doi.org/10
.1080/00396265.2019.1706294.

© ASCE

04022019-10

Batilovi¢, M., Z. Susi¢, Z. Kanovié¢, M. Z. Markovié, D. Vasi¢, and
V. Bulatovi¢. 2022. “Deformation analysis: The modified GREDOD
method.” Geodetski Vestnik 66 (1): 60-75. https://doi.org/10.15292
/geodetski-vestnik.2022.01.60-75.

Bazaraa, M. S., and C. M. Shetty. 1976. Vol. 122 of Foundations of opti-
mization. Lecture notes in economics and mathematical systems book
series. New York: Springer.

Berné, J. L., and S. Baselga. 2004. “First-order design of geodetic networks
using the simulated annealing method.” J. Geod. 78 (1-2): 47-54.
https://doi.org/10.1007/s00190-003-0365-y.

Clynch, J. R., A. A. Parker, R. W. Adler, and W. R. Vincent. 2003. “System
challenge—The hunt for RFI—Unjamming a coast harbor.” GPS World
14 (1): 16-22.

Cooper, M. A. R. 1987. Control surveys in civil engineering. 1st ed. New
York: Nicols Publication.

Dempster, A. 2016. “Interference localization from satellite navigation
systems.” Proc. IEEE 104 (6): 1318-1326. https://doi.org/10.1109
/JPROC.2016.2530814.

Divis, D. A. 2013. “GPS spoofing experiment knocks ship off course.”
InsideGNSS 31 (Jul): 1-3.

Drake, S. P, and K. Dogancay. 2004. “Geolocation by time difference
of arrival using hyperbolic asymptotes.” In Proc., ICASSP 2004.
New York: IEEE.

Eshagh, M., and M. A. Alizadeh-Khameneh. 2014. “The effect of con-
straints on bi-objective optimisation of geodetic networks.” Acta Geod.
Geophys. 50 (4): 449—-459. https://doi.org/10.1007/s40328-014-0085-1.

Eshagh, M., and R. Kiamehr. 2007. “A strategy for optimum designing of
the geodetic networks from the cost, reliability and precision views.”
Acta Geod. Geophys. Hung. 42 (3): 297-308. https://doi.org/10.1556
/AGeod.42.2007.3.4.

Grafarend, E. W., and F. Sanso. 1985. Optimization and design of geodetic
networks. Berlin: Springer.

Grant, A., P. Williams, N. Ward, and S. Basker. 2009. “GPS jamming and
the impact on maritime navigation.” J. Navig. 62 (2): 173-187. https://
doi.org/10.1017/S0373463308005213.

Gustafsson, F. 2018. Statistical sensor fusion. 3rd ed. Lund, Sweden: Stu-
dentlitteratur AB.

Hambling, D. 2011. “GPS chaos: How a $30 box can jam your life.”
New Sci. 2803 (Mar): 44-47.

Huang, L., Z. Lu, Z. Xiao, C. Ren, J. Song, and B. Li. 2022. “Suppression
of jammer multipath in GNSS antenna array receiver.” Remote Sens.
14 (2): 350. https://doi.org/10.3390/rs14020350.

Humphreys, T. E., B. M. Ledvina, M. L. Psiaki, B. W. O’Hanlon, and
P. M. Kintner. 2008. “Assessing the spoofing threat: Development of
a portable GPS civilian spoofer.” In Proc., 21st Int. Technical Meeting
Satellite Division of the Institute of Navigation (ION GNSS 2008),
2314-2325. Manassas, VA: Institute of Navigation.

Jekeli, C. 2012. Geometric reference systems in geodesy, lecture notes.
Columbus, OH: Ohio State Univ.

Koch, K. R. 1982. “Optimization of the configuration of geodetic net-
works.” Dtsch. Geodaetische Kommission 3 (258): 82-89.

Koch, K. R. 1985. “First order design: Optimization of the configuration of
a network by introducing small position changes.” In Optimization and
design of geodetic networks, edited by E. W. Grafarend and F. Sanso,
56-73. Berlin: Springer.

Koch, K. R. 2010. Parameter estimation and hypothesis testing in linear
models. 2nd ed. Berlin: Springer.

Kuang, S. 1996. Geodetic network analysis and optimal design: Concepts
and applications. Chelsea, MI: Ann Arbor Press.

Lindstrom, J., D. M. Akos, O. Isoz, and M. Junered. 2007. “GNSS inter-
ference detection and localization using a network of low cost front-end
modules.” In Proc., 20th Int. Technical Meeting of the Satellite Division
of The Institute of Navigation (ION GNSS 2007), 1165-1172. Manas-
sas, VA: Institute of Navigation.

Motella, B., M. Pini, and F. Dovis. 2008. “Investigation on the effect
of strong out-of-band signals on global navigation satellite systems
receivers.” GPS Solut. 12 (2): 77-86. https://doi.org/10.1007/s10291
-007-0085-5.

Pullen, S., G. Gao, C. Tedeschi, and J. Warburton. 2012. “The impact of
uninformed RF interference on GBAS and potential mitigations.” In

J. Surv. Eng.

J. Surv. Eng., 2023, 149(1): 04022019


https://doi.org/10.1080/00396265.2019.1706294
https://doi.org/10.1080/00396265.2019.1706294
https://doi.org/10.15292/geodetski-vestnik.2022.01.60-75
https://doi.org/10.15292/geodetski-vestnik.2022.01.60-75
https://doi.org/10.1007/s00190-003-0365-y
https://doi.org/10.1109/JPROC.2016.2530814
https://doi.org/10.1109/JPROC.2016.2530814
https://doi.org/10.1007/s40328-014-0085-1
https://doi.org/10.1556/AGeod.42.2007.3.4
https://doi.org/10.1556/AGeod.42.2007.3.4
https://doi.org/10.1017/S0373463308005213
https://doi.org/10.1017/S0373463308005213
https://doi.org/10.3390/rs14020350
https://doi.org/10.1007/s10291-007-0085-5
https://doi.org/10.1007/s10291-007-0085-5

Downloaded from ascelibrary.org by 188.149.5.183 on 09/13/23. Copyright ASCE. For personal use only; all rights reserved.

Proc., 2019 Int. Technical Meeting of the Institute of Navigation, 780—
789. Manassas, VA: Institute of Navigation.

Seo, J., and M. Kim. 2013. “eLoran in Korea—Current status and future
plans.” In Proc., European Navigation Conf. (ENC-GNSS). Bonn, Ger-
many: German Institute of Navigation.

Singh, V., R. Dwivedi, O. Dikshit, and A. K. Singh. 2016. “First-order
design of GPS networks using particle swarm optimization.” J. Surv.
Eng. 142 (3): 04016002. https://doi.org/10.1061/(ASCE)SU.1943
-5428.0000176.

Tan, W. 2005. “Inner constraints for 3D survey networks.” J. Spat. Sci.
50 (1): 91-94. https://doi.org/10.1080/14498596.2005.9635040.

Thompson, R. J. R. 2013. “Detection and localisation of radio frequency
interference to GNSS reference stations.” Ph.D. thesis, School of
Electrical Engineering and Telecommunications, Univ. of New South
Wales.

Thompson, R. J. R., A. Tabatabaei Balaei, and A. Dempster. 2009.
“Dilution of precision for GNSS interference localisation systems.”

© ASCE

04022019-11

In Proc., European Navigation Conf. (ENC GNSS2009). Naples, Italy:
Parthenope Univ.

Trinkle, M., E. Cetin, R. J. R. Thompson, and A. G. Dempster. 2012.
“Interference localisation within the GNSS environmental monitoring
system (GEMS)—Initial field test results.” In Proc., 25th Int. Technical
Meeting of the Satellite Division of The Institute of Navigation (ION
GNSS 2012), 2930-2939. Manassas, VA: Institute of Navigation.

Vanicek, P., and E. J. Krakiwsky. 1986. Geodesy: The concepts.
Amsterdam, Netherlands: Elsevier.

Warburton, J., and C. Tedeschi. 2011. “GPS privacy jammers and RFI at
Newark: Navigation team AJP-652 results.” In Proc., 12th Int. GBAS
Working Group Meetings (I-GWG-12). Washington, DC: Federal Avi-
ation Administration.

Xu, P. 1989. “Multi—objective optimal second order design of networks.”
Bull. Geod. 63 (3): 297-308. https://doi.org/10.1007/BF02520478.
Yetkin, M., C. Inal, and C. O. Yigit. 2009. “Use of the particle swarm
optimization algorithm for second order design of levelling networks.”
J. Appl. Geod. 3 (3): 171-178. https://doi.org/10.1515/JAG.2009.018.

J. Surv. Eng.

J. Surv. Eng., 2023, 149(1): 04022019


https://doi.org/10.1061/(ASCE)SU.1943-5428.0000176
https://doi.org/10.1061/(ASCE)SU.1943-5428.0000176
https://doi.org/10.1080/14498596.2005.9635040
https://doi.org/10.1007/BF02520478
https://doi.org/10.1515/JAG.2009.018

